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Abstract

Deepfakes represent a growing concern across domains such
as disinformation, fraud, and non-consensual media. In
particular, the rise of video conference and identity-driven
attacks in high-stakes scenarios—such as impostor hiring—
demands new forensic resources. Despite significant efforts
to develop robust detection classifiers to distinguish the real
from the fake, commonly used training datasets remain inad-
equate: relying on low-quality and outdated deepfake gener-
ators, consisting of content scraped from online repositories
without participant consent, lacking in multimodal coverage,
and rarely employing identity-matching protocols to ensure
realistic fakes. To overcome these limitations, we present
the DeepSpeak dataset, a diverse and multimodal dataset
comprising over 100 hours of authentic and deepfake audio-
visual content, specifically focused on the challenging and
diverse “talking heads” context. We contribute: i) more than
50 hours of real, self-recorded data collected from 500 di-
verse and consenting participants, ii) more than 50 hours of
state-of-the-art audio and visual deepfakes generated using
14 video synthesis engines and three voice cloning engines,
and iii) an embedding-based, identity-matching approach
to ensure the creation of convincing, high-quality identity
face swaps that realistically simulate adversarial deepfake
attacks. We also perform large-scale evaluations of state-of-
the-art deepfake detectors and show that, without retraining,
these detectors fail to generalize to this DeepSpeak dataset,
highlighting the importance of a large and diverse dataset
containing deepfakes from the latest generative-Al tools.

https://github.com/hfaridlab/deepspeak

1. Introduction

Today, generative-Al is capable of creating hyper-realistic
images [36], voices [4], and videos [19] of people talking
or doing just about anything. These technologies hold the
promise to both revolutionize many industries while also
amplifying the spread and belief in dangerous lies and con-
spiracies [10, 49], interfering with elections [16, 45], super-
charging small- and large-scale fraud [5], and — seemingly

unable to escape its roots — continue to be used in the creation
of non-consensual intimate imagery (NCII) [13, 50].

Scalable, generalizable, and accurate detection of deep-
fakes has, therefore, become a pressing problem with deep
social, political, and economic implications. At the same
time, the nascent digital-forensics community has struggled
with the lack of large-scale, high-quality, up-to-date, and
ethically collected datasets for training and evaluation.

In this work, we introduce an audio and video dataset
designed to aid the digital-forensic, computer-vision, and
broader Al-safety communities. This dataset consists of
100 hours of real and deepfake video of people talking and
gesturing. The real videos were self-recorded with consent
from the participants using their own hardware, ensuring a
wide range of recording environments, hardware variability
and identities, a crucial component for the development of
robust detectors. These deepfakes consist of avatar deep-
fakes (from three generators), face-swap deepfakes (with
multiple variants from three generators), lip-sync deepfakes
(from four generators), and audio deepfakes (from three
generators) spliced into a subset of the lip-sync deepfakes.
Table 1 presents a comparison between our dataset and recent
datasets released over the past seven years.

We focus exclusively on “talking heads” in which one
person is talking or gesturing in a typical video conferencing
setup. We focus on this context because of the increasing
prevalence of distinct harms that have emerged from both
offline and real-time deepfake identity impersonations (in-
cluding impostor hiring, fraud, and disinformation). This
scenario presents unique challenges concerning identity ver-
ification and liveness detection, as compared to the more
common analysis of text- or image-to-video content. The
“talking heads” scenario shifts the question from only a ‘real
v. fake’ or ‘identity’ question to both one of realism and
identity. Our effort provides a dataset to simultaneously
address both of these questions. Existing datasets in this do-
main do not reflect the breadth of ours, nor additionally, the
current quality and diversity of deepfake generators, while
bearing ethical, practical, and legal shortcomings (see Ta-
ble 1). Specifically, existing datasets largely comprise low-
quality, outdated deepfake generators, where the underlying
data was scraped without participant consent. Moreover,
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