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Abstract

Natural ImageStatisticsfor Digital ImageForensics

SiweiLyu

We describea setof naturalimagestatisticsthatarebuilt upontwo multi-scaleimage

decompositions,thequadraturemirror �lter pyramiddecompositionandthelocal an-

gularharmonicdecomposition.Theseimagestatisticsconsistof �rst- andhigher-order

statisticsthatcapturecertainstatisticalregularitiesof naturalimages.We proposeto

applytheseimagestatistics,togetherwith classi�cationtechniques,to threeproblems

in digital imageforensics: (1) differentiatingphotographicimagesfrom computer-

generatedphotorealisticimages,(2) genericsteganalysis;(3) rebroadcastimagede-

tection. We alsoapply theseimagestatisticsto the traditionalart authenticationfor

forgerydetectionandidenti�cation of artistsin anart work. For eachapplicationwe

show the effectivenessof theseimagestatisticsandanalyzetheir sensitivity andro-

bustness.
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Chapter 1

Intr oduction

Our perceptualsystemshave evolvedto adaptandoperatein thenaturalenvironment.Amongall
typesof sensorydatathatprobethesurroundingenvironment,imagesprovide the mostcompre-
hensiveinformationcritical to survival. Accordingly, humanvisionis mostsensitiveto imagesthat
resemblescenesin thenaturalenvironment.Suchimagesareusuallycallednaturalimages1.

However, amongthesetof all possibleimages,naturalimagesonly occupy atiny subspace[16,
36, 14, 62]. This is moreeasilyseenin the digital domain. For instance,therearetotally 256n2

different8-bit grayscaleimagesof sizen � n pixels (with asfew asn = 10 pixels, it resultsin
a whopping1:3 � 10154 differentimages).Consideringmultiple color channelimagesmakesthe
numbermorestriking. Yet if we uniformly samplefrom this colossalimagespaceby randomly
choosingonegrayscalevaluefrom f 0; 1; � � � ; 255g for eachpixel, mostof thetimeanoisepattern
lack of any consistentstructurewill appear, andwith a very rarechanceit will producea natural
image,Figure1.1.Thefactthatsuchauniformsamplingseldomproducesanaturalimagecon�rms
thatnaturalimagesaresparselydistributedin thespaceof all possibleimages.

Althoughrelatively small in number, naturalimagesexhibit regularitiesthatdistinguishthem-
selvesfrom theseaof all possibleimages.For example,naturalimagesarenotsimplyacollection
of independentpixels. The visual structuresmakingthemlook “natural” arethe resultof strong
correlationsamongpixels [62]. The regularitieswithin naturalimagescanbe modeledstatisti-
cally, andhave hadimportantapplicationsin imagecompression[6, 43, 81], denoising[49, 58],
segmentation[29], texturesynthesis[85, 28,57], content-basedretrieval [4] andobject/scenecat-
egorization[74]. In general,the statisticaldescriptionsof natural imagesplay threeimportant
roles: (a) prior or regularizationtermsfor probabilisticinferenceaboutnaturalimages;(b) con-
straintsfor samplingproceduresfor specialclassof naturalimages,suchastextures;(c) discrim-
inative/descriptive featuresfor differentiatingor describingnatural images. For computational
ef�ciency, mostexisting statisticaldescriptionsof naturalimagestake somesimplemathematical
forms,suchasindividualstatistics[52, 16, 62], parametricdensities[45, 67], andMarkov random
�elds [19, 12,25].

Statisticaldescriptionsof naturalimagesalsohave importantapplicationsin the burgeoning
�eld of digital imageforensics.Thepopularityof digital imagesmakesit alsovulnerableto tam-

1Rigorouslydefiningthe“naturalness”of animageis verydifficult asthetermis highly subjective.
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Figure1.1: Naturalimagesarerarein all possibleimages,but they arenot random.

pering. An imagenot only tells a story, but may alsotell a secret.An innocent-lookingnatural
imagemay conceala hiddenmessageor generatedby a computergraphicsprogram. Suchma-
nipulations,alongwith tamperingwith imagecontents[54, 55], havebecomeincreasinglyeasyas
thedevelopmentof technologies.Digital imageforensicsaretechniquesaimingto shedlights on
suchsecretsbeneathdigital images,andis thereforeof the greatinterestto the law-enforcement
andnationalsecurityagencies.

Contributions

Speci�cally, weareinterestedin thefollowing problemsin digital imageforensics:

Photographicor photorealistic: Sophisticatedcomputergraphicssoftwarescangen-
eratehighly convincingphotorealisticimagesableto deceive thehumaneyes.Differ-
entiatingbetweenthesetwo typesof imagesis animportanttaskto ensuretheauthen-
ticity andintegrity of photographs.

Generic imagesteganalysis:Imagesteganographyhidesmessagesin digital images
in a non-intrusiveway that is hardto detectvisually. Thetaskof genericsteganalysis
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is to detectthepresenceof suchhiddenmessageswithout thedetailedknowledgeof
the embeddingmethods.Becauseof the potentialuseof steganographyasa covert
communicationmethod,steganalysisis of interestto the law-enforcement,counter-
intelligenceandanti-terrorismagencies.

Li ve or rebroadcast: Biometrics-based(e.g.,face,iris, or voice)authenticationand
identi�cation systemsarevulnerableto the“rebroadcast”attacks.An exampleis the
defeatof a facerecognitionsystemusinga high-resolutionphotographof a human
face. An effective protectionagainstsuchanattackis to differentiatea “li ve” image
(capturedin realtimeby acamera)anda “rebroadcast”one(a photograph).

Commonto theseproblemsis the task of differentiatingnaturalphotographicimagesfrom
someotherclassesof images:in photographicvs. photorealistic,theotherclassis thecomputer-
generatedphotorealisticimages;in steganalysis,they areimageswith steganographicmessages;
andin live vs. rebroadcast,they aretheprintsof naturalimages.Insteadof seekinganindividual
solutionto eachproblem,we proposeto solve themin a uni�ed framework. First, statisticscap-
turingcertainaspectsof naturalimagesarecollected.Usingthesestatisticsto form discriminative
features,classificationsystemsarebuilt to determinetheclassof anunknown image.At thecore
of this imageclassificationframework is a setof imagestatisticsasdiscriminative features.Over
the years,many differentimagefeaturescharacterizingdifferentaspectsof imagecontentshave
beenproposedin variouscontext [4, 27, 73]. However, thesefeaturesarelesssuitableto thedigi-
tal imageforensicsapplication,wheredifferencein imagecontentsis irrelevant. Very few image
featuresaredesignedfor characterizingnaturalimagesasawholeensemble.

In this work, we proposea new setof imagestatisticsbasedon observationsof naturalim-
agesanddemonstratetheir applicationsin digital imageforensics.Theproposedimagestatistics
arecollectedfrom multi-scaleimagedecompositionsandareempiricallyshown to capturecertain
fundamentalpropertiesof a naturalimage. We thenapply theseimagestatistics,togetherwith
non-linearclassi�cation techniquesto solve the threedigital imageforensicsproblems,andem-
pirically demonstratetheir effectiveness.Furthermore,theseimagestatisticsareextendedto help
the traditional�eld of art authentication,wherethey alsoshow promisingperformance.We also
evaluatethe overall robustnessandsensitivity of theseimagestatisticsin faceof somecommon
imagemanipulations.

Therestof thethesisis organizedasfollowing: in Chapter2, theimagestatisticsaredescribed
in detail,andexperimentson naturalandsynthesizedimagesarepresentedto justify theiruses.In
Chapter3, techniquesto build effective classifiersareintroduced.This is followedby thesensi-
tivity analysisof theproposedimagestatisticsandclassificationsystemsin Chapter4. Chapter5
focuseson the applicationof the imagestatisticsandclassificationtechniquesto the problemof
differentiatingphotographicandcomputergeneratedphotorealisticimages.Chapter6 is on their
applicationto genericimagesteganalysis.In Section7.1, the problemof live vs. rebroadcastis
solvedin asimilar framework. In Section7.2,weextrapolatetheapplicationof avariantof thisset
of imagestatisticsto art authentication.Chapter8 concludesthethesiswith ageneraldiscussion.
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Chapter 2

ImageStatistics

In this chapterwe describein detail the imagestatisticsproposedin this work. Thesestatistics
arecollectedfrom imagerepresentationsthatdecomposean imageusingbasisfunctionsthatare
localizedin bothspatialpositionsandscales,implementedasa multi-scaleimagedecomposition.
In Section2.1,two multi-scaleimagedecompositions,namely, thequadraturemirror �lter (QMF)
pyramiddecompositionandthelocalangularharmonicdecomposition(LAHD) aredescribed.Im-
agestatisticscollectedfrom thesetwo decompositionsaredescribedin Section2.2. In Section2.4,
experimentsareperformedto show thatthesestatisticscapturesomenon-trivial statisticalregular-
ities in naturalimages.

2.1 ImageRepresentation

At thecoreof any statisticaldescriptionof naturalimagesis thechoiceof a suitableimagerepre-
sentation.Thereare,of course,many differentimagerepresentationsto choosefrom. Thechoice
shouldbemadebasedon their effectivenessin revealingstatisticalregularitiesin naturalimages.
Thesimplestrepresentation,for example,is anintensity-basedapproach,wheretherepresentation
is simplytheoriginal intensityvalues.An n � n grayscaleimageis consideredasacollectionof n2

independentsamplesof intensityvalues.Similarly, ann � n RGB color imageis representedasa
collectionof n2 independent3D vectors.Themoststandardstatisticaldescriptionof animagefor
theintensity-basedrepresentationis thehistogramof intensityvalues,whichgivesthedistribution
of intensityvaluesof theimage.Shown in the�rst two panelsin thetop row of Figure2.1aretwo
imageswith exactly thesameintensityhistograms(third panel). However, thesetwo imagesare
quitedifferentvisually, with theleft onebeinga naturalimageandright onebeinga noisepattern
lackingcoherentstructures.It is generallydif�cult to capturethestatisticalregularitiesof natural
imagesin theintensitydomain,assuggestedby thisexample.

Anotherpopularimagerepresentationis thatbasedon a globalFourierdecomposition.In this
representation,an imageis �rst decomposedasa sumof sinesandcosinesof varying frequency
andorientation:F (! x ; ! y) =

P
x

P
y I (x; y)cos(! xx + ! yy) + { sin(! xx + ! yy), whereI (x; y)

is a grayscaleimage,and F (! x ; ! y) is its Fourier transform(eachchannelof a color imageis
independentlyrepresentedin the sameway). The spatialfrequency of the sine/cosineis given

4



Figure 2.1: Shown in the top row area pair of imageswith identical intensityhistograms(third
panel). Shown in the bottom row are a pair of imageswith identical Fourier magnitudes(third
panel).

by (! x ; ! y) andtheir orientationsaremeasuredby tan� 1(! x=! y). It hasbeenobserved that the
magnitudesof eachfrequency component,jF (! x ; ! y)j of naturalimagesareoften well modeled
with an exponentialfall-off: jF (! x ; ! y)j / (! 2

x + ! 2
y)� p, wherethe exponentp determinesthe

rateof thefall-off [65]. Sucha regularity re�ects thescaleinvariancein naturalimages.However,
this is not suf�cient to characterizea naturalimage,asshown in the�rst two panelsin thebottom
row of Figure2.1 astwo imageswith exactly the sameFourier magnitude(third panel). Sucha
Fourier-basedrepresentationis not suf�ciently powerful to discriminatebetweenan imageanda
“fractal-like” pattern,whichsuggeststhataglobalFourierrepresentationis notparticularlyuseful
in capturingstatisticalregularitiesin naturalimages.

Theintensity-andFourier-basedrepresentationsare,in someways,atoppositeendsof aspec-
trum of representations.The basisfunctionsfor the pixel-basedrepresentationareperfectly lo-
calizedin space,but are in�nite in termsof their frequency coverage. On the other hand,the
basisfunctionsfor a Fourier-basedrepresentationareperfectlylocalizedin frequency, but arein-
�nite in the spatialdomain. Imagerepresentationsbasedon multi-scaleimagedecomposition
(e.g.,wavelets)decomposeanimagewith basisfunctionspartially localizedin bothspaceandfre-
quency [70], andthusoffer a compromisebetweentheserepresentations,Figure2.2. As natural
imagesare characterizedby spatial-varying localizedstructuressuchas edges,theserepresen-
tationsaregenerallybetterthanintensity-or Fourier-basedrepresentationsat describingnatural
images.Within thegeneralframework of multi-scaleimagedecomposition,thereexist many dif-
ferentimplementations,eachhaving its own advantageandeffective in differentproblems.In this
work, two suchdecompositions,namelythequadraturemirror �lter (QMF) pyramiddecomposi-
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pixel Fourier wavelets

space

frequency

Figure 2.2: Shown are1-D spaceandfrequency (magnitude)representationsof pixel, Fourier, and
wavelet-like basisfunctions.

tion andthe local harmonicangulardecomposition(LAHD), areemployed for collectingimage
statisticscharacterizingnaturalimages.

2.1.1 QMF Pyramid Decomposition

The�rst multi-scaleimagedecompositionemployedin this work is theQMF pyramiddecompo-
sition,basedon separablequadraturemirror �lters (QMF) [76, 79, 68] (seeAppendixA for more
detail). Oneimportantreasonfor choosingtheQMF pyramiddecomposition,while not themore
popularwaveletdecomposition,is thatit minimizesaliasingfrom thereconstructedimage,making
it suitablefor thepurposeof imageanalysis1. Shown in Figure2.3 (a) is theidealizedfrequency
domaindecompositionwith athree-scaleQMFpyramid(it is idealizedasusing�nite support�lters
it is not possibleto achieve thesharpcut-off in frequency domainasshown). TheQMF pyramid
decompositionsplits theimagefrequency spaceinto threedifferentscales,andwithin eachscale,
into threeorientationsubbands(vertical,horizontalanddiagonal).Visually, eachsubbandcaptures
thelocal orientationenergy in animage.Theresultingvertical,horizontalanddiagonalsubbands
at scalei aredenotedby Vi (x; y), H i (x; y), andD i (x; y), respectively. The �rst scalesubbands
aretheresultof convolving theimagewith apairof 1-D 2N + 1-tap�nite impulseresponse(FIR)
low-passandhigh-passQMF �lters, denotedasl(�) andh(�) respectively. Theverticalsubbandis
generatedby convolving the image,I (x; y), with the low-pass�lter in the verticaldirectionand

1However, unlikewavelets,theQMF pyramiddoesnotafford perfectreconstructionof theoriginal signal,though
thereconstructionerrorcanbemadesmallin practiceby carefuldesignof thefilters (AppendixA)
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thehigh-pass�lter in thehorizontaldirectionas:

V1(x; y) =
NX

m= � N

h(m)
NX

n= � N

l (n)I (x � m; y � n): (2.1)

Thehorizontalsubbandis generatedby convolving theimagewith thelow-pass�lter in thehori-
zontaldirectionandthehigh-pass�lter in theverticaldirectionas:

H1(x; y) =
NX

m= � N

l (m)
NX

n= � N

h(n)I (x � m; y � n): (2.2)

Thediagonalsubbandis obtainedby convolving theimagewith thehigh-pass�lter in bothdirec-
tionsas:

D1(x; y) =
NX

m= � N

h(m)
NX

n= � N

h(n)I (x � m; y � n): (2.3)

Finally, convolving theimagewith thelow-pass�lter in bothdirectionsgeneratestheresiduelow-
passsubband,as:

L1(x; y) =
NX

m= � N

l (m)
NX

n= � N

l (n)I (x � m; y � n): (2.4)

Thenext scaleis obtainedby �rst down-samplingtheresiduallow-passsubbandL 1 andrecursively
�ltering with l(�) andh(�), as

V2(x; y) =
NX

m= � N

h(m)
NX

n= � N

l (n)L1(bx=2c � m; by=2c � n) (2.5)

H2(x; y) =
NX

m= � N

l (m)
NX

n= � N

h(n)L1(bx=2c � m; by=2c � n) (2.6)

D2(x; y) =
NX

m= � N

h(m)
NX

n= � N

h(n)L1(bx=2c � m; by=2c � n) (2.7)

L2(x; y) =
NX

m= � N

l (m)
NX

n= � N

l (n)L1(bx=2c � m; by=2c � n): (2.8)

Subsequentscalesaregeneratedsimilarly by recursively decomposingtheresiduallow-passsub-
band.Thedecompositionof aRGB color imageis performedby decomposingeachcolorchannel
independently. ThesesubbandsaredenotedasV c

i (x; y), H c
i (x; y), andD c

i (x; y), with c 2 f r; g; bg.
Color imagesusing other color systems(e.g., HSV or CMYK) are decomposedby �rst trans-
forming to RGB colors. Fromthis decompositiona seriesof �rst- andhigher-orderstatisticsare
collected(seesection2.2).
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Figure 2.3: (a) An idealizedfrequency domaindecompositionwith a three-scaleQMF pyramid
decomposition.Shown, from top to bottom,arescales0, 1, and2, andfrom left to right, arethe
low-pass,vertical, horizontal,anddiagonalsubbands.(b) The magnitudeof a three-scaleQMF
pyramiddecompositionof a ªdiscºimage.For thepurposeof display, eachsubbandis normalized
into range[0; 255].

2.1.2 Local Angular Harmonic Decomposition

Thesecondimagedecompositionemployedin this work is thelocal angularharmonicdecompo-
sition (LAHD) [66]. Formally, thenth -orderlocal angularharmonicdecompositionof an image,
I (x; y), is de�ned as:

A n (I )(x; y) =
Z

r

Z

�
I (x;y )(r; � )R(r )e{n� drd� ; (2.9)

whereI (x;y ) (r; � ) is the polar parameterizationof imageI (x; y) aboutpoint (x; y) in the image
plane,andR(r ) is anintegrableradialfunction.TheLAHD canberegardedasa localdecomposi-
tion of imagestructureby projectingontoasetof angularFourierbasiskernels,e{n� . Thefunction
R(r ) servesasthelocal windowing functionasin theGabor�lters [70], which localizestheanal-
ysis in both thespatialandfrequency domains.The outputof then-th LAHD, A n(I )(x; y), is a
complex-valued2-D signal.Shown in Figure2.4arethemagnitudesandphasesof the�rst 4-order
LAHD of animage.Both themagnitudesandthephasescaptureimagestructuressuchasedges,
cornersandboundaries.Notethatthebasisin LAHD is highly over-completeandit is usuallynot
possibleto reconstructtheimagefrom thedecomposition.

Thereis acloserelationbetweentheLAHD andimagederivatives,which is summarizedin the
following theorem:

8



Figure 2.4: The first 4-order LAHD of a natural image(top row). The middle row shows the
magnitudesandthebottomrow shows thephaseangles.

Theorem 1 De�ne a 2-D complex-valuedsignal ~I as:

~I (x; y) =
� �

@
@x

+ {
@
@y

� n

(I ? g)
�

(x; y); (2.10)

where? denotestheconvolutionoperator. Thefunctiong(�; �) is a radial symmetric2-D �lter with
up to nth -order derivatives.Thepowerin the de�nition is denotedas repeatedsuperpositionof
operators. Thenfor R(r ) = r @n g

@r n , wehave~I (x; y) = A n(I )(x; y).

Proof: With thelinearityof theconvolution to thedifferentialoperator, it holdsthat:

~I (x; y) =
��

@
@x

+ {
@
@y

� n

(I ? g)
�

(x; y) =
�
I ?

�
@

@x
+ {

@
@y

� n

g
�

(x; y):

Expandingthe2-D convolutionyields:

~I (x; y) =
Z

�

Z

�
I (x � � ; y � � )

�
@
@�

+ {
@
@�

� n

g(� ; � )d� d� (2.11)

Next theimageplaneis transformedfrom the2-D Cartesiancoordinatesto polarcoordinatescen-
teredat (x; y), with

� = � r cos� (2.12)

� = � r sin� ; (2.13)

9



andd� d� = rdrd� . Accordingly, the imageis expressedin the polar coordinatesasI (x;y ) (r; � ).
Solvingfor @

@� and @
@� in termsof @

@r and @
@� yields:

@
@�

= cos�
@
@r

�
1
r

sin�
@
@�

(2.14)

@
@�

= sin�
@
@r

+
1
r

cos�
@
@�

(2.15)

SubstitutingEquation(2.14)and(2.15)into
�

@
@� + { @

@�

� n
g(� ; � ) yields:

�
@
@�

+ {
@
@�

� n

g(� ; � ) =
�

cos�
@
@r

�
1
r

sin�
@
@�

+ {
�

sin�
@
@r

+
1
r

cos�
@
@�

� � n

g(r )

=
�

(cos� + { sin� )
@
@r

�
1
r

(sin � � { cos� )
@
@�

� n

g(r )

Notice that the function g(r ) is independentof the parameter� (it is radially symmetric)- any
differentiationof g(r ) with respectto � is zero.Thereforethepreviousequationcanbesimpli�ed
to:

�
@
@�

+ {
@
@�

� n

g(� ; � ) = (cos� + { sin� )n @ng(r )
@r n

= e{n� @ng(r )
@r n

; (2.16)

with the laststepbeinga resultof applyingtheEuler identity, e{� = cos� + { sin� . Substituting
Equation(2.16)backinto Equation(2.11)yields:

~I (x; y) =
Z

�

Z

�
I (x � � ; y � � )

�
@
@�

+ {
@
@�

� n

g(� ; � )d� d�

=
Z

r

Z

�
I (x;y ) (r; � )r

@ng(r )
@r n

e{n� drd� ;

andde�ning R(r ) = r @n g(r )
@r n yields:

~I (x; y) =
Z

r

Z

�
I (x;y ) (r; � )R(r )e{n� drd� = A n (I )(x; y):

Theorem1 impliesthattheLAHD canbecomputedby convolving theimagewith asetof deriva-
tivesof asmoothradialsymmetric�lter . For instance,onecanusea2-D Gaussian�lter , g(x; y) =

1p
2� � 2 e� x 2 + y 2

2� 2 . Thusthe �rst-order LAHD, with its realandimaginarypartstreatedasthex- and
y-coordinates,is exactly thegradientof theGaussian�ltered image.

Anotherimportantpropertyof theLAHD is on its applicationto a rotatedimage.First,denote
R� f�g to be the imagerotationoperatorwith an angle� . Note that thereis no mentionof the
rotationcenter. Thereasonis thatin the2-D imageplane,rotatingtheimageregionaroundany two
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P

Q

Figure2.5: Rotatinganimagearoundtwo differentpoints,P andQ, shown asredandbluedashed
rectangles,differsby a translation.

pointsby anangle� differsonly by a translation,asillustratedin Figure2.5. A globaltranslation
of imageregion hasno effect on the imagesignal,andcanbeeasilycanceledout by choosinga
new origin for theimageplane.Therefore,therotatingof animageby anangle� aroundany point
in the2-D imageplanecanall betreatedasequivalent.For theLAHD of a rotatedimage,wehave
thefollowing results:

Theorem 2 Thenth -order LAHD of an image rotatedwith an angleof � is equivalentto a phase
shift of n� for each angularFourier basisin theLAHD of theoriginal image, as:

A n (R� f I g)(x; y) = e{n� A n (I )(x; y): (2.17)

Proof: As the rotationcenteris irrelevant,we canchooseit to beany point in the imageplane.
Let it be (x; y). The rotatedimagesignal, in termsof polar coordinatescenteredat (x; y), is
I (x;y ) (r; � � � ). Therefore,the(x; y) elementof theLAHD of therotatedimageis:

A n(R� I )(x; y) =
Z

r

Z

�
I (x;y ) (r; � � � )R(r )e{n� drd�

� 0= � � �=
Z

r

Z

� 0
I (x;y )(r; � 0)R(r )e{n(� 0+ � )drd� 0

= e{n�
Z

r

Z

� 0
I (x;y ) (r; � 0)R(r )e{n� 0

drd� 0 = e{n� A n(I )(x; y):

11



A 1(I )(x; y) I ?
�

@g
@x

+ {
@g
@y

�
(x; y)

A 2(I )(x; y) I ?
�

@2g
@x2

�
@2g
@y2

+ 2{
@2g

@x@y

�
(x; y)

A 3(I )(x; y) I ?
�

@3g
@x3

� 3
@3g

@x@y2
+ {

�
3

@3g
@x2@y

�
@3g
@y3

��
(x; y)

A 4(I )(x; y) I ?
�

@4g
@x4

+
@4g
@y4

� 6
@4g

@x2@y2
+ {

�
4

@4g
@x3@y

� 4
@4g

@x@y3

��
(x; y)

Table2.1: The1st through4th -orderLAHD computedfrom imagederivatives.

In practice,however, computingthe LAHD of an imagedirectly by usingEquation(2.9) is
not recommended.A majorconcernis thatreparameterizinganimagefrom Cartesiancoordinates
to polar coordinatesinvolvesresamplingand interpolationof the imageplane,which introduce
numericalerrors.Also, converting to thepolarcoordinatesfor eachlocationin an imageis inef-
�cient whenthe imageis large in size. On the otherhand,the relationbetweenthe LAHD and
thespatialderivativesrevealedby Theorem1 suggestsa moreef�cient algorithm: theLAHD can
becomputedby convolving with a setof derivativesof a symmetricandsmoothradial �lter (e.g.,
Gaussian).Speci�cally,

�
@
@x

+ {
@
@y

� n

g =
nX

k=1

�
n
k

�
{n� k @ng

@xk@yn� k

Therefore,accordingto Theorem2, then-th LAHD canbecomputedas

A n (I )(x; y) = I (x; y) ?
nX

k=1

�
n
k

�
{n� k @ng(x; y)

@xk@yn� k
(2.18)

Shown in Table2.1arethe�rst 4-orderLAHD computedasimagederivatives.
Whathasbeendescribedis theLAHD for onescaleof animage.To captureimageinformation

in multiplescales,theLAHD canbecomputedoneachscaleof aGaussianpyramiddecomposition
of theimage,(seesection2.2).

2.2 ImageStatistics

The imagestatisticscentralto this work arecollectedfrom the two imagedecompositionsintro-
ducedin theprevioussection:asstatisticsof thelocalmagnitudesfrom theQMF pyramiddecom-
positionandstatisticsof the local phasesfrom theLAHD. Theformercapturethecharacteristics
andcorrelationsof local imageenergy acrossdifferentscales,orientationsandcolorchannels,and
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Figure 2.6: A naturalimage(left) andthe histogramsof the coefficients of its three-scaleQMF
decomposition(right). Notethespecificshapesof thesehistograms,characterizedby a sharppeak
at zeroandlongsymmetrictails.

the latter reveal consistency (or inconsistency) in the local relative phases,which representthe
local geometricstructurein animage.

2.2.1 Local Magnitude Statistics

We start with the simpler caseof grayscaleimages. It is known that subbandcoef�cients of a
multi-scaleimagedecompositionof a naturalimagehave a specificdistribution [6], which are
characterizedby asharppeakatzeroandlongsymmetrictails,Figure2.6.An intuitiveexplanation
is thatnaturalimagescontainlargesmoothregionsandabrupttransitions(e.g.,edges).Thesmooth
regions,thoughdominant,producesmallcoef�cients nearzero,while thetransitionsgeneratelarge
coef�cients. Thispropertyholdsfor theQMF pyramiddecompositionaswell asmany othermulti-
scaleimagedecompositions(e.g.,wavelets).

The marginal distributions of the QMF pyramid subbandcoef�cients exhibit a highly non-
Gaussianshape,andusuallyhave positivekurtosis.Many parametricmodelshave beenproposed
to approximatethesedistributions. One is the generalizedLaplaciandistribution [46], f (x) =
1
Z e�j x=sjp , wheres;parethedensityparameters,andZ is anormalizingconstant.Anothercommon
parametricmodelis aGaussianscalemixture[80], wherethecoef�cient is modeledastheproduct
of a zero-meannormalrandomvariable,u anda positive randomvariablez, asx = uz. Thenthe
densityof x takesthe form asf (x) = 1

Z

R
z exp(� x2

z2 � 2
u
)pz(z)dz, wherepz(�) is the densityof z,

and� 2
u is thevarianceof u. Bothmodelscapturetheleptokurticshapesof thesedistributions,with

themodelparametersbeingestimatedfrom trainingdatain amaximum-likelihoodfashion.
In this work, insteadof modelingthesedistributions parametrically, a simpler approachis

taken. Speci�cally, we usethe �rst four cumulants(i.e., the mean,variance,skewnessandkur-
tosis, seeAppendixB) of the coef�cients in eachsubbandof all orientations,scalesandcolor
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Figure 2.7: A grayscalenaturalimage(left) andan imagereconstructedfrom the QMF pyramid
decompositionof the left imagerandomlyshuf�ing thedecompositioncoefficients while keeping
theresiduallow-passsubband.Thevisualstructuresin theoriginal imagearedestroyedthoughwith
similar coefficient statistics.

channelsto characterizethe marginal distributionsof the coef�cients. The cumulantsdetermine
thedistribution indirectly - distributionssharingsimilar cumulantswill havesimilarshapes.

While thesestatisticsdescribethebasiccoef�cient distributions,they arenotsuf�cient to char-
acterizea naturalimage. Speci�cally, two imagesthat have similar coef�cient statisticsmay be
quitedifferentvisually. Shown in Figure2.7 is a simpleexample,wheretheleft imagesharesthe
sameresiduallow-passsubbandin a � ve-scaleQMF pyramiddecompositionasthe right image.
However, the coef�cients in eachsubbandof the right imagearesubjectto a randomshuf�ing,
resultingin thesame�rst orderstatisticsbut destroying any higherordercorrelationsin thesub-
bands. Thoughsomeoverall characteristicsof the left imageis preserved throughthe residual
low-passsubband(e.g.,a darker region on the left anda lighter region on theright), thedetailed
structures(e.g.,edges)in theoriginal imagearecompletelydestroyedin theright image.

What causesthe problemis the implicit assumptionthat eachcoef�cient is an independent
samplefrom anunderlyingdistribution. For naturalimages,this independenceassumptionis very
problematic,asthe coef�cients in eachsubbandandacrossdifferentscalesandorientationsare
correlatedas the result of salient imagefeatures(e.g., edgesand junctions)[26]. Suchimage
featurestendto orientspatiallyin certaindirectionsandextendacrossmultiplescales,whichresult
in substantiallocal energy, measuredby the magnitudeof the decompositioncoef�cient, across
many scales,orientationsandspatial locations,Figure2.8. As such,a coef�cient with a large
magnitudein ahorizontalsubband(anindicationthatthecorrespondingpixel is onor nearanedge
having horizontalorientation)suggeststhattheleft andright spatialneighborsin thesamesubband
mayalsohavea largemagnitude.Similarly, if thereis acoef�cient with a largemagnitudeatscale
i , it is likely thatits “parent”at scalei + 1 will alsohavea largemagnitude.

Thishigher-orderstatisticalcorrelationof coef�cients canbecapturedby anothersetof image
statistics,which arecollectedfrom the linear predictionerrorsof coef�cient magnitudes.It has
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Figure 2.8: A naturalimage(left) andthemagnitudesof its three-scaleQMF pyramiddecomposi-
tion (right). Notethecorrelationbetweenmagnitudesof neighboringcoefficients,ashighlightedin
theright panelandcorrespondingto thefixedneighborhoodsetusedin Equation2.19.

beennotedthat the coef�cient magnitudesnearimagefeaturesfollow a simple�rst-order linear
dependency [6]. Speci�cally, it is possibleto build a linear predictorof magnitudesfrom the
magnitudesof neighboringcoef�cients for naturalimages.Thepredictionerrorsfrom this linear
predictorprovide a measureof correlationsamongneighboringcoef�cients. For the purposeof
illustration, considera coef�cient in the vertical subbandat scalei , Vi (x; y). A linear predictor
of its magnitudeis built from a �x ed subset,motivatedby the observationsof [6] andmodi�ed
to include non-causalneighbors,from its all possiblespatial,orientation,and scaleneighbors.
Formally, the linear predictorof the coef�cient magnitudesis formedasa linear combinationof
theneighboringmagnitudes:

jVi (x; y)j = w1jVi (x � 1; y)j + w2jVi (x + 1; y)j + w3jVi (x; y � 1)j + w4jVi (x; y + 1)j

+ w5jVi +1 (x=2; y=2)j + w6jD i (x; y)j + w7jD i +1 (x=2; y=2)j; (2.19)

wherej � j denotesthe magnitudeoperatorand wk , k = 1; :::; 7 are scalarweightsassociated
with eachtype of neighbors. Interpolatedvalues(e.g., rounding)areusedwhenx=2 or y=2 is
non-integer. Whenevaluatedthroughoutthewholesubband(andassuminghomogeneity),Equa-
tion (2.19)canbeexpressedmorecompactlyin form of matrixandvectorsas:

~v = Q~w; (2.20)

wherethe columnvector~v is formedby stackingthe magnitudesof all coef�cients in Vi
2, and

eachcolumnof thematrix Q containsthemagnitudesof eachtypeof neighboringcoefficients,as
specifiedin Equation(2.19).Theunknowns, ~w = (w1 ::: w7)

T , aredeterminedby a leastsquares
estimation,whichminimizesthefollowing quadraticerrorfunction:

E( ~w) = [~v � Q~w]2: (2.21)

2To make theestimationstable,weonly considercoef®cientswith magnitudesgreaterthanapre-giventhreshold.
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Thiserrorfunctionis minimizedby differentiatingit with respectto ~w:

dE( ~w)
d~w

= 2QT (~v � Q~w); (2.22)

andsettingtheresultequalto zero.Solvingtheresultingequationfor ~w yields:

~w = (QT Q)� 1QT~v: (2.23)

Giventhelargenumberof constraints(onepercoef�cient in thesubband)in only sevenunknowns,
it is generallysafeto assumethatthe7 � 7 matrix QT Q is invertible.Similar linearpredictorsare
formedonall otherorientationsubbands- thelinearpredictorfor horizontalanddiagonalsubbands
aregivenas:

jH i (x; y)j = w1jH i (x � 1; y)j + w2jH i (x + 1; y)j + w3jH i (x; y � 1)j + w4jH i (x; y + 1)j

+ w5jH i +1 (x=2; y=2)j + w6jD i (x; y)j + w7jD i +1 (x=2; y=2)j; (2.24)

and

jD i (x; y)j = w1jD i (x � 1; y)j + w2jD i (x + 1; y)j + w3jD i (x; y � 1)j + w4jD i (x; y + 1)j

+ w5jD i +1 (x=2; y=2)j + w6jH i (x; y)j + w7jVi (x; y)j: (2.25)

An alternativeto the�x edneighborhoodsubsetasusedin Equation(2.19)is to useneighboring
subsetsadaptedto differentsubbands.Speci�cally, a quasi-optimalneighborhoodsubsetcanbe
foundby an iterative greedysearchon a persubbandandper imagebasis.Thesubsetof a given
numberof neighborsthat minimizesthe predictionerror, Equation(2.21), is usedto construct
the linear predictorof that subband. For a subbandat scalei , the searchfor suchan optimal
neighborhoodsubsetof sizek is constrainedto thesetof all neighborswithin anN � N spatial
region of all orientationsat scalesi; i + 1; : : : ; i + L � 1. For instance,with N = 3 andL = 3,
thesearchof theoptimalneighborhoodsubsetfor verticalsubbandatscalei , Vi , is con�ned in the
following 80neighbors:

Vi (x � cx ; y � cy) H i (x � cx ; y � cy) D i (x � cx ; y � cy)
Vi +1 ( x

2 � cx ; y
2 � cy) H i +1 ( x

2 � cx ; y
2 � cy) D i +1 ( x

2 � cx ; y
2 � cy)

Vi +2 ( x
4 � cx ; y

4 � cy) H i +2 ( x
4 � cx ; y

4 � cy) D i +2 ( x
4 � cx ; y

4 � cy)

with cx ; cy 2 f� 1; 0; 1g andexcludingVi (x; y) itself. Thedivisionsareroundedto integerswhen
necessary. Fromtheseneighbors,ratherthanusinganexhaustivesearchof all possiblesubsetsof
sizek, a greedysearchis employed. On eachiteration,a remainingneighbor, whoseinclusion
minimizesthe error function, Equation(2.21), is incorporated.The whole processcan be ef�-
ciently implementedasan order-recursive leastsquaresestimation.This iterative searchprocess
is repeatedfor all orientationandscalesubbands.With thechosenneighborhoodsubset,the lin-
earpredictoris constructedsimilarly with thepredictorcoef�cients (w1; :::; wk) determinedasfor
the�x edneighborhood,Equation(2.23).For naturalimages,the�x edneighborhoodsetin Equa-
tion (2.19)coincideswith theneighborhoodfoundby this quasi-optimalsearch[6]. On theother
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Figure 2.9: A naturalimage(left) andits reconstructionwith the QMF pyramid magnitudespre-
dictedby thelinearpredictor, Equation(2.19),(2.24)and(2.25),andthesignsfrom theQMF pyra-
mid of theoriginal image.Notetheimprovementover theimagereconstructedwith marginalstatis-
ticsonly, Figure2.7.

hand,for applicationsotherthannaturalimages(e.g.,theimagesof paintingsanddrawingsin the
applicationof art authentication),theseadaptedneighborhoodaremoreeffective.

The linear predictorof QMF coef�cient magnitudescanbettercharacterizea naturalimage.
Shown in Figure2.2.1is anaturalimage(left) andits reconstructionwith theQMF pyramidmag-
nitudespredictedby thelinearpredictor, Equation(2.19),(2.24)and(2.25),andthesignsfrom the
QMF pyramid of the original image. Note the improvementover the imagereconstructedwith
marginal statisticsonly, Figure2.7.

With the linearpredictor, the log errorsbetweentheactualandthepredictedcoef�cient mag-
nitudesarecomputedas:

~p = log(~v) � log(jQ~wj); (2.26)

wherethe log(�) is computedpoint-wiseon eachvector component. The log error, insteadof
the leastsquareerror, Equation(2.21), is usedfor a larger dynamicrange. As shown in [6],
this log errorquanti�es thecorrelationsof thecoef�cients in a subbandwith their neighbors,and
naturalimagestend to have a specificdistribution for theseerrors,Figure2.10. Following the
samerationaleasthe coef�cient statistics,the samestatistics(i.e., the mean,variance,skewness
and kurtosis)are collectedto characterizethe error distributions of eachscaleand orientation
subbands.

For a QMF pyramid of n scales,the coef�cient marginal statisticsare collectedfor scales
i = 1; :::; n � 1, with a total numberof 12(n � 1) (the mean,variance,skewnessandkurtosis
for thevertical,horizontalanddiagonalsubbandsin eachscale).Similarly, theerrorstatisticsare
collectedat scalesi = 1; :::; n � 1 which alsoyield a total numberof 12(n � 1). Combiningboth
typesof statisticsresultsin agrandtotal of 24(n � 1) statisticsfrom agrayscaleimage.

For aRGBcolor image,theQMF pyramiddecompositionis performedindependentlyoneach
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Figure 2.10: A naturalimage(left) andthehistogramsof thelinearpredictionerrorsof coefficient
magnitudesfor all subbandsin a three-scaleQMF pyramiddecompositionof theimageon theleft.

color channel.Thecoef�cient statisticsarecollectedover all subbandsin all threecolor channels
andthustriple the total number. Similar to the caseof the gray-scaleimages,a linear predictor
is usedto capturethecorrelationsamongneighboringcoef�cient magnitudes.Only now the lin-
earpredictoris modi�ed to exploit correlationsamongcoef�cient magnitudesof differentcolor
channels.Speci�cally, theneighborhoodsubsetusedin the linearpredictorincludescorrespond-
ing coef�cients in theothercolor channels3. For example,thelinearpredictorof magnitudefor a
coef�cient in theverticalsubbandof greenchannelV g

i (x; y) is givenas:

jV g
i (x; y)j = w1jV

g
i (x � 1; y)j + w2jV

g
i (x + 1; y)j + w3jV

g
i (x; y � 1)j

+ w4jV
g

i (x; y + 1)j + w5jV
g

i+1 (x=2; y=2)j + w6jD
g
i (x; y)j

+ w7jD
g
i+1 (x=2; y=2)j + w8jV r

i (x; y)j + w9jV b
i (x; y)j: (2.27)

This processis repeatedfor scalesi = 1; :::; n � 1, andfor the subbandsV r
i andV b

i , wherethe
linearpredictorsfor thesesubbandsareof theform:

jV r
i (x; y)j = w1jV r

i (x � 1; y)j + w2jV r
i (x + 1; y)j + w3jV r

i (x; y � 1)j

+ w4jV r
i (x; y + 1)j + w5jV r

i +1 (x=2; y=2)j + w6jD r
i (x; y)j

+ w7jD r
i +1 (x=2; y=2)j + w8jV

g
i (x; y)j + w9jV b

i (x; y)j; (2.28)

and

jV b
i (x; y)j = w1jV b

i (x � 1; y)j + w2jV b
i (x + 1; y)j + w3jV b

i (x; y � 1)j

+ w4jV b
i (x; y + 1)j + w5jV b

i+1 (x=2; y=2)j + w6jD b
i (x; y)j

+ w7jD b
i+1 (x=2; y=2)j + w8jV r

i (x; y)j + w9jV
g

i (x; y)j: (2.29)

3As in the caseof gray-scaleimages,the neighborsto form the linear predictorcanalsobe found by a greedy
search.For simplicity, only thecaseof thefixedsubsetis shown here.Quasi-optimalsubsetscanbefoundsimilarly
asfor thegray-scaleimages.

18



A similarprocessis repeatedfor thehorizontalanddiagonalsubbands.As anexample,thepredic-
torsfor thehorizontalanddiagonalsubbandsin thegreenchannelare:

jH g
i (x; y)j = w1jH

g
i (x � 1; y)j + w2jH

g
i (x + 1; y)j + w3jH

g
i (x; y � 1)j

+ w4jH
g
i (x; y + 1)j + w5jH

g
i+1 (x=2; y=2)j + w6jD g

i (x; y)j

+ w7jD
g
i+1 (x=2; y=2)j + w8jH r

i (x; y)j + w9jH b
i (x; y)j; (2.30)

and

jD g
i (x; y)j = w1jD

g
i (x � 1; y)j + w2jD

g
i (x + 1; y)j + w3jD g

i (x; y � 1)j

+ w4jD
g
i (x; y + 1)j + w5jD

g
i+1 (x=2; y=2)j + w6jH

g
i (x; y)j

+ w7jV
g

i (x; y)j + w8jD r
i (x; y)j + w9jD b

i (x; y)j: (2.31)

For the horizontalanddiagonalsubbandsin the red andblue channels,the linear predictorsare
determinedin a similar fashion.For all predictors,the predictorcoef�cients areestimatedsimi-
larly with a leastsquaresprocedureasin Equations(2.23). For eachorientation,scaleandcolor
subband,theerrormetric (Equation(2.26)) is computed,from which thesamesetof errorstatis-
tics (mean,variance,skewnessandkurtosis)arecollected.As threecolor channelsarenow being
considered,thetotal numberof statisticsis tripled to 72(n � 1) in aQMF pyramiddecomposition
of n scales.

2.2.2 Local PhaseStatistics

Local magnitudestatisticsfrom a QMF pyramid decompositionarenot suf�cient to captureall
statisticalregularitiesin naturalimages.Speci�cally, oneimportantcomponentthatis absentfrom
thesestatisticsis the local phasein imagedecomposition.It hasbeenknown that the phasesin
a global Fourier transformof an imagecarry a signi�cant fraction of information in the image.
Speci�cally, structuresin animage(e.g.,edges,bordersandcorners)aretheresultsof theprecise
correlationof phasesof differentfrequency components??. Similarly, in a localizedimageregion,
the local phasesalso play a signi�cant role in de�ning imagestructures.Capturingsuchlocal
phasecorrelationsarethenimportantto characterizenaturalimages.It is possibleto modellocal
phasestatisticsfrom a complex waveletdecomposition[56], affordinga uni�ed underlyingimage
representationwith thewaveletdecompositiondescribedin theprevioussection.We have found,
however, thatthelocal angularharmonicdecomposition(LAHD) affordsmoreaccurateestimates
of local phase[66]. Our imagestatisticsarecollectedfrom the rotation-invariantrelative phase
signaturescollectedfrom theLAHD of anaturalimage.

RelativePhase

From the LAHD of an image,somerotation-invariantsignaturescanbe induced. Considerthe
relativephasesbetweenthem-th andn-th LAHDs of animageI atposition(x; y) as[66]:

� mn (I )(x; y) = \ f [A n(I )(x; y)]m ; [A m(I )(x; y)]ng; (2.32)
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where\ f c1; c2g is theanglebetweentwo complex numbersc1 andc2 in thecomplex plane,com-
putedasthephaseof c1 � c�

2 (� is thecomplex conjugate).It is not hardto prove with Theorem2
that� mn is rotationinvariantas:

� mn (R� I ) = A n(R� I )m � A m (R� I )n� = e{mn� A n(I )m � e� {mn� A m (I )n�

= A n(I )m � A m (I )n� = � mn (I ):

Furthermore,themagnitudesof thecomplex LAHDs canalsobeincludedto obtainthefollowing
rotationinvariant[66]:

smn =
p

jA n (I )j � jA m (I )j � e{� mn (I ) ; (2.33)

whereall operators(i.e., multiplication, squareroot, magnitudesand complex exponential)are
computedcomponent-wise.From the �rst N -orderLAHDs of an image, N (N � 1)

2 suchrotation
invariants,smn (I ) for 1 � m < n � N , arecollectedandusedascomplex signaturesfor specific
patternsin [66]. For a RGB color image,theLAHDs of eachcolor channelis computedindepen-
dently, A (c)

n (I ), for c 2 f r; g; bg. Therotationinvariantsarethencomputedacrosscolor channels
as:

� (c1 ;c2)
mn (I )(x; y) = \ f [A (c1)

n (I )(x; y)]m ; [A (c2)
m (I )(x; y)]ng; (2.34)

and

s(c1 ;c2)
mn =

q
jA (c1)

n (I )j � jA (c2)
m (I )j � exp(i� (c1 ;c2)

mn (I )) ; (2.35)

for c1; c2 2 f r; g; bg. In this work, it is from these2-D complex signalsthat the secondsetof
statisticsof naturalimagesarecollected.

Statistics

From the 1st - throughN th -orderLAHDs, 6N (N � 1) signaturesarecollectedfrom within and
acrosscolor channels(thereareN (N � 1)=2 combinationsof theLAHD orders,6 orderedcom-
binationsof color channels,and2 statisticsper combination,yielding 6N (N � 1)). The phase
statisticsarecollectedfrom the two-dimensionaldistribution of thesesignaturesin the complex
plane.Speci�cally, assumingzero-meandata,weconsiderthecovariancematrix:

M c1 ;c2
p;q =

�
m11 m12

m21 m22

�
; (2.36)

where:

m11 =
1
S

X

x;y

< (sc1 ;c2
p;q (x; y))2 (2.37)

m12 =
1
S

X

x;y

< (sc1 ;c2
p;q (x; y))= (sc1;c2

p;q (x; y)) (2.38)

m22 =
1
S

X

x;y

= (sc1 ;c2
p;q (x; y))2 (2.39)

m21 = m12; (2.40)
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whereS is thetotal numberof signatures,and< (�) and= (�) correspondto therealandimaginary
componentsof a complex quantity. The structureof this covariancematrix is capturedby the
measures:

� 1 =
min(m11; m22)
max(m11; m22)

; (2.41)

and,

� 2 =
m12

max(m11; m22)
: (2.42)

Consideringthis distribution asa scaledandrotatedGaussiandistribution, the �rst measurecor-
respondsto therelative scalesalongtheminor andmajoraxes,andthesecondof thesemeasures
to the orientationof the distribution. In order to capturethesephasestatisticsat variousscales,
this entireprocessis repeatedfor severalscalesof a Gaussianpyramiddecompositionof the im-
age[50].

2.2.3 Summary

Herewe summarizetheconstructionof thestatisticalfeaturevectorconsistedof thelocal magni-
tudeandlocal phasestatisticsfrom acolor (RGB) image.

1. Build an-scaleQMF pyramiddecompositionfor eachcolorchannel,Equations(2.1)-(2.4).

2. For scalesi = 1; : : : ; n � 1 andfor orientationsV, H andD, acrossall threecolorchannels,
c 2 f r; g; bg, computethe mean,variance,skewness,andkurtosisof the subbandcoef�-
cients.Thisyields36(n � 1) statistics.

3. For scalesi = 1; : : : ; n � 1, andfor orientationsV, H andD, acrossall threecolorchannels,
c 2 f r; g; b]g, build a linearpredictorof coef�cient magnitude,Equation(2.21). Fromthe
errorin thepredictor, Equation(2.26),computethemean,variance,skewness,andkurtosis.
Thisyields36(n � 1) statistics.

4. Build a n-scaleGaussianpyramid for eachcolor channel. For eachlevel of the pyramid,
computethe1st - throughN th -orderLAHD, Equation(2.18). Computetherelative phases,
Equation(2.32). Computetherotationinvariantsignature,Equation(2.35),acrossall color
channelsand the LAHD orders,from which the covariancematrix, Equation(2.36), and
subsequentphasestatisticsareextracted,Equation(2.41)and(2.42).Thisyields6N (N � 1)n
statistics.

5. To avoid theartifact of certaindimensionsdominatingtheclassificationdueto differences
in thedynamicrange,in the �nal featurevector, all statisticscollectedwerenormalizedin
eachdimensioninto therangeof [0; 1].
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In mostof theexperimentsdescribedin this thesis,216local magnitudestatisticswerecollected
from athree-scaleQMF pyramiddecompositionof aRGBcolor image.Similarly, 216localphase
statisticswerecollectedfrom the 1st to the 4th -orderLAHD on a three-scaleGaussianpyramid
(usingthe 5-tap binomial �lter [1 4 6 4 1]=16) from a RGB color image. The overall processof
collecting the local magnitudestatisticsfrom a QMF pyramid decompositionis summarizedin
Figure2.11.It is alsopossibleto collectlocal magnitudeandlocal phasestatisticsfrom grayscale
images.With a three-scaleQMF pyramiddecompositionandthe1st to the4th -orderLAHD on a
three-scaleGaussianpyramid,72grayscalelocal magnitudestatisticsand36 local phasestatistics
canbeextracted.

2.3 Natural ImageData Set

As our main interestis in statisticallymodelingnaturalimages,we needa setof naturalimages
in a suf�ciently largenumberandasdivergentaspossiblein their contents.For this purpose,we
collected40; 000naturalimages.Theseimagesweredownloadedfrom www.freefoto.com -
all imagesarefrom photographstaken with a rangeof different�lms, cameras,andlenses,and
digitally scanned.They areRGB color images,spanninga rangeof indoor andoutdoorscenes,
JPEGcompressedwith an averagequality of 90%, and typically 600� 400 pixels in size (on
average,85:7 kilobytes). Grayscaleimagescanbe convertedfrom the RGB color imageswith
usingmapping:Gray= 0:299Red+ 0:587Green+ 0:114Blue. Shown in Figure2.12arethirty-two
examplesfrom this setof naturalimages.Thesubsequentexperimentsdescribedin this thesisare
all basedon thissetof naturalimages.

2.4 Natural vs. Synthetic

Thoughbasedon observationsof naturalimages,the proposedimagestatisticsarenot directly
derivedfrom �rst principlesof physicalimagingprocess.As such,it is desirableto con�rm that
they do capturecertainnon-trivial statisticalregularitiesof naturalimages. Ideally, underthese
imagestatistics,naturalimageswill show moresimilarity beyondtheir differencein content,and
dis-similaritiesbetweennaturalandun-naturalimageswill alsobe moredistinct. More specif-
ically, in the spaceof all possiblefeaturevectorsconsistedof the proposedimagestatistics,we
would like to seethatnaturalimagesclustertogetherandseparatedfrom un-naturalimages.It is,
however, evenharderto de�ne an“un-natural”image,andin ourexperiments,weemployedsome
syntheticimagesof differenttypes,usuallyconsidered“un-natural”asthey rarelyappearin natural
environment.

Shown in the �rst row of Figure 2.13 are four examplesfrom 1; 000 naturalphotographic
imageschosenfromthe40; 000imagesasdescribedin Chapter1. Threedifferenttypesof synthetic
images,Eachtype of thesesyntheticimagespreservingcertainstatisticalpropertiesof natural
images,werealsogenerated.Shown in thesecondto the fourth row in Figure2.13areexamples
of: (1) noisepatterns,which werecreatedby scramblingthe pixelsof thecorrespondingnatural
imagesandthushadthesameintensity-histograms;(2) fractalpatternswhichkeptthe1=(! x+ ! y)p,

22



linear predictor

H D V

3

1

2

marginal statistics (108) error statistics (108)

3-scale 3-orientation QMF pyramid
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3-scale Gaussian pyramid

local phase statistics (216)

local magnitude statistics (216)
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Figure 2.11: Overall processof collectinglocalmagnitudestatisticsandlocalphasestatisticsfrom
aRGB color imagewith a three-scaleQMF pyramidandthe1st to the4th -orderLAHD on a three-
scaleGaussianpyramid.
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Figure 2.12: Thirty-two examplesof naturalphotographicimagesfrom our collectionof 40; 000
naturalimages.
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natural

noise

fractal

disc

Figure 2.13: Naturalandsyntheticimages.Fromtop to bottomareexamplesof the1; 000natural
images,300noisepatternswith thesameintensity-histograms, 300 fractalpatternswith thesame
frequency magnitudeenvelopes,and300discimageswith similarphasestatisticsasthecorrespond-
ing naturalimages.

(p 2 [1; 2]) magnitudeenvelopeof thecorrespondingnaturalimagein the frequency domainbut
werewith randomphases;and(3) discimagesthatwereformedby overlappinganti-aliaseddiscs
of variablesizeradii. 300of eachtypeof syntheticimagesweregeneratedin ourexperiment.

From theseimages,naturalandsyntheticalike, the local magnitudestatisticsfrom the QMF
pyramiddecompositionandthelocalphasestatisticsfrom theLAHD wereextractedto form image
features.Speci�cally, eachimagewas�rst croppedto theits 256� 256regionto accommodatethe
differencein sizes.Imagestatisticsasdescribedin Section2.2.3werecollectedon eachcropped
imageregion. Speci�cally, threetypesof imagefeatures:(1) the216localmagnitudestatistics,(2)
the216localphasestatistics,and(3) the432statisticsof bothtypes.To visualizethedistributionof
theseimagefeaturevectors,in all threecases,thehigh-dimensionalfeaturevectorswereprojected
ontoa threedimensionallinearsubspacespannedby thetop threeprincipalcomponentsasaresult
of theprincipalcomponentanalysisof all imagefeatures(AppendixC).

Shown in Figure2.14arethe projectedfeaturevectorsof the1; 000naturalandthe900syn-
thetic images(300noise(� ), 300fractal(� ), and300discs)ontothetop 3 principalcomponents
for the216local magnitudestatistics,the216local phasestatistics,andthe432statisticsof both
types.In all threecases,thethreetopprincipalcomponentscaptureover75%of thetotal variance
in theoriginal dataset. By reducingthedimensionality, a signi�cant fractionof informationwas
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localmagnitude
+ localphase
statistics

Figure 2.14: Projectionof the 216 color local magnitudeimagestatistics,216 color local phase
statisticsand432 color local magnitudeandphasestatisticsfor 1000naturalimage(� ), and the
syntheticimages(300noise(� ), 300fractal(� ), and300discs),ontothetop3principalcomponents
for the216 local magnitudestatistics,the 216 local phasestatistics,andthe432 statisticsof both
types. In all cases,the top threeprincipal componentsusedcapturemore than 75% of overall
variancein theoriginaldataset.
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Figure2.15: Two-channelQMF filter bank.

discarded,but it allowsusto visually inspectthedistributionof thefeaturevectorsfor naturaland
syntheticimages.As we have expected,in all cases,thefeaturevectorsfrom theproposedimage
statisticsfor naturalimagesform a relatively tight cluster. More importantly, thesynthesizedim-
agesarewell separatedfrom theensembleof naturalimages.Thesimilar statisticalregularitiesin
eachtypeof syntheticimagesarealsore�ectedby their own clusters.Theseindicatethatthepro-
posedimagestatisticsarecapableof capturingstatisticalregularitiesin naturalimagesnotpresent
in the syntheticimages. Note that the resultwith the 432 combinedstatisticsachieved the best
separationbetweennaturalandsyntheticimageswhile keepinga tight ensemblefor naturalim-
ages,suggestingthatcombiningboththe local magnitudeandthelocal phasestatisticscanbetter
characterizenaturalimages.

Appendix A: Quadratur eMirr or Filters

In many applicationsin signal processing,we needto decomposea signal with a two-channel
decomposition�lter bank,asshown in thefollowing diagram.G0 andG1 arelow-passandhigh-
pass�lters in theanalysisbank,while H0 andH1 arelow-passandhigh-pass�lters in thesynthesis
bank.#2 and"2 representthedownsamplingandupsamplingoperators,respectively.

Y(z) =
�

G0(z)H0(z) + G1(z)H1(z)
2

�
X (z)

+
�

G0(� z)H0(z) + G1(� z)H1(z)
2

�
X (� z): (2.43)

Thesecondtermin theaboveequationis thealiasingin thedecomposition.Thealiasingcancella-
tion condition(ACC) is expressedas:

G0(� z)H0(z) + G1(� z)H1(z) = 0: (2.44)

Oneway to satisfytheACC is to choosethesynthesis�lter pairsas:

H0(z) = 2G1(� z) H1(z) = � 2G0(z): (2.45)
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With �lters satisfyingtheaboveequation,the�lter bankoutputin Equation(2.43)is now

Y(z) = [G0(z)G1(z) � G0(� z)G1(z)] X (z): (2.46)

Anotherimportantrequirementof the �lter bankdecompositionis the perfectreconstruction
condition(PRC).With Equation(2.43),thePRCis formulatedas:

G0(z)H0(z) + G1(z)H1(z) = cz� l ; (2.47)

for positiveconstantsl andc.
Quadraturemirror �lters (QMF) [76,79,68] is adesignof G0 andG1 thatsatisfytheACC,i.e.,

it eliminatesaliasing.In QMF, thehigh-pass�lter G1 is fully determinedby thelow-pass�lter G0

as:

G1(z) = G0(� z): (2.48)

It is not hardto seethatQMF satis�estheACC. On theotherhand,FIR QMF with morethan2
tapsdoesnotsatisfythePRC.For moredetails,pleasereferto [70].

ThoughQMF doesnot satisfy the PRC, in practiceit is still widely used,becauseit elimi-
natesaliasingandhaslinearphaseresponse.Furthermore,theamplitudedistortionof a QMF in
frequency domainis givenby:

D(! ) = 2jG0(e{! )j2 � 1: (2.49)

Therefore,optimal QMF �lter can be designedby �nding a linear-phaseG0 minimizesD(! )
with numericaloptimizationmethods. With suchcareful design,QMF can give nearlyperfect
reconstruction.Speci�cally, in thiswork, thefollowing pairsof QMF �lters areemployed:

l = [0:02807382 � 0:060944743� 0:0733866240:41472545

0:79739340:41472545 � 0:073386624� 0:0609447430:02807382];

h = [0:028073820:060944743� 0:073386624� 0:41472545

0:7973934 � 0:41472545 � 0:0733866240:0609447430:02807382]:

Appendix B: Cumulants

Assumex areal-valuedcontinuousscalarrandomvariablewith probabilitydensityfunctionpx (x).
The �rst characteristicfunction (or momentgeneratingfunction) of x is de�ned as the Fourier
transformof px (x) as:

' (! ) =
Z 1

�1
px (x)e{! x dx; (2.50)

whoseMcLaughlin expansionyields the momentsfor x. The secondcharacteristicfunction (or
cumulantgeneratingfunction)of x is de�ned by thelogarithmof the�rst characteristicfunction,

� (! ) = log(' (! )) : (2.51)
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ThecumulantsaretheMcLaughlinexpansioncoef�cients of thesecondcharacteristicfunctionof
x. The�rst four cumulantsof x is de�ned as:

� 1 = Ef xg (2.52)

� 2 = Ef x2g � (Ef xg)2 (2.53)

� 3 = Ef x3g � 3Ef x2gEf xg + 2(Ef xg)3 (2.54)

� 4 = Ef x4g � 3(Ef x2g)2 + 12Ef x3gEf xg � 6(Ef xg)4 (2.55)

andmoreconvenientlytermedasthemean,variance,skewnessandkurtosisof x. Threeproperties
of cumulantsmake themimportantin characterizingtherandomvariablex,

1. Fromcumulants,thepdf of therandomvariablecanbedetermined.

2. For statisticallyindependentrandomvariablesx andy, thecumulantsof x + y is thesumof
thecumulantsof x andy.

3. For multi-dimensionaldata,thecumulantsaremulti-linearandcaptureshigher-ordercorre-
lations.

4. Gaussiandistributionhasall zerocumulantsof orderhigherthan2.

Appendix C: Principal ComponentAnalysis

Denotecolumnvectors~x i 2 R n , i = 1; :::; N astheoriginal featurevectors.Theoverallmeanis:

~� =
1
N

NX

i =1

~x i (2.56)

Thezero-meaneddatais packedinto a n � N matrix:

M =
�

~x1 � ~� ~x2 � ~� : : : ~xN � ~�
�

(2.57)

If thedimensionalityn of ~x i is smallerthanthenumberof datapointsN , asin our case,thenthe
n � n (scaled)covariancematrix is computedas:

C = M M t (2.58)

Theprinciplecomponentsaretheeigenvectors~ej of thecovariancematrix(i.e.,C~ej = � j ~ej ), where
theeigenvalue,� j is proportionalto thevarianceof theoriginaldataalongthej th eigenvector. The
dimensionalityof each~x i is reducedfrom n to p by projecting(via aninnerproduct)each~x i onto
the top p eigenvalue-eigenvectors. The resultingp-dimensionalvectoris the reduced-dimension
representation.
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Chapter 3

Classi�cation

Thegoalof imageclassi�cationis to differentiateimagesof two or moredifferentclassesor cat-
egories. In digital imageforensicsapplications,the imageclassesthat areof interestarenatural
photographicimagesandvarioustypesof “un-natural” images,which aresubjectto operations
neededto berevealedfor forensicspurpose.Theimagestatisticsdescribedin thepreviouschapter
areshown to be effective in differentiatingnaturalandsuchun-naturalimages. However, such
differencein imagestatisticsarevery unlikely to befoundby visual inspection,asin thecaseof
theexperimentsin section2.3. Moreappropriately, they areformulatedasanimageclassi�cation
problemwheretrainedclassi�ers are employed to differentiatenatural imagesfrom un-natural
imagesof interestautomatically. Automaticclassi�cation hasbeena centralthemefor pattern
recognitionandmachinelearning,andover the yearstherehave beengreatprogressin this di-
rection,see[31] for a generalreview. For our purpose,we employ threedifferentclassification
techniques,linear discriminantanalysis(LDA), non-linearsupportvectormachines(SVM) and
one-classsupportvector machines(one-classSVM), which will be describedin details in this
chapter.

3.1 Linear Discriminant Analysis

Strictly speaking,runninglineardiscriminantanalysis(LDA) overasetof datadoesnot resultin a
classi�er, but will �nd a relatively lowerdimensionallineardatasubspacewheretheclassi�er can
bemosteasilyconstructed.Morespeci�cally, whatLDA achievesis to recovera low-dimensional
linearsubspacewheretheclassificationin theoriginal high-dimensionaltrainingdatais bestpre-
served. For simplicity a two-classLDA is described,and the extensionto multiple classesis
straight-forward. Denoted dimensionalcolumnvectors~x i , i = 1; :::; N1 and~yj , j = 1; :::; N2 as
trainingexemplarsfrom eachof two classes.Thewithin-classmeansarede�ned as:

~� 1 =
1

N1

N1X

i =1

~x i ; and ~� 2 =
1

N2

N2X

j =1

~yj : (3.1)
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Theoverall-classmeanis de�ned as:

~� =
1

N1 + N2

 
N1X

i =1

~x i +
N2X

j =1

~yj

!

: (3.2)

Thewithin-classscattermatrix is de�ned as:

Sw = M 1M T
1 + M 2M T

2 ; (3.3)

where,the i th column of matrix M 1 containsthe zero-meanedi th exemplargiven by ~x i � ~� 1.
Similarly, the j th column of matrix M 2 contains~yj � ~� 2. The between-classscattermatrix is
de�ned as:

Sb = N1(~� 1 � ~� )(~� 1 � ~� )T + N2(~� 2 � ~� )(~� 2 � ~� )T : (3.4)

Let ~e be the generalizedeigenvectorof Sb andSw with the maximalgeneralizedeigenvalue,
that is Sb~e = � maxSw~e. Thetrainingexemplars~x i and~yj areprojectedonto theone-dimensional
linear subspacede�ned by ~e (i.e., ~xT

i ~e and~yT
j ~e). This projectionsimultaneouslyminimizesthe

within-classscatter, ~eT Sw~e, while maximizingthe between-classscatter, ~eT Sb~e, amongall such
1-D projections.OncetheLDA projectionis determinedfrom thetrainingset,a novel exemplar~z
is classifiedby its projectionontothesamesubspace,~zT~e. In thesimplestcase,theclassto which
this exemplarbelongsis determinedvia a simplethreshold.In the caseof a two-classLDA, we
areguaranteedto beableto projectontoa one-dimensionalsubspace,astherewill beexactly one
non-zeroeigenvalueif thewithin-classmeans~� 1 and~� 2 do notcollide.

For anN -classclassi�cationproblemwith d-dimensionaldata,with N � d, LDA will recover
an(N � 1)-D linearsubspace,wheretheclassi�erscanbesimply constructedasthenearestcen-
troid classi�er. In thenearestcentroidclassi�cation,adatais attributedto theclasswhosecentroid
(the geometriccenterof training classbelongingto that class)is closest. In caseof the binary
classi�cation,wherethenumberof classesN = 2, thenearestcentroidclassi�cationequalsto a
�nding a thresholdin the1-D linearsubspace(a line) betweenthetwo projectedclassmeans.The
classificationsurfaceof thetwo classesis thena hyperplaneorthogonalto theprojecteddirection
intersectingit at the thresholdpoint. LDA is attractive becauseof its generaleffectivenessand
simplicity, as it hasa closed-formgeneralizedeigenvectorsolution. The drawback,however, is
thattheclassificationsurfaceis constrainedto belinear.

3.2 Support Vector Machines

Supportvectormachine(SVM) classi�ershave recentlydrawn a lot of attentionin patternrecog-
nition andmachinelearning[7, 78] dueboth to their solid theoreticalfoundationandexcellent
practicalperformance.In thebinaryclassi�cation,a linearSVM classi�er seeksahyperplanethat
separatestraining dataof two classeswith the largestclassi�cationmargin, which provably has
the bestgeneralizationability (i.e., beingable tow working on datanot includedin the training
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set)amongall possibleseparatinghyperplanes.In thecasewhennohyperplanespossiblyseparat-
ing thetrainingdata,SVM �nds onethatgivesriseto thebestcompromisebetweenclassi�cation
errorsandgeneralizationability. Using SVM for classi�cationcanreducethe risk of over�tting
thetrainingdata,i.e., theclassi�er merelymemorizingcorrespondenceof trainingdataandclass
labels,thuswill notwork on dataoutsideof thetrainingset.

Nevertheless,therealpowerof SVM lies in its non-linearextension,whichreconstructsanon-
linear classi�cation surfacebetweenthe two dataclassesbasedon training data. Comparedto
linear classi�cation techniquessuchasLDA, beingable to usenon-linearclassi�cation surface
greatlyincreasethe�e xibility of SVM to modelcomplicateddataclassi�cationpatterns.Thenon-
linear classi�cation, contraryto the arbitrarily complicatednon-linearclassi�cation techniques
suchasthe neuralnetwork, is achieved by �rst embeddingtraining datainto a higher(possibly
in�nite) dimensionalspace.A linearseparationis thenfoundin thatspaceby the linearSVM al-
gorithmandis mappedbackto theoriginal dataspaceasa non-linearclassificationsurface.Such
a non-linearclassi�cation,thoughmore�e xible, inheritsthestability andgeneralizationability of
linearSVM, thuseffectively reducesthechanceof over-�tting thetrainingdata.Moreimportantly,
themappingfrom theoriginaldataspaceto thehigherdimensionalspace,wherelinearseparation
found,doesnotneedto bede�ned explicitly, but canbede�ned implicitly by computingtheinner
productsof two mappeddatavia akernelfunction(commonlyknown asthekerneltrick). Theker-
nel trick hastheadvantagethatall computationsareperformedin theoriginal lower-dimensional
space.Thusthenon-linearSVM doesnot suffer thepotentialhigh dimensionalityof themapped
data. The drawbackof usingnon-linearSVM, however, is that its training is morecomplicated,
requiringaniterativenumericaloptimizationandparametertuning.A moredetaileddescriptionof
theSVM algorithmis givenin theAppendixA.

3.3 One-classSupport Vector Machines

While non-linearSVMs afford betterclassificationaccuracy, its training requiresdatafrom all
imageclasses:in ourcase,theimagestatisticsof bothnaturalandun-naturalimages.This signif-
icantly complicatesthedatacollectionandtrainingprocess.Also, it makesharderto ensurethat
the classifierto generalizeto novel data. Shown in Figure3.1(a)is a 2-D toy examplewherea
linearSVM classifier, trainedon blackdotsandwhite squares,is employedto separatedotsfrom
squares.Thedashedline is theclassificationsurface.In thesame�gure, thegraysquaresrepresent
adifferenttypeof squaredataindependentof blackdotsandwhitesquaresonwhich theclassifier
is trained. The linear SVM classifiercannotcorrectlyclassify the gray squares,as the training
dataprovide no informationaboutthem. An intuitive explanationis that theclassifierpaysmore
attentionto thedifferencebetweenthe two classesthanthespecificpropertiesof oneclass.One
can imaginethat in the mappedhigh dimensionalspace,non-linearSVM will alsosuffer from
this problem.Possibleremediesto this includebuilding anotherclassifierfor blackdotsandgray
squaresor re-traintheexisting classifierwith all thesquaredata. Eitherchoiceinvolvesa larger
trainingsetandamorecomplicatedtrainingprocess.

Anotherpossiblesolutionis to trainaclassifierusingdatafrom oneclassonly. Suchaclassifier
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(a) (b) (c)

Figure 3.1: Shown aretoy examplesof (a) linearSVM, (b) one-classSVM with onehypersphere,
and(c) one-classSVM with two hyperspheres.In eachcase,the dottedline or circle represents
theclassifier. ThelinearSVM is trainedon theblackdotsandwhite squares.Noticethatthegray
squareswill beincorrectlyclassifiedasthey werenotincludingin thetraining.Theone-classSVMs
aretrainedononly theblackdots.Noticethatin thesecasestheclassifieris betterableto generalize
asboththewhiteandgraysquaresgenerallyfall outsidethesupportof theboundingcircle(s).

classi�es by estimatingthe boundaryof the region subsumedby the one classof datausedin
training. For the imageclassi�cationproblemsin digital imageforensics,this is possibledueto
thefollowing fact: to classifynaturalandun-naturalimages,it maysuf�ce to know whatqualify
asnaturalimages,insteadof theabsolutedifferenceof speci�c typesof un-naturalimages.

In this aspect,theone-classsupportvectormachines(one-classSVM) [63] is a kernel-based
non-linearclassi�cationtechniquewhosetrainingsetconsistsof only imagestatisticsof thenat-
ural images. A one-classSVM, similar to a non-linearSVM, �rst projectstraining datainto a
higher(potentiallyin�nite) dimensionalspaceimplicitly througha properkernelfunction.Thena
boundinghyperspherein thatspaceis computedsuchthat it encompassesasmuchof thetraining
dataaspossible,while minimizing its volume. In the testingstage,only datathat fall insidethe
estimatedboundaryareconsideredto be of the sameclassastraining data(seeAppendixB for
moredetails). Shown in Figure3.1(b) is an one-classSVM classi�er trainedon the black dots
in the2-D toy example. All typesof squaresarereasonablywell separatedfrom the dotsby the
classi�er.

One-classSVM with Multiple Hyperspheres

Onepotentialdrawbackof usingonly a singlehyperspherein anone-classSVM classifier, how-
ever, is thatit maynotprovideaparticularlycompactestimationof theboundary. As shown in Fig-
ure3.1(b)theboundinghyperspherecomputedincludesalsomany datafrom theotherclasses.To
alleviatethisproblem,weproposeto coverthetrainingdatawith severalhyperspheres,whereeach
hypersphereencompassesa non-intersectingsubsetof the trainingdata. Shown in Figure3.1(c),
for example,is theresultof usingtwo hyperspheresto cover thesamedataasshown in panel(b).
Note that, in this case,thesubspaceof dot dataestimatedis signi�cantly morecompact,leading
to improvedclassification.In choosingthenumberof hyperspheres,however, we needto balance
betweenthecompactnessof thesubspaceandthegeneralizationability of theclassifier. Speci�-
cally, if too many hyperspheresareused,thenit is likely that theclassifierwill be tunedonly to
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thetrainingdata,andwill performpoorlywhenpresentedwith novel data.
With a specifiednumberof hyperspheres,M , the training dataare �rst automaticallyseg-

mentedintoM non-intersectingsubsets.Speci�cally, astandardK-meansclusteringalgorithm[15]
is employedto clustertheoriginal datainto M groups.An one-classSVM, usinga singlehyper-
sphere,is then independentlytrainedon eachof the M groups. We next computethe distance
betweeneachdatapointandthecenterof eachone-classSVM'shypersphere.For eachdatapoint,
thehyperspherewhosecenteris closestis determined.Eachdatapoint is thenre-assignedto this
group, regardlessof its previous assignment.And �nally , a new setof M one-classSVMs are
trainedusingthenew groupassignments.This processis repeateduntil no singledatapoint is re-
assigned.Theconvergenceof thisalgorithmcanbeprovenin a fairly straight-forwardwaysimilar
to thatusedin proving theconvergenceof K-meansclustering.In thetestingstage,a novel image
is testedagainsteachof theM one-classSVMs. It is classifiedasa naturalimageif it fallswithin
thesupportof any one-classSVM'shypersphere,otherwiseit is classifiedasanun-naturalimage.

Appendix A: Support Vector Machines

A.1: Linear SVM on Linearly SeparableData

Denotethe tuple (~x i ; yi ) , i = 1; :::; N astrainingexemplarsfrom two classeswith ~x i 2 R d and
yi 2 f� 1; +1g theclasslabels.Thedataarelinearlyseparableif ahyperplaneexiststhatseparates
thetwo classes.Morespecifically, thereexistsahyperplane

~wt~x i + b = 0; (3.5)

suchthatwithin a scalefactor:

~wt~x i + b � +1; if yi = +1 (3.6)

~wt~x i + b � � 1; if yi = � 1: (3.7)

Theselinearlyseparableconstraintscanbecombinedinto asinglesetof inequalities:

yi ( ~wt~x i + b) � 1 � 0; i = 1; :::; N: (3.8)

Amongall hyperplanesthatcanlinearlyseparatethetrainingdata,a linearSVM seekstheone
with themaximalmargin, de�ned as2=jj ~wjj , with jj � jj denotingthel2 norm. Equivalently, this is
thesolutionto thefollowing quadraticoptimizationproblem:

min
~w;b

1
2 jj ~wjj 2 (3.9)

subjectto thelinearseparableconstraints,(3.8).
For reasonsto beclearlater, thisoptimizationproblemis reformulatedinto its dualform. This

is achievedby �rst forming theLagrangian:

L( ~w; b;� 1; :::; � N ) =
1
2

jj ~wjj 2 �
NX

i =1

� i yi ( ~wt~x i + b) +
NX

i =1

� i ; (3.10)
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where� i arethenon-negativeLagrangemultipliers.WethendifferentiateL( ~w; b;� 1; :::; � N ) with
respectto ~w andb, andsettheresultsequalto zeroto yield:

~w =
NX

i =1

� i~x i yi (3.11)

NX

i =1

� i yi = 0: (3.12)

Substitutingtheseequalitiesbackinto Equation(3.10)yieldsthedualproblem:

max
� 1 ;:::;� N

NX

i =1

� i �
1
2

NX

i =1

NX

j =1

� i � j yi yj ~xt
i ~x j (3.13)

subjectto

NX

i =1

� i yi = 0 (3.14)

and

� i � 0; i = 1; : : : ; N: (3.15)

It canbeprovedthatthemaximumof thisdualproblemequalsto theminimumof ourprimary
problem,which seeksthe separatinghyperplanewith the maximalmargin. This meansthat the
primary problemcanbe solved equivalently with the dual problem. Any generalpurposeopti-
mizationpackagethat solveslinearly constrainedconvex quadraticproblems(seee.g.,[17]) can
beemployedfor thatpurpose,thoughproceduresspecificallydesignedfor this taskmaybemore
ef�cient.

A solutionto thedualproblem,(3.13)-(3.15),yieldsoptimalvaluesof � i , from which ~w can
be calculatedasin Equation(3.11). Thosedatawith strictly positive Lagrangianmultipliers are
calledsupportvectors,from which bis computedas:

b =
1
N

NX

i =1

�
yi � ~wt~x i

�
; (3.16)

for all i , suchthat � i 6= 0. Fromtheseparatinghyperplane,~w andb, for a novel exemplar, ~z, its
classlabelis setto sgn( ~wt~z + b), where

sgn(x) =

8
<

:

1 if x > 0
0 if x = 0
� 1 if x < 0

: (3.17)
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A.2: Linear SVM on Linearly Non-separableData

For datathatarenotlinearlyseparable,theconstraintsto themaximalmargin problemaremodi�ed
with “slack” variables,� i , asfollows:

~wt~x i + b � +1 � � i ; if yi = +1 (3.18)

~wt~x i + b � � 1 + � i ; if yi = � 1; (3.19)

with � i � 0; i = 1; :::; N . A trainingexemplarwhich lies on the “wrong” sideof theseparating
hyperplanewill haveavalueof � i greaterthanunity. Wethenseekahyperplanethatminimizesthe
total trainingerror,

P N
i=1 � i , while still maximizingthemargin. This is formulatedasthefollowing

objective function:

1
2

jj ~wjj 2 + C
NX

i =1

� i ; (3.20)

whereC is auserselectedscalarvalue,whosechosenvaluecontrolstherelativepenaltyfor training
errors.Minimizationof thisobjective functionwith constraints(3.18)is aquadraticprogramming
problem. Following the sameprocedureas the previous section,the dual problemis expressed
similarly asmaximizingthe objective function Equation(3.13)with constraints(3.14) and0 �
� i � C for i = 1; : : : ; N . Note that this is the sameoptimizationproblemwith the slightly
differentconstraintthat � i is boundedabove by C. Again it canbe solved numericallyandthe
computationof thehyperplaneparametersis accomplishedasdescribedin theprevioussection.

A.3 Non-Linear SVM

Fundamentalto the linear SVMs outlined in the previous two sectionsis the limitation that the
classifieris constrainedto a linearhyperplane.Onecanimaginethatdatanot linearly separable
may be separatedby a non-linearsurface,yielding a non-lineardecisionfunction. Non-linear
SVMs afford sucha classifierby �rst mappingthe training exemplarsinto a higher (possibly
in�nite) dimensionalinnerproductspacein whicha linearSVM is thenemployed.

Denotethismappingas:
� : R d ! F ; (3.21)

which mapstheoriginal trainingdatafrom R d into F . Replacing~x i with � ( ~x i ) everywherein the
trainingportionof the linearseparableor non-separableSVMs of theprevioussectionsyieldsan
SVM in thehigher-dimensionalspaceF .

It can,unfortunately, be quite inconvenientto work in the spaceF as this spacecan hasa
considerablyhigheror even in�nite dimension.Note,however, that theobjective functionof the
dualproblem,Equation(3.13),dependsonly on theinnerproductsof thetrainingexemplars,~x t

i ~x j .
Givena kernelfunctionsuchthat:

k(~x; ~y) = � (~x)t � (~y); (3.22)
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an explicit computationof � canbe completelyavoided. Thereareseveralchoicesfor the form
of the kernel function, for example,radial basisfunctionsor polynomials. Replacingthe inner
products� (~x i )t � (~x j ) with thekernelfunctionk(~x i ; ~x j ) yieldsanSVM in thespaceF with minimal
computationalimpactoverworking in theoriginal spaceR d.

With thetrainingstagecomplete,a novel exemplar, ~z, is classifiedby sgn( ~wt � (~z) + b). Only
that ~w and � (~z) are now in the spaceF . As in the training stage,the classificationcan again
be performedvia inner productswhich will be replacedby kernel function evaluations. From
Equation(3.11),wehave

~wt � (~z) + b =
NX

i =1

� i yi � (~x i )t � (~z) + b

=
NX

i =1

� i yi k(~x i ; ~z) + b; (3.23)

whichcorrespondsto anon-linearclassificationsurface.

Appendix B: One-ClassSupport Vector Machines

ConsiderN training exemplarsin a d-dimensionalspacedenotedasf ~x1; :::;~xN g. An one-class
SVM �rst projectsthesedatainto a higher, potentiallyin�nite, dimensionalspacewith themap-
ping: � : R d ! F . In this space,a boundinghypersphereis computedthatencompassesasmuch
of the trainingdataaspossible,while minimizing its volume. This hypersphereis parameterized
by a center, ~c, anda radius,r . Describedbelow is how theseparametersarecomputedfrom the
trainingdata,andthenhow classificationis performedgiventhisboundinghypersphere.

Thehyperspherecenter~c andradiusr arecomputedby minimizing:

min
~c;r ;� 1 ;:::;� N

r 2 +
1

N �

NX

i =1

� i ; (3.24)

where� 2 (0; 1) is a parameterizedconstantthat controlsthe fraction of training datathat fall
outsideof thehypersphere,and� i s arethe“slack variables”whosevaluesindicatehow far these
outliersdeviatefrom thesurfaceof thehypersphere.Thisminimizationis subjectto:

k� (~x i ) � ~ck2 � r 2 + � i ; � i � 0; i = 1; :::; N; (3.25)

wherek � k is the Euclideannorm. The objective function of Equation(3.24) embodiesthe re-
quirementthat thevolumeof thehypersphereis minimized,while simultaneouslyencompassing
asmuchof the trainingdataaspossible.Theconstraints,(3.25),force the trainingdatato either
lie within thehypersphere,or closelyoutsideits surface,with thedistancebeinga positive slack
variable� i .
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To determine~c andr , thequadraticprogrammingproblemof Equations(3.24)-(3.25)aretrans-
formedinto theirdualform:

min
� 1 ;:::;� N

NX

i =1

NX

j =1

� i � j � (~x i )T � (~x j ) �
NX

i =1

� i � (~x i )T � (~x i ); (3.26)

subjectto:

NX

i =1

� i = 1; 0 � � i �
1

N �
; i = 1; :::; N; (3.27)

where� i 's areLagrangemultipliers. Note that in this dual formulationtheconstraints(3.27)are
now linear, andboththeobjective functionandconstraintsareconvex. Standardtechniquesfrom
quadraticprogrammingcan be usedto solve for the unknown Lagrangemultipliers [17]. The
centerof thehypersphere,is thengivenby:

~c =
NX

i =1

� i � (~x i ): (3.28)

In order to computedthe hypersphere's radius,r , we �rst usethe Karush-Khun-Tucker (KKT)
condition[17] to �nd the datapoints that lie exactly on the surfaceof the optimal hypersphere.
Suchpoints,~x i , satisfythe condition0 < � i < 1=(n� ). Any suchdatapoint ~y that lies on the
surfaceof theoptimalhyperspheresatis�esthefollowing:

r 2 = k� (~y) � ~ck2: (3.29)

Substitutingthe solutionof Equation(3.28) into the above yields a solutionfor the hypersphere
radius:

r 2 =
NX

i =1

NX

j =1

� i � j � (~x i )T � (~x j ) � 2
NX

i =1

� i � (~x i )T � (~y) + � (~y)T � (~y): (3.30)

With thehypersphereparameters,thedecisionfunction,f (~x), whichdetermineswhetheradata
point lieswithin thesupportof thehypersphere,is de�ned as:

f (~x) = r 2 � k� (~x) � ~ck2; (3.31)

suchthat,if f (~x) is greaterthanor equalto zero,then� (~x) lies within thehypersphere,otherwise
it liesoutside.Substitutingthesolutionof Equation(3.28)into theabovedecisionfunctionyields:

f (~x) = r 2 �

 
NX

i =1

NX

j =1

� i � j � (~x i )T � (~x j ) � 2
NX

i =1

� i � (~x i )T � (~x) + � (~x)T � (~x)

!

:

(3.32)
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Note thatboth the trainingandclassifyingprocessrequireanexplicit evaluationof � (~x). This is
computationallycostlyif � (�) mapsthedatainto averyhighdimensionalspace,andis problematic
whenthatspaceis in�nite dimensional.However, similarto non-linearSVM, theevaluationof � (�)
canbeavoidedentirelyby introducinga kernelfunction,(3.22). Theinnerproductsbetweentwo
projecteddatapointsin the above equation,in the computationof r of Equation(3.30),andthe
objectivefunctionof Equation(3.26)arereplacedwith evaluationsof thekernelfunctionsto yield:

f (~x) =

 

2
NX

i =1

� i k(~x i ; ~x) + k(~x; ~x)

!

�

 

2
NX

i =1

� i k(~x i ; ~y) + k(~y; ~y)

!

;

(3.33)

wherethere-formulatedobjective functiontakestheform:

min
� 1 ;:::;� N

NX

i =1

NX

j =1

� i � j k(~x i ; ~x j ) �
NX

i =1

� i k(~x i ; ~x i ): (3.34)

Notethatthisobjectivefunctionis now de�ned in theoriginald-dimensionalspace,whichobviates
computationin thehigh-dimensionalspace.

39



Chapter 4

Sensitivity Analysis

Most digital imagesmayhaveundergonesomeoperationswithout theviewer'sknowledge,either
innocuousor malicious.Suchoperationsrangefrom thesimplecroppingor rotationsto sophisti-
cateddoctoringof imagecontents.Imagesmayalsocomewith noiseandartifactsfrom thesensory
or transmissionprocess(e.g.,theblocky artifactasa resultof JPEGcompression).Theseopera-
tionsandartifacts(hereaftercollectively termedasimagemanipulations)perturbtheimagesignal,
andtheimagestatisticsaswell.

In certaincircumstances,however, theseimagemanipulationsarenot of centralinterestand
thusirrelevant.For instance,in digital imageforensics,smallamountof additive imagenoisedue
to transmissionshouldnotbetreatedin thesamewayasahiddenmessage.Yet if noconsideration
of suchirrelevant imagemanipulationis taken, theclassi�cationwith imagestatisticswill result
in many falsepositives(i.e., falsealarms).More appropriately, it is desirablethatsuchirrelevant
imagemanipulationsaredetectedandthenremovedfrom the trainingsetof theclassi�er, andin
classi�cation,rejectedby theclassi�er. It is thereforeof our interestto analyzethesensitivity of
theproposedimagestatisticsundersomecommonimagemanipulations,which areimportantfor
bothimproving theclassi�cationperformanceandsimplifying theoverall trainingprocess.

Speci�cally, wewould like to investigateunderwhatimagemanipulationstheproposedimage
statisticsandclassi�cationbaseduponareaffected,andif so,to whatdegreethey areaffected.To
this end,we take anempiricalmethodology. First a one-classsupportvectormachine(one-class
SVM) classi�er wasbuilt on theproposedimagesstatisticsof a largesetof naturalimages.Using
thelearnedone-classSVM classi�er asa modelof theimagestatisticsof naturalimages,we then
ableto studyhow theimagestatisticsof themanipulatedimagesdeviatefrom thoseof thenatural
imagesin termsof classi�cationaccuracy.

4.1 Training

The training setof theone-classSVM classi�er wasformedby the40; 000naturalphotographic
imagesasdescribedin Chapter1. Manipulatedimagesweregeneratedby performingsix common
imagemanipulationson thesenaturalimages,Figure4.1and4.2:
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1. Cropping: Thesizeof an imagecanbechangedby cropping,which alsoaffect the image
statistics,asnaturalimagesignalsarenot spatiallystationary. For simplicity, we testedonly
centralcropping,wherethe centralimageregionsof the sameaspectratio as the original
imagebut of differentsizeswerekept.Thecroppingis parameterizedby thecroppingratio,
which is theratio betweenthecroppedareaandtheoriginal imageregion. Speci�cally, we
generatedcroppedimageswith croppingratiorangingfrom 0:5 to 0:9 with astepsizeof 0:1.

2. Rotation: Imagescanalsobechangewith rotation.By nature,rotationis anoperationin the
continuousimageregion. Numerically, it is implementedwith interpolation.Rotationintro-
ducesperturbationinto theimagestatistics.Justconsideraspecialcaseof a90� rotation,all
thelocal magnitudestatisticsof thehorizontalandverticalsubbands�ip locations.We cre-
atedrotatedimageswith variousrotationanglescounter-clockwisearoundthegeometrical
center, from 0� to 90� with astepsizeof 5� .

3. JPEG compression: Changesin imageformatsor format-relatedparametersareanother
majorsourceof perturbationsto the imagestatistics.For JPEGimages,themostimportant
parameteris theJPEGquality. A commonlyusedJPEGqualitymetricis theIJTG standard,
which are subjective qualitiesbetween0 and 100 measuredfrom psychophysicalexperi-
ments,with 100beingthehighestqualityand0 theworst.Dif ferentJPEGqualitiesstipulate
differentquantizationtablesandthe truncationlengthsusedin compression.Low quality
JPEGimagehastwo distinctartifacts:thefalseblockedgesdueto the8� 8 blocksegmenta-
tion in compression,andthelossof high frequency componentsdueto quantization.These
artifactsresultin perturbationsin theimagestatistics.We created,from thenaturalimages,
JPEGimagesof differentJPEGqualities,from 10to 90with a stepsizeof 10.

4. Noise: All imagescarry noise,differing only in the degrees. Thereare varioussources
of imagenoisesfrom imagesensors,transmissionandcompression.A commonmodelof
imagenoiseis to assumethenoiseareadditiveandindependentfrom theimage,with inde-
pendentmultivariateGaussiandistribution (suchnoiseis calledwhite Gaussiannoise).The
amountof imagenoiseis measuredby thesignal-to-noiseratio (SNR),which is de�ned as
SN R = 20log10(std(signal)=std(noise)), wherestd is thestandarddeviation operator. The
unit of the SNR is deci-bell. In our experiments,white noiseof different SNR (ranging
from 1dB to 100dB with 10uniform stepsin thelog space)wereaddedto naturalimagesto
generatenoisecorruptedimages.

5. Blurring: Whenthe high frequency componentsin an imagearemodulated,visually, the
imagewill look blurry. Theblurringoperationcanbeimplementedby convolving theimage
with a low-pass�lter . Blurring is a commonmanipulationfor anti-aliasedrenderingof
an image. We generatedblurred imageby convolving the original imagewith a radially
symmetricGaussian�lter , de�ned asG(x; y) = 1p

2� � 2 exp(� (x2 + y2)=2� 2). Thewidth of
the �lter , � , controlsthedegreeof blurring. The larger its valueis, themoreblurredis the
image.Speci�cally, wechose� from 0:3 to 3:0 with astepsizeof 0:3.
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6. Phaseperturbation: It hasbeenknown that phasesin the Fourier transformof an image
carry most of the structuralinformation - imagestructuressuchas edgesare the results
of phasecorrelations.We generatedphaseperturbedimagesby randomizingphaseswhile
keepingthemagnitudes.An imagewas�rst subjectto aFouriertransform.Thenthephases
in a designatedfrequency rangewererandomlyshuf�ed. To ensurethat the reconstructed
phase-perturbedimageis still real-valued, the shuf�ed phaseswere kept anti-symmetric.
Thephaseperturbedimagewasreconstructedby takingtheinverseFouriertransformof the
modi�ed frequency responses.Thedegreeof phaseperturbationwasdecidedby aparameter
r , rangingfrom 0 to 1 with a stepsizeof 0:1. The parameterr makesthe lower 2� 10(1� r )

fractionof frequenciesunaffected.

From eachnaturalimageandeachmanipulatedimage,the432 imagestatisticsconsistingof
the216local magnitudestatisticsandthe216local phasestatisticswerecollected(Section2.2.3).
A one-classSVM classi�er with six hypersphere's wastrainedon the40; 000naturalimagesand
testedon the manipulatedimages.Insteadof usinga hardthresholdclassi�er, we computedthe
distancefrom the imagestatisticsto the closesthyper-spherein the one-classSVM. A positive
distanceindicatesthecorrespondingimagestatisticsresideinsidethehyper-spheresandis classi-
�ed asfrom thesameclassof thetrainingdata.A negativedistancesuggeststhatthey areoutside
thehypersphereandsubsequentlyclassi�ed asdifferentfrom trainingdata. Intuitively, the larger
theabsolutevalueof thedistanceis, the furtheraway the featurevectoris from theclassi�cation
surfaceandthereforethelessambiguoustheclassi�cationof thecorrespondingimage.

4.2 Classi�cation

Shown in Figure 4.3 are the one-classSVM classi�er testedon the manipulatedimages,with
panels(a)-(f) correspondingto cropping,rotation,JPEGcompression,noise,blurring andphase
perturbation,respectively. Thehorizontalaxesin eachpanelcorrespondto theparametersof each
manipulation,i.e., croppingratios, rotatingangles,JPEGqualities,SNRs,blurring �lter widths
andthe parameterr controlling unaffectedfrequency region in phaseperturbation.The vertical
axescorrespondto theminimumdistanceto theclassi�cationsurfacefoundby theone-classSVM
classi�er with six hyperspheres.Shown in theplotsasdottedlinesaretheclassi�cationthreshold
(a zerodistanceto theclassi�cationsurface).For eachmanipulationandmanipulationparameter,
we show both the meandistancesto the classi�cation surfaceof the one-classSVM averaged
over all manipulatedimages(solid line) andthe correspondingstandarddeviations(error bars).
Also shown in the plotsarethecorrespondinghistogramsof thesedistancesasshadedblocksin
background,wherethe grayscalesareproportionalto the probability massin the corresponding
bins,with awhitecolor indicatinga zeroprobability.

Ourexperimentssuggestedthattheproposedimagestatisticswereaffectedby thetestedimage
manipulations,andthein�uence of theseimagemanipulationsontheimagestatisticsandtheone-
classSVM classi�cationincreaseasthemanipulatedimagesweremoredegradedfrom thenatural
image. Speci�cally, for imagecropping,the generaltrendfrom the classi�cation resultsis that,
thesmallerthecroppedregion is, themoreunnaturaltheimageis accordingto theone-classSVM
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cropping

original image c = 0:9 c = 0:6 c = 0:5

rotation

original image � = 15� � = 30� � = 45�

JPEG

original image q = 90% q = 50% q = 10%

Figure4.1: Examplesof manipulatedimagesfor cropping,rotation,andJPEGcompression.
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classi�er. This re�ects the instationarynatureof naturalimagesin thespatialdomain: the image
statisticsof thewholeimagecanbequitedifferentfrom thoseof a local region in theimage.

For imagerotation,it is interestingto notethatthedistanceof imagestatisticalfeaturevectors,
startingwith positive values,descendsto negative asthe rotationangleincreasedto 45� . Then
the distanceincreasesagainto positive as the rotationanglescontinueto increaseto 90� . This
phenomenon,contraryto our initial assumption,is not causedby the interpolationnatureof im-
agerotationoperation. We testedthe one-classSVM classi�er on imagesrotatedwith 15� and
then� 15� back. If the interpolationis thecauseof this phenomenon,we shouldseea large dif-
ferencebetweentheresulteddistances.However, whatwe observed,however, is that therelative
differencebetweentheone-classSVM classi�cationresultsof theoriginal imagesandthedouble
rotatedimagesare lessthan3%. A morepossiblecauseof the changesin the one-classSVM
classi�cationfor therotatedimagesis thatrotationchangesthedistributionof thelocalorientation
energy in a naturalimage,thusaffectstheQMF coef�cient marginal statistics.For instance,in a
45� rotatedimage,mostof the horizontalandvertical energy in the original imagewill collapse
into thediagonalsubband,which is abnormalfor naturalimagesin thetrainingset. On theother
hand,thoughtheroleof verticalandhorizontalstatisticsswapsin a90� rotatedimage,it still keeps
similar statisticalregularitiesasthenaturalimagesin thetrainingset.

Dif ferentJPEGquality alsoaffectsthe imagestatisticsandtheone-classSVM classi�cation.
Themajoreffect of JPEGcompressionon a naturalimageis thesuppressof high frequency com-
ponents,thedegreeof which is decidedby the JPEGquality factor: the lower the quality is, the
morehigh frequency componentsare lost in the compressedimage. With a JPEGcompressof
quality 10, thecompressedimagehasonly one�ftieth of thesizein bytesastheoriginal image,
but artifactsdueto the lossof high frequency components,aswell asthe“blockiness”dueto the
segmentationof theJPEGprocess,arealsoclearlyvisible. As the �rst few scalesin thewavelet
andLAHD decompositionaremostlyaffectedby thehigh frequenciesin theimage,thedegrada-
tion affect themmost. Theone-classSVM classi�cationcapturesthis degradationof naturalness
in JPEGimageswith decreasingqualities.

For additivenoise,theone-classSVM classi�er predictsa decreaseof naturalnesswith higher
noiselevel (lower SNRvalues),asthey deviatefrom thetrainingensemble.Similar casesaretrue
for blurringandphaseperturbation.
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noise

original image SNR= 10dB SNR= 1dB SNR= 0:1dB

blurring

original image � = 1 � = 2 � = 4

phase
perturbation

original image r = 0:75 r = 0:5 r = 0:25

Figure 4.2: Examplesof manipulatedimagesfor additive noise,blurringandphaseperturbation.
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Figure4.3: One-classSVM classi®cationof manipulatedimages.Thedottedline indicatesthehard
classificationboundarywherenegativevaluesmeanªunnaturalº.Shown onthecurvesarethemean
valueswith thebarabove andbelow thestandarddeviation. Thehistogramsareshown asshaded
blocksin background,with awhitebin being0 probability.

46



Chapter 5

Photographicvs. Photorealistic

In this chapter, the proposedimagestatisticsintroducedin the previous chaptersare combined
with non-linearclassi�cation techniquesandappliedto the taskof differentiatingnaturalphoto-
graphicimagesandcomputer-graphicsgeneratedphotorealisticimages. We alsocomparedthe
learnedclassi�cationsystemwith theperformanceof humansubjectsin aseriesof psychophysical
experiments.

5.1 Intr oduction

In anageprevailing with digital media,it is no longertruethatseeingis believing. This is partly
attributedto thedevelopmentof sophisticatedcomputergraphicsrenderingalgorithms[18] (e.g.,
ray-tracing,radiosityandphoton-mapping)andsoftwaresthat cangenerateremarkablyphotore-
alistic images.Thesetechnologieshave startedchallengingour long-heldnotionof photorealism.
For instance,it is not easyto tell, from the two imagesin Figure5.1, which oneis a photograph
andwhichoneis renderedwith acomputerprogram.

Somehow unexpectedly, this technologyalso bearslegal implications. In 1996, the United
StatesCongresspassedTheChild PornographyPreventionAct, which in partprohibitedany im-
agethatappears to beor conveystheimpressionof someoneunder18engagedin sexually explicit
conduct.This law madeillegal the computer-generatedimagesthatonly appearto show minors
involvedin sexual activity. In 2002,however, theUnitedStatesSupremeCourtstruckdown por-
tions of this law in their 6-3 ruling in Ashcroft v. FreeSpeech Coalition - the court saidthat the
languagein the 1996The Child PornographyPreventionAct wasunconstitutionallyvagueand
far-reaching.This ruling essentiallylegalizedthecomputer-generatedchild pornographicimages
andmakesit considerablymoredif�cult for law-enforcementagenciesto prosecutesuchcrimes
- anyonetraf�cking theseillegal imagesmay alwaysclaim that they arecomputergeneratedto
avoid punishment.Therefore,the law-enforcementagenciesarein a greatneedof methodsthat
canreliablydifferentiatebetweentruephotographicimagesandcomputer-generatedphotorealistic
(hereafter, photorealistic)images.

Onepromisingmethodologyto solve this problemis to take the advantageof the statistical
regularitiesin naturalphotographicimages. No matterhow visually resemblinga photographic
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Figure 5.1: Examplesof highly convincing photorealisticimagegeneratedby computergraphics
software.Theimagein theleft panelis a photographwhile theoneon theright is createdby a 3D
renderingsoftware(3D Max Studio).Imagesfrom www.fakeorfoto. co m.

image,a photorealisticimageis createdfrom a fundamentallydifferentprocess.A photographic
imageis theresultof thephysicalworld projectedon the imagesensorsin imagingdevices,such
asthe �lm in anoptical cameraor theCCD (charge-coupleddevice) in a digital camera.On the
otherhand,photorealisticimagesareproducedby renderingalgorithmsthatsimulatethis imaging
process.The renderingalgorithmscanonly roughly modelthe highly complex andsubtleinter-
actionsbetweenthe physicalworld and the imagingdevice. Suchdiscrepancy will well reveal
themselves in imagestatistics. This is the intuitive motivation of applying the proposedimage
statistics(Chapter2) for this task. Dif ferentiatingphotographicandphotorealisticimagesthen
proceedsasa binaryclassi�cationproblem,wherethetypeof anunknown imageis automatically
determinedbasedon theproposedimagestatistics.

PreviousWork

Thoughtechniquesable to generatehighly convincingly photorealisticimageshave existed for
more than two decades,relatively few computationaltechniquesexist to differentiatebetween
photographicandphotorealisticimages.Therehasbeensomework in evaluatingthephotorealism
of computergraphicsrenderedimagesfrom thehumanperceptionpointof view (e.g.,[48,47, 61]),
with the aim to help improving the modelingandrenderingalgorithmsto achieve higherdegree
of photorealism.In computervision andpatternrecognition,therearealsosomerelatedwork,
thoughnot directly applicable,on usingstatisticalimagefeaturesto differentiateor classifydif-
ferentclassesof images.Theseworks includetechniquesto differentiatebetweenphotographic
and(non-realistic)graphicalicons[3], city andlandscapeimages[77, 74], in-doorandout-door
images[71], photographsandpaintings[13], content-basedimageretrieval [5], textureclassi�ca-
tion [27], andsceneidenti�cation [73].
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Figure 5.2: Eight examplesfrom the6; 000photorealisticimages.Thewhite boxesarethecentral
256� 256region of theimagefrom which theimagestatisticsaremeasured.Notethevariancein
theimagecontentsandlevelsof photorealism.

5.2 Experiments

We formulatethe problemof differentiatingphotographicandphotorealisticimagesasa binary
classi�cation,whereaclassi�er is trainedto determineif animageis photographicor photorealis-
tic. In building theclassi�er, thetrainingdataareessential,aswewantto avoid learningaccidental
differencebetweenphotorealisticandphotographicimagesin color, texture, or otheraspectsof
imagecontents.To this end,we needto train theclassi�erson a considerablylargesetof images
with contentsasdiverseaspossible,soasto integrateout super�cial differencein imagecontents.
For thephotographicimages,we usedthe40; 000naturalimagesasdescribedin Chapter1. For
thephotorealisticimages,6; 000weredownloadedfrom www.raph.com andwww.irtc.org .
Shown in Figure5.2 areeightsamplesfrom the6; 000photorealisticimages.The relative fewer
numberof photorealisticimagesre�ects the fact that photorealisticimages,especiallythoseof
high quality, requiremoreeffort to create.All photorealisticimagesarecolor (RGB),JPEGcom-
pressed(with anaveragequality of 90%), andtypically on theorderof 600� 400pixels in size.
Visually, thesephotorealisticimagesspana rangeof contents(e.g., landscapesandcity scenes)
andimagingconditions(e.g.,indoorandoutdoorlighting, closeup andfar away views,etc.),and
havedifferentlevelsof photorealism.They werecreatedfrom popularcomputergraphicssoftware
packages(e.g.,3D StudioMax, Maya,SoftImage3D, PovRay, Lightwave3D andImagine).

Fromthe40; 000photographicimagesand6; 000photorealisticimages,32; 000photographic
and4; 800photorealisticimageswererandomlychosento form the trainingsetfor bothanLDA
andanon-linearSVM classi�er1. Fromeachimage,trainingandtestingalike,theproposedimage
statistics(Chapter2) wereextracted. Speci�cally, six typesof statisticalfeaturescanbe formed
from theseimagestatistics,as

1. 72-D featurevectorof grayscalelocal magnitudestatistics;

2. 36-D featurevectorof grayscalelocal phasestatistics;

1TheSVM algorithmwasimplementedwith thepackageLIBSVM [9].
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3. 108-D featurevectorof grayscalelocal magnitudeandlocalphasestatistics;

4. 216-D featurevectorof color localmagnitudestatistics;

5. 216-D featurevectorof color localphasestatistics;

6. 432-D featurevectorof color localmagnitudeandlocal phasestatistics.

To accommodatedifferent imagesizes,only the central256 � 256 region of eachimagewas
analyzed.During thetrainingphase,thefalse-negativerate(i.e., theprobabilityof aphotorealistic
imagebeingclassi�ed asa photographicimage)wascontrolledto be lessthan1%. This speci�c
settingre�ects therequirementin practice,wherethecostof a falsenegative is muchhigherthan
a falsepositive,andalsosetsthecomparisonshenceforthdescribedona fair ground.

Grayscaleor Color

We�rst investigatewhetherthestatisticalregularitiesamongdifferentcolorchannelsareimportant
in differentiatingphotographicandphotorealisticimages.Shown in Figure5.3 aretheclassi�ca-
tion performanceof the LDA classi�ers with a training falsenegative rate of 1% for, (a) 108
grayscaleimagestatistics(72 local magnitudestatisticsand36 local phasestatistics)and(b) 432
color imagestatistics(216local magnitudestatisticsand216local phasestatistics).Thegraybars
correspondto the accuracieson the training setandthe black barscorrespondto the accuracies
on the testingset. For the sake of comparison,the resultsfor the color imagestatisticsin panel
(b) areannotatedwith the resultsof the grayscaleimagestatistics,panel(a). To avoid reporting
performanceof a speci�c training/testingsplit, what is reportedis theclassi�cationaccuracy av-
eragedover100randomtraining/testingsplitsof the46; 000images.On average,for a1:1%false
negative rate,thegrayscaleimagestatisticsafford a 21:2% accuracy on thephotographicimages,
with a 4:2% standarddeviation over the 100randomtraining/testingsplits. For the color image
statistics,theaccuracy on photographicimagesis 54:6%on average,with a 7:8%standarddevia-
tion anda 1:2% falsenegative rate. Thecolor imagestatisticsclearlyoutperformedthegrayscale
imagestatistic.Also,notethat,in bothexperiments,thetestingperformancewasfairly closeto the
trainingperformance,indicatingthatnoneof classi�ersover�t thetrainingdata.Also, thetesting
falsenegativerates,obtainedby subtractingfrom theclassi�cationaccuraciesof thephotorealistic
images,wereconsistentwith thesettingsof lessthan1%.

Linear or Non-linear Classi�cation

Wenext comparedtheperformanceof differentclassi�cationtechniques.Speci�cally, weshow, in
Figure5.4(a),theclassi�cationaccuraciesof a non-linearSVM classi�er with RBF kernel,on the
432color imagestatisticsanda1%falsenegativerate.Thegraybarscorrespondto theaccuracies
onthetrainingsetandtheblackbarscorrespondto theaccuraciesonthetestingset.For thesakeof
comparison,theresultsfor thenon-linearSVM classi�erareannotatedwith theresultsof theLDA
classi�er, Figure5.3(b). To avoid reportingperformanceof a speci�c training/testingsplit, what
is reportedis the classi�cation accuracy averagedover 100 randomtraining/testingsplits of the
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Figure 5.3: Classificationaccuraciesof LDA classifierswith (a)108grayscaleimagestatistics(72
localmagnitudestatisticsand36 localphasestatistics)and(b) 432color imagestatistics(216local
magnitudestatisticsand216local phasestatistics).Thegraybarscorrespondto theaccuracieson
thetrainingsetandtheblackbarscorrespondto theaccuracieson thetestingset,for photographic
(photo)andphotorealistic(cg) images.For thesake of comparison,theresultsfor thecolor image
statisticsin panel(b) areannotatedwith theresultsof thegrayscaleimagestatistics,panel(a). To
avoid reportingperformanceof aspecifictraining/testingsplit, whatis reportedis theclassification
accuracy averagedover 100randomtraining/testingsplitsof the46; 000images.

46; 000images.On average,thenon-linearSVM classi�er affordsa 74:3% accuracy on thepho-
tographicimages,with a 10:1%standarddeviation over the100randomtraining/testingsplits. In
general,thenon-linearSVM generallyoutperformedthelinearLDA classi�er, thoughwith amore
complicatedtrainingprocess.This suggeststhata non-linearseparatingsurfacerepresentedby a
non-linearSVM classi�er betterdescribesthedifferencein imagestatisticsbetweenphotographic
andphotographicimages.

FalseNegativeRates

We alsoinvestigatethesensitivity of theclassi�cationto differentfalsenegativerates,or theerror
rateof misclassifyingaphotorealisticimageasaphotographicimage.In general,thefalsenegative
rate and the classi�cation accuracy of photographicimagesare positively correlated: the false
negative rate's increaseimpliesanincreasein theclassi�cationaccuracy of photographicimages.
Shown in Figure5.4(b)aretheclassi�cationaccuracy of a non-linearSVM classi�er with the432
color imagestatisticsanda 0:5% training falsenegative rate. The gray barscorrespondto the
accuracieson the training setandthe black barscorrespondto the accuracieson the testingset.
For the sake of comparison,theseresultsareannotatedwith the resultsof the non-linearSVM
classi�er with a 1%trainingfalsenegative rate,Figure5.4(a).To avoid reportingperformanceof
a speci�c training/testingsplit, what is reportedis the classi�cationaccuracy averagedover 100
randomtraining/testingsplits of the 46; 000 images. On average,the classi�cation accuracy of
photographicimagesare60:4%, with a 8:4%standarddeviation. A smallchangein falsenegative
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Figure5.4: Classificationaccuraciesof non-linearSVM classifierswith the432color imagestatis-
tics,for (a)atraining1%falsenegativerateand(b)atraining0:5%falsenegativerate.Thegraybars
correspondto theaccuracieson thetrainingsetandtheblackbarscorrespondto theaccuracieson
thetestingset,for photographic(photo)andphotorealistic(cg) images.For thesakeof comparison,
theresultsin panel(a)areannotatedwith theresultsin Figure5.4(b)andtheresultsin panel(b) are
annotatedwith theresultsin panel(a). To avoid reportingperformanceof aspecifictraining/testing
split, whatis reportedis theclassificationaccuracy averagedover100randomtraining/testingsplits
of the46; 000images.

rate(0:5%) resultsin a relatively largechangein theclassi�cationaccuracy (about14%).

Categoriesof ImageStatistics

For classi�erswith high-dimensionalimagefeatures,it is a naturalquestionwhetherwe needall
thecomponents,in otherwords,is thereaminimumsetof statisticsthatperformaswell. A class-
blind globaldimensionalityreductionof thehigh-dimensionalfeature(e.g.,PCA) is inappropriate,
astheclass-speci�cinformationis requiredin classi�cation. Furthermore,we would alsolike to
know whichcategoryof theimagestatistics,i.e., localmagnitudestatisticsor localphasestatistics,
andwithin local magnitudestatistics,marginal statisticsor linear predictionerror statistics,had
morecontribution in the �nal classi�cation. This knowledgewill further justify our choiceof the
imagestatistics.

Shown in Figure5.5,from left to right, is thedetectionaccuracy for anon-linearSVM trained
with the 108color coef�cient marginal statisticsonly, the 108magnitudelinear predictionerror
statisticsonly, the216local phasestatisticsonly, andthe216local magnitudestatisticsincluding
bothcoef�cient marginalandmagnitudelinearpredictionerrorstatistics.For pointof comparison,
thedotscorrespondto a non-linearSVM trainedon thecompletesetof 432color imagestatistics
with both the216local magnitudeandthe216local phasestatistics.Theseresultsshow that the
combinedlocalmagnitudeandlocal phasestatisticsprovide for betterclassi�cationaccuracy than
only asubsetof thestatisticsin differentiatingphotographicandphotorealisticimages.

To getabetterpictureof theroleplayedby individual imagestatisticsandstatisticscategories,
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Figure 5.5: Classificationaccuracy for a non-linearSVM trainedon (from left to right) the 108
color coefficient marginal statisticsonly, the108 magnitudelinearpredictionerror statisticsonly,
the216localphasestatisticsonly, andthe216local magnitudestatisticsincludingbothcoefficient
marginalandmagnitudelinearpredictionerrorstatistics.Thedotscorrespondto anon-linearSVM
trainedon the completesetof 432 color imagestatisticswith both the local magnitudeandlocal
phasestatistics.Thegray barscorrespondto theaccuracieson the trainingsetandtheblackbars
correspondto the accuracieson the testingset, for photographic(photo)and photorealistic(cg)
images.To avoid reportingperformanceof a specifictraining/testingsplit, what is reportedis the
classificationaccuracy averagedover100randomtraining/testingsplitsof the46; 000images.

we performedexperimentswith LDA classi�ers2 with individual statisticsbeing incrementally
included. We testedon both the 216 local magnitudestatisticsandthe 432 local magnitudeand
local phasestatistics.Speci�cally, for the 216 local magnitudestatistics,we beganby choosing
the singlestatistics,out of the 216possiblecoef�cient marginal andmagnitudelinear prediction
errorstatistics,thathasthebestclassi�cationaccuracy on photographicimages,while keepinga
lessthan1%falsenegativerate.Thiswasdoneby building 216individualLDA classi�ersoneach
statistics,andchoosingtheonethatyieldedthehighestaccuracy (the featurewasthevariancein
theerrorof thegreenchannel'sdiagonalbandat thesecondscale).Thenext bestfeaturewasthen
chosenfrom the remaining215statistics.This processwasrepeateduntil all 216statisticswere

2ThisanalysiswasperformedonlyontheLDA becausethecomputationalcostof retraining23; 220= 216+ � � �+ 1
or 93; 528 = 432+ � � � + 1 non-linearSVMs is prohibitive. We expectthesamepatternof resultsfor thenon-linear
SVM.
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Figure 5.6: Classificationaccuracy of LDA classifiersasa functionof thenumberandcategory of
the216 local magnitudestatisticswith a 1% training falsenegative ratefor photorealisticimages.
Thehorizontalaxiscorrespondsto thenumberof statisticsincorporated,andtheverticalaxiscorre-
spondsto thedetectionaccuracy in percentage.Thewhiteandgraystripescorrespondto magnitude
linearpredictionerrorandcoefficient marginal statistics,respectively.

selected.
Shown in Figure5.6 is theclassi�cationaccuracy (solid line) plottedasa functionof thenum-

ber andcategory of statisticsfor the LDA classi�er. The white andgray stripescorrespondto
magnitudelinearpredictionerrorandcoef�cient marginal statistics,respectively. If thestatistics
includedin the i th iteration is of coef�cient marginal, thenat the i th positionon the horizontal
axisa verticalgrayline is annotated,andif thestatisticsis of magnitudelinearpredictionerror, a
verticalwhite line is drawn at the i th position. Theshapeof thesolid curve re�ects a decreasing
contribution to classi�cationof laterincorporatedstatistics.Theinterleaving patternof thecoef�-
cientanderrorstatisticssuggeststhatbothtypesof statisticsareimportantfor classi�cation.Also,
it wasobservedthatthelastfew statisticsbeingincludedarethemeansandskewnessof bothtypes
of statistics,whicharemostlycloseto zeroandthuscarrylessusefulinformationfor classi�cation.

A similar experimentwasalsoperformedon all of the432imagestatistics,includingthe216
local magnitudeandthe 216 local phasestatistics.Similar to the previous experiment,we built
LDA classi�ersby incrementallyincludecomponentsfrom the 432statisticsandstudiedthe oc-
currencepatternof both typesof statistics. As shown in Figure 5.7, an interleaving patternis
observedfor decompositionandlocal phasestatistics,indicatingthat they areboth importantfor
theclassi�cation.

Permutation Test

Oneconcernof usinga complicatednon-linearclassi�cationtechniquesuchasa non-linearSVM
is that it may be “too powerful” for the classi�cation task, i.e., it canlearnarbitrarylabelingof
thetrainingdata.This shouldbeavoidedasthelearnedclassi�ersdo not re�ect fundamentaldif-
ferencein the imagestatisticsbetweenphotographicandphotorealisticimages.To con�rm that
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Figure 5.7: Classificationaccuracy of LDA classifiersasa function of the numberandcategory
of the 432 local magnitudeand local phasestatisticswith a 1% training falsenegative rate for
photorealisticimages.Thehorizontalaxiscorrespondsto thenumberof statisticsincorporated,and
the vertical axis correspondsto the detectionaccuracy in percentage.The white andgray stripes
correspondto decompositionandlocalphasestatistics,respectively.

non-linearSVM is appropriatefor thisapplication,we trainednon-linearSVM classi�erswith the
432color imagestatisticsanda 1%trainingfalsenegative rate,with randomclasslabelsassigned
to the training and testingimages(this practiceis commonlyreferredin patternrecognitionas
the permutationtest [64]). We expecta randomclassassignmentto leadto signi�cantly worse
classi�cation accuracy. Speci�cally, we generatedten different training/testingsplits from the
46; 000photographicandphotorealisticimageswith their classlabelsrandomized.Tendifferent
non-linearSVM classi�erswerethentrainedandtestedon theserandomlyshuf�ed classlabels.
Thebestperformanceacrossthetentrainingsetswas32:1% for correctclassi�cationof thepho-
tographicimages,with a 1:4% false-negative rate. Note that this is signi�cantly worsethanthe
74:3%detectionaccuracy obtainedwhenthecorrecttraininglabelswereused.Therefore,theuse
of non-linearSVM to differentiatephotographicandphotorealisticimagesis justi�ed, asthey are
notableto learnrandomlabellingsfrom thetrainingdata.

5.3 Comparisonwith Other FeatureTypes

Experimentsdescribedin previous sectionsempirically justi�ed the useof the proposedimage
statisticsfor differentiatingbetweenphotographicandphotorealisticimages.In this section,we
comparetheirperformancewith thatof otherimagestatisticsproposedrecentlyin computervision
andpatternrecognition. A majority of theseworks arebasedon multi-scaleimagedecomposi-
tions (e.g.,wavelets)thatdecomposean imageinto basislocalizedin bothspatialandfrequency
domains.As shown in Chapter1, suchan imagedecompositionsbettercapturestatisticalregu-
larities in naturalimagesthan the representationsbasedon pixel intensitiesor a global Fourier
transform. Speci�cally, in this section,we comparedthe performanceof threestatisticalimage
features,namely, multi-scalethumbnails[5], multi-scalehistograms[27] andgists[73], with that
of the proposedimagestatisticson differentiatingphotographicandphotorealisticimages. One
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word of cautionis that thecomparisonis innatelyunfair, in thatall comparedimagefeaturesare
not originally designedfor the purposeof differentiatingbetweenphotographicandphotorealis-
tic images,andtheir inferior performanceon this taskwill not discounttheir usefulnessin other
applications.

Multi-scale Thumbnails

The multi-scalethumbnail[5] is a multi-dimensionalstatisticalimagefeatureformed from the
outputsof a seriesof linear �lters that capturelocal energy acrossspatiallocations,orientations
anddifferentscales.These�lters form anover-completeframeof imagewhicharesimilar to those
from a waveletdecomposition.Themulti-scalethumbnailswereoriginally designedfor content-
basedimageretrieval,whereimagesin alargedatabasewerereducedto thumbnailsfor comparison
andretrieval. Speci�cally, themulti-scalethumbnailsareformedasfollowing: at thehighestscale
of resolution,theimageis convolvedwith asetof N linear�lters. TheresultingN �ltered images
arethenrecti�ed by squaringthecorresponding�lter outputs,which measurethe local energy in
the�lter responses.Next, therecti�ed �lter -responseimagesaredownsampledby a factorof two,
andthenthey areusedasinputsfor the N �lters in anotherroundof iteration. With L levelsof
processing,thisprocessyieldsN L outputimagesat completion.Thefeaturevectorof theoriginal
imageis thenformedby themeansof theseN L images,whicharethesquaredmagnitudesof each
subband.For RGBcolor images,thenumberof statisticsis tripledto 3N L . In our implementation,
a �lter bankwith 6 �lters consistedof Gaussianand its �rst andsecondorderderivativeswith
differentorientationswasemployed,andthreelevelsof analysiswereperformed,which resulted
in a featurevectorof 648dimensions.

Multi-scale Histogram Features

In [27], a statisticalimagefeaturesbasedon imagehistogramsin multiple scalesis proposedfor
textureclassi�cation.Usingthewholehistograms(sampledprobabilitydensityfunctions)asimage
featureshasbeenpopularin computervision,asin objectrecognition[39] andimageretrieval [8].
Comparedto individualstatistics,histogramsmaycarrymoreinformation.Speci�cally, themulti-
scalehistogramimagefeaturesareformedby thehistogramsof eachscaleof anL scaleGaussian
pyramiddecomposition.Speci�cally, thehistogramfor thel th scaleis obtainedasa resultof bin-
ning thewholedecompositionscalewith B(1=2)(L � l ) bins,yieldinga featurevectorof dimension
B(2 � (1=2))L . A RGB color imagewill have a featurevectorof dimension3B(2 � (1=2))L . In
our implementation,we build a four-level Gaussianpyramidon eachcolor channel,andwith the
basebin numberof 80, resultingin a featurevectorof dimension450acrossdifferentscaleand
color channels.

Gists

In [73], an imagestatisticalfeaturetermedas “gist”' is usedfor object recognitionand scene
categorization,which is amulti-dimensionalfeaturevectorcollectedfrom amulti-scaleimagede-
composition.Speci�cally, oneachcolorchannelof animage,a four-level six-orientationsteerable
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pyramid[69] is constructed.For eachsubbandin thesteerablepyramid,thecoef�cient magnitudes
areraisedto twoandfourordertocapturethesecondandhigherorderenergy in thesubband.These
power-raisedmagnitudesin eachsubbandarefurtherspatiallyaveragedinto 4� 4 blocks,yielding
a 768 = 2 � 4 � 4 � 4 � 6 dimensionalfeaturevector. To reducethedimensionalityandeffects
of noise,PCAis performedonthethese768-D vectorsfrom a largesetof images.Theprojections
on thetop 160principalcomponentsarepreservedfor eachcolor channelandstackedasthe�nal
featurevectorof 480dimensions.

Experiments

To empirically comparethe multi-scalethumbnail,multi-scalehistogramandgist featureswith
theimagefeaturesbasedontheproposedimagestatisticsondifferentiatingphotographicandpho-
torealisticimages,we performedsimilar experimentsasin theprevioussection.Speci�cally, we
randomlysplit the 40; 000photographicand6; 000photorealisticimagesinto onetrainingsetof
32; 000photographicand4; 800photorealisticimagesandonetestingsetof 8; 000photographic
and 1; 200 photorealisticimages. From eachimage, training and testingalike, the multi-scale
thumbnail,multi-scalehistogramandgist featureswerecollectedfrom thecentral256� 256re-
gion to accommodatethe different imagesizes. Thennon-linearSVM classi�ers were trained
basedon theseimagefeatureson thetrainingset.In accordanceto theexperimentsin section5.2,
all non-linearSVM classi�erswerecontrolledto havea1%trainingfalsenegativerate(probability
of classifyinga photorealisticimageasphotographic).

Shown in Figure5.8 areclassi�cation accuracy for a non-linearSVM trainedon the 648-D
multi-scalethumbnailfeatures(thmb),450-D multi-scalehistogramfeatures(hist) and480-D gist
features(gist) with a 1% training falsenegative rate. The dotscorrespondto a non-linearSVM
trainedonthe432color imagestatistics.Thegraybarscorrespondto theaccuraciesonthetraining
setandtheblackbarscorrespondto theaccuracieson thetestingset,for photographic(photo)and
photorealistic(cg) images.To avoid reportingperformanceof aspeci�c training/testingsplit, what
is reportedis the classi�cation accuracy averagedover 100 randomtraining/testingsplits of the
46; 000 images.With around1% falsenegative rate,the multi-scalethumbnailfeatureachieved
an averageclassi�cation accuracy of 29:8% on photographicimages,with a standarddeviation
of 5:2%; themulti-scalehistogramfeatureshadaclassi�cationaccuracy of 47:1%with astandard
deviationof 7:8%; andthegistfeatureshadaclassi�cationaccuracy of 48:3%with a8:4%standard
deviation. Thisperformanceareclearlylesscompetitiveto thatof theimagefeaturesbasedon the
proposed432color imagestatistics.Besidesthefactthattheseimagefeatureswerenot originally
designedfor differentiatingbetweenphotographicandphotorealisticimages,anotherimportant
reasonis that for all theseimagefeatures,higher-ordercorrelationswithin a multi-scaleimage
decompositionarenot modeled,which our previousexperimentscon�rmed to have an important
role.
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Figure 5.8: Classificationaccuracy for anon-linearSVM trainedon the648-D multi-scalethumb-
nail features(thmb),450-D multi-scalehistogramfeatures(hist)and480-D gist features(gist)with
a 1% training falsenegative rate. The dots correspondto a non-linearSVM trainedon the 432
color imagestatistics.Thegraybarscorrespondto theaccuracieson thetrainingsetandtheblack
barscorrespondto theaccuraciesonthetestingset,for photographic(photo)andphotorealistic(cg)
images.To avoid reportingperformanceof a specifictraining/testingsplit, what is reportedis the
classificationaccuracy averagedover100randomtraining/testingsplitsof the46; 000images.

5.4 Visual Relevance

Humanvision system(HVS) is inarguably the ultimateperformancebenchmarkof a computer
vision or patternrecognitionsystem.In our case,we would like to investigatethesimilarity and
differenceof our imagestatisticsbasedclassi�cationsystemsof photographicandphotorealistic
imageswith theHVS, andcomparetheir practicalperformance.Empirically comparingwith the
performanceof theHVS not only providesa moremeaningfulevaluationof our method,but also
mayshedlight on theroleplayedby theproposedimagestatisticsin this task.

We startedwith the investigationof the visual relevanceof the classi�cation resultsof the
nonlinearSVM classi�er and the 432 color imagestatistics3. To this end, we trainedanother
non-linearSVM classi�er on the trainingsetasdescribedin Section5.2. However, we enforced
no constraintson the falsenegative rate,aswe aimedto �nd the optimal classi�cation surface

3Similar comparisoncanalsobemadefor othertypesof imagestatisticsandclassi®ers.Thecurrentchoiceis for
its bestpracticalperformance.
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Figure 5.9: Eightexamplesof correctlyclassifiedphotographicimages.

betweentheimagestatisticsof photographicandphotorealisticimageswithoutbiasingto onetype
of error rate. Thenon-linearSVM classi�er, in the testingstage,achieveda 85:4% classi�cation
accuracy for photographicimages,anda 79:3% classi�cationaccuracy for photorealisticimages,
whichyieldsanoverallaccuracy of 84:6%.

Next, we inspectedtheclassi�cationresultson individual imagesto investigatethevisualrele-
vanceof theclassi�cationresults.Particularly, wewereinterestedin imagesthatwerecorrectlyor
incorrectlyclassi�edby theSVM classi�er. Shown in Figures5.9areeightexamplesof correctly
classi�edphotographicimages,andin Figure5.10areeightexamplesof correctlyclassi�edpho-
torealisticimages.Many of thecorrectlyclassi�edphotographicimagesareof typicalscenesfrom
naturalenvironment,coincidingwith our intuitive notion of naturalphotographicimages.How-
ever, someman-madeobjects(e.g.,thehigh-way andtrucks)werealsocorrectlyclassi�ed. Most
of thephotorealisticimagesassumesomeparticulararti�cial appearance(e.g.,a frog with plastic
skin),andthuswill notbechallengingfor humanviewers.It wastheincorrectlyclassi�ed images
that weremoreinteresting,asthey shedlights on whetherthe imagestatisticscorrelatewith the
imagecontents.Shown in Figure5.11areeight examplesof incorrectlyclassi�ed photographic
images,andin Figure5.12areeightexamplesof incorrectlyclassi�edphotorealisticimages.Inter-
estingly, many of theincorrectlyclassi�edphotographicimagesarephotographicimageswith low
photorealism,suchasthe imagesof roadsignsandposters.The2-D natureof theobjectsin the
imagemakestheseimageseasyto becreatedwith algorithms.Ontheotherhand,many incorrectly
photorealisticimagesdepicta vivid scenefrom naturalenvironment,andarevisually hardto dif-
ferentiatefrom aphotographicimage.However, therearealsoincorrectlyclassi�edphotorealistic
imagesthatareeasyto discountvisually.

Furthermore,we testedthis non-linearSVM classi�er on a novel set of fourteenimages(7
photographic,7 photorealistic)from thewebsitewww.fakeorfoto.com . Theseimageswere
usedto testtheviewers' ability to differentiatephotographicandphotorealisticimages,for purely
amusementpurpose.Of all the 14 images,the SVM classi�er correctlyclassi�ed 11 images,or
a 78:6% overall classi�cation accuracy, consistentwith the resultsreportedon our testingset.
Shown in Figure5.13arethefourteenimageswith thecorrectlyclassi�edphotographicimagesin
thetop row, andthecorrectlyclassi�edphotorealisticimagesin thesecondrow. Shown in thetwo
bottomrows areoneincorrectlyclassi�ed photographicimage(c) andtwo incorrectlyclassi�ed
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Figure5.10: Eightexamplesof correctlyclassifiedphotorealisticimages.

Figure5.11: Eightexamplesof incorrectlyclassifiedphotographicimages.

photorealisticimages(d). Thefact that theclassi�er achievedconsistentperformanceon a novel
setof imagesin neitherthetrainingnor thetestingsetcon�rms thatthethetrainedSVM classi�er
cangeneralizeto novel data.

PsychophysicalExperiments

To be able to comparewith the performanceof the HVS precisely, a seriesof psychophysical
experimentswereconducted4.
Stimuli: The stimuli were111 landscapephotographicand111landscapephotorealisticimages
not includedin the 46; 000 imagesusedto train andtestclassi�ers in our previous experiments.
Theseimageswerehand-picked to ensurethat it is not possibleto classify themfrom the con-
tents. The stimuli werethendisplayedon an Apple PowerBook. The viewing distancewasnot
constrainedbut wastypically about50 cm. Thesizesof thestimuli were600� 400pixels,corre-
spondingto 15� 10cmsin dimension.
Observers: 22observerswererecruitedfrom theintroductorypsychologysubjectpoolatRutgers
Camdencampus.Theonly restrictionon participationwasnormalor corrected-to-normalacuity

4Theseexperimentsandthe following descriptionwereconductedandprovidedby ProfessorMary Bravo of the
PsychologyDepartmentat theRutgersUniversity, Camden,NJ.
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Figure 5.12: Eightexamplesof incorrectlyclassifiedphotorealisticimages.

and normal color vision. None of the observers had previous experiencein a psychophysical
experiment.
Procedure: Eachstimuluswasdisplayedfor onesecond.Theobserver'staskwasto judgewhether
theimagewasaphotographicor acomputergeneratedscene.Judgmentswereindicatedby press-
ing oneof two buttonson the computerkeyboard. After theobserver presseda key, therewasa
oneseconddelaybeforethenext stimuluswaspresented.No feedbackwasgiven.The222stimuli
weredivided into four blocksof 44 trials andoneblock of 46 trials. In eachblock therewasan
equalnumberof photographicandphotorealisticstimuli. Theorderof theblockswasrandomized
acrossobservers.

Themeanperformanceon photographicimagesof the22 observersis 80:6% with a standard
deviation of 11:3%, with max/minvaluesof 93:7% and48:1%, respectively. The meanperfor-
manceon photorealisticimagesof theobserversis 81:7%with a standarddeviation of 6:6%, with
max/minvaluesof 93:7%and69:4%, respectively.

Computational Experiment

In accordancewith the psychophysicalexperiments,20 non-linearSVM classi�ersweretrained
on the40; 000photographicimagesand6; 000photorealisticimagesandtestedthemon the 222
landscapephotographicand photorealisticimagesusedin the psychophysicalexperiments. To
fairly comparedwith the correspondingpsychophysicalexperiments,eachclassi�er wastrained
onpartlyoverlappeddata,soto reducethevariancein performance,well preservingsomerelative
independence.Speci�cally, the 40; 000 photographicand 6; 000 photorealistictraining images
were�rst dividedinto asharedgroupof 2; 000imagesandother20equallydividedgroupsof size
2; 200. Thetrainingsetof eachclassi�er wasthecombinationof thesharedgroupwith oneof the
20 groups. The training setof eachSVM classi�er had4; 200 images,3; 650of which wereof
photographicand550wereof photorealistic.EachSVM classi�er, with RBF kernels,wastrained
on its dedicatedtrainingsets.Themeantestingaccuracy for photographicimagesis 80:0%, with a
standarddeviationof 4:4%. Themaximumandminimumare71:2%and90:9%, respectively. The
meantestingaccuracy for photorealisticimagesis 84:8%, with astandarddeviationof 12:3%. The
maximumandminimumare100:0%and56:7%, respectively. Shown in Figure5.14arethemean
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(a)

(b)

(c) (d)

Figure 5.13: Imagesfrom www.fakeorfoto. co m. Shown in (a) and(c) arecorrectlyandin-
correctlyclassifiedphotographicimages,respectively. Shown in (b) and(d) arecorrectlyandincor-
rectlyclassifiedphotorealisticimages,respectively.

classi�cationaccuraciesfor the 22 humanobservers(gray bars)and20 non-linearSVMs (black
bars),on111photographic(photo)and111photorealistic(cg) images.

Comparisonand Analysis

Theperformancesof humanobserversandthenon-linearSVM were�rst on thequalitative level.
Theclasslabelof eachimagewas�rst determinedby amajorityvoteof all participatingobservers
or SVM classi�ers.For the111photographicimages,votingresultsof thehumanobserversagreed
on 102 (91:9%) with thoseof the SVM classi�ers , with 101 imagesbeing correctly classi�ed
and1 imagesbeing incorrectlyclassi�ed by both. On the 9 imagesthey did not agree,7 were
classi�ed as photographicby humanobservers and photorealisticby our SVM classi�ers, and
2 were classi�ed asphotorealisticby humanobserversand the reverseby the SVM classi�ers.
For the111photorealisticimages,thehumanobserversandtheSVM classi�er agreedwith each
otheron 96 (86:5%) images,with 92 beingcorrectlyclassi�ed and4 beingincorrectlyclassi�ed.
The SVM classi�er incorrectlyclassi�ed 7 photorealisticimageswhich werecorrectlyclassi�ed
by humanobservers, and 8 other imageswere in the oppositecase. This suggestsan overall
consistency betweenthehumanobserversandtheSVM classi�ers.

We further comparedquantitatively the classi�cation resultsof humanobservers and SVM
classi�ers. We recordedthe “yes/no” answersto eachimageof eachobserver on eachimage.
For eachimage,thepercentageof observers/SVMclassi�erswith correctclassi�cationwasused
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Figure 5.14: Meanclassificationaccuraciesfor the 22 humanobservers(gray bars)and20 non-
linearSVMs(blackbars),on 111photographic(photo)and111photorealistic(cg) images.

asa con�dencemeasureof classi�cation. Shown in Figure5.15is thescatterplot of thesecon�-
dencemeasuresof theSVM classi�ers(x-axis)andthehumanobservers(y-axis),for photographic
images(left), andphotorealisticimages(right). Also shown arethecorrespondingcorrelationco-
ef�cients5. The correlationcoef�cients suggestthat thereis no simplelineardependency yet the
responsesarenot totally uncorrelated.In conclusion,thecomparative experimentsof theperfor-
manceof theHVS andSVM classi�cationbasedon theproposedimagestatisticssuggestthatthe
two classi�cationsystemsperformedthe taskalmostequallywell in the testingcondition. How-
ever, thereis alsoprofounddifferencein theirunderlyingmechanisms,makingtheproposedimage
statisticscomplementaryto humanvisual inspectionin differentiatingbetweenphotographicand
photorealisticimages.

5A correlationcoefficient for two randomvariablesX andY aredefinedas� = Ef (X �E f X g)( Y �E f Y g)gp
var (X )var (Y )

. A � -value

of 1:0 meaninglineardependency anda � -valueof 0:0 statisticaluncorrelated.
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Figure5.15: Scatterplot of theresponsesfrom theSVM classifier(x-axis)andthehumanobservers
(y-axis) for photographicimages(left), andphotorealisticimages(right). Also shown is thecorre-
spondingcorrelationcoefficients,� , with a valueof 1:0 meaninglineardependency anda valueof
0:0 statisticaluncorrelated.Thevaluesshown heremeantheir is no simplelineardependency yet
theresponsesarenot totally uncorrelated.
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Chapter 6

Generic ImageSteganalysis

In thischapter, agenericimagesteganalysissystembasedontheproposedimagestatisticsandnon-
linearclassi�cationtechniquesis presented.Webegin with abrief review of imagesteganography
andsteganalysisin Section6.1, thendescribein detail thegenericimagesteganalysissystemfor
JPEG,TIFF andGIF imagesin Section6.2and6.3,respectively.

6.1 ImageSteganography and Steganalysis

Theword steganography�nds its root in Greek,literally meaning“coveredwriting”. Thegoalof
steganographyis to hidemessagesin aninnocuouscover mediumin anunobtrusiveway, soasto
evadeinspection.Theearliesthistoricalrecordof usingsteganographydatedbackto theRomans,
andit hasbeenwidely usedever sincefor military andintelligencepurposes.A notableexample
of steganographyis thefollowing messagesentby aGermanspy duringthe�rst world war:

Apparentlyneutral'sprotestis thoroughlydiscountedandignored.Ismanhardhit.Blockade
issueaffectspretext for embargo onby-products,ejectingsuetsandvegetableoils.

Thesteganographicmessageis hiddenin thesecondletterof eachwordas,

Pershingsailsfrom NY June1.

Traditional steganographymethodsinclude invisible inks, micro dots, characterrearrangement,
covertchannelandspreadspectrumcommunication[10]. With thepopulaceof digital media,dig-
ital images,audios,andvideosbecomeidealcoversfor steganography. Especially, steganography
in digital imageshasreceivedthemostattention(see[35, 2, 33,53] for generalreviews), for their
wideavailability, easyaccessibilityandlargedatavolume- animageof size640� 480pixelsand
256grayscalescanhide up to 3 kilobytesof data,large enoughto containthe whole text of the
Declarationof Independence.

Onesimpleyet effective methodto achieve suchembeddingcapacityis leastsigni�cant bits
(LSB) insertion,wheremessagebytesareembeddedinto the lower bits (i.e., the lesssigni�cant
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Figure 6.1: Leastsignificantbit (LSB) insertionof a steganographicmessagein an8-bit grayscale
image(left column). Onebyte of the message(middle column)is embeddedinto the LSBs of 8
consecutive pixels in the cover imageby coercingthe eightLSBs of the eight pixels in the cover
imageto bethesameasthebytein themessage,(right column).

bits, usually the last bit which is the leastsigni�cant bit) of the databytesin the image�le 1.
On uncompressedor losslesscompressedimageformats(e.g.,TIFF andGIF), the LSBs of the
raw pixel intensity areusedfor embedding.Shown in Figure6.1 is a simple exampleof LSB
insertionin an 8-bit grayscaleimage. Onebyte of the message,middle, is embeddedinto the
LSBsof eightconsecutivepixelsin thecover imageby coercingtheeightLSBsof theeightpixels
in the cover imageto be the sameas the byte in the message,right. In a similar fashion,an
M � N 8-bit grayscaleimagecanhidea messageof sizeup to M � N=8 bytes,andon average,
only M � N=2 LSBs in the imageneedto be changed. Imageswith more bits per pixel and
multiplecolorchannelshaveevenlargercapacity. Seeminglysimple,LSB insertionin raw pixelsis
ef�cient andhardto detectvisually. For compressedimageformats(e.g.,JPEG),LSB insertionsis
performedonthecompresseddatastreams,for instance,thequantizedDCT coef�cients in aJPEG
image.Similarto embeddingin raw pixels,LSB insertiononthecompresseddatastreamintroduce
negligible perceptualdifferencebetweenthe cover andstego images,Figure6.2. Sophisticated
steganographicsoftwarescanaddfurther layersof complexities, suchasdistributing messagesin
a pseudo-randomway, avoiding embeddinginto low frequency smoothregions and encrypting
messages.Thesemeasuresmake it evenharderfor aneavesdropperto detectthepresenceof the
hiddenmessage.

Steganographyis closelyrelatedto cryptology. Both canbe usedfor securedatacommuni-
cation. Also, in practice,steganographicmessagescanbeencryptedbeforebeingembeddedinto
the cover medium. However, the aim of steganographyis to concealthe very existenceof the

1Traditionally, animagewith steganographyembeddingsis termedasastego image.
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Figure 6.2: Shown in the leftmostcolumnis a color JPEGimage.A message,which is a smaller
image,wasembeddedinto thecover usingJsteg (animplementationof LSB insertionin quantized
DCT coefficients) to generatethe stego images.Also shown in the rightmostcolumnis absolute
valueof the differencebetweenthe cover andstego image,normalizedinto the range[0; 255] for
displaypurposes.

communicatedmessage,while anencryptedmessagewill certainlyarousesuspicion.Digital wa-
termarking[11] is anotherinformationhiding techniquecloselyrelatedto steganography. It aims
to hideidenti�cation informationin digital imagefor copyright protectionor authorshipauthenti-
cation.Illegalduplicationof thecopyright protectedimageor tamperingof theauthenticimagecan
bedetectedby checkingtheexistenceor lackof watermark.Steganographyanddigital watermark-
ing aresimilar in theaim of hiding information.However, watermarkfor copyright protectionare
robust,soasto bedetectableevenin manipulatedimages.On theotherhand,moststeganography
methodsarefragileunderimagemanipulations,thereforenotappropriatefor digital watermarking.
Also, invisibility is nota primarydesignconsiderationof digital watermarking.

It worth noting that thoughhardto detect,thereareeasywaysto destroy potentialstegano-
graphicmessages,whichcanbeachievedwith simpleimagemanipulationssuchasaddingasmall
amountof noisewithout signi�cantly altering the overall visual appearance.As steganography
embeddingsarefragile to imagemanipulations,sucha “shakingbag” method[10] caneffectively
destroy themessagehiddenin animage.Nevertheless,therearesituationswhenit is desirableto
beableto detecttheactivity of steganography. For instance,knowing a suspectsendingstegano-
graphicmessagesmaybeimportantto preventfurthercriminalactivities.

ImageSteganalysis

Steganographycanbeusedasa covert communicationmethodby criminals,terroristsandspies.
Maliciousmessagecanbeembeddedinto aninnocuous-lookingimage,andpostedon theInternet
or sentin anemailwithoutbeingsuspected.Therefore,it is notsurprisingthatwith theemergence
of steganography, that the developmentof a counter-technology, steganalysis,hasalsoemerged
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(see[21] for a review). The goal of steganalysisis to determineif an image(or other carrier
medium)containsan embeddedmessage.As this �eld hasdeveloped,determiningthe length
of the message[24] andthe actualcontentsof the messagearealsobecomingan active areaof
research.

Currentsteganalysismethodsfall broadlyinto oneof two categories: theembedding-specific
approachesto steganalysisthat take advantageof particularalgorithmicdetailsof theembedding
algorithm[34, 83, 59, 22, 84], andgenericsteganalysis(e.g.,[41, 23, 42]) thatattemptsto detect
the presenceof an embeddedmessageindependentof theembeddingalgorithmand,ideally, the
imageformat.Embedding-specificmethodsaremoreef�cient whentheknowledgeof embedding
algorithmis present.For instance,LSB insertionin raw pixels resultsin specificchangesin the
imagegrayscalehistogram,which canbeusedasthebasisfor its detection[84]. However, given
theever growing numberof steganographytools2, embedding-specificapproachesareclearlynot
suitablein orderto performgeneric,large-scalesteganalysis.

Ontheotherhand,thoughvisuallyhardto differentiate,thestatisticalregularitiesin thenatural
imageasthesteganographycoveraredisturbedby theembeddedmessage.For instance,changing
theLSBsof a grayscaleimagewill introducehigh frequency artifactsin thecover images.Shown
in Figure6.3are(a)thelogarithmof theFouriertransformof anaturalimage,and(b) thelogarithm
of theFouriertransformof thesameimageaftera messageis embeddedinto theLSBs. Shown in
panel(c) is thedifferencebetween(a) and(b). All imagesarecontrastenhancedfor display. Note
thedifferencebetweena cleananda stego imagein thehigh frequency region,which areartifacts
introducedby theembedding.Thegenericsteganalysis(e.g.,[41, 23, 42]) detectssteganography
by capturingsuchartifacts.Weproposeageneralframework for genericimagesteganalysis,based
on discriminative imagefeaturesfrom theproposedimagestatisticsandnon-linearclassification
techniques.Withouttheknowledgeof theembeddingalgorithm,ourmethoddetectssteganography
basedon the abnormalityin the statisticsof the stego images.In the following, we describeour
genericsteganalysissystemsfor JPEG,TIFF andGIF images.

6.2 GenericSteganalysisof JPEG Images

JPEG Encodingand Decoding

Notwithstandinga lossycompression,JPEG[81] (shortfor JointPhotographicExpertsGroup)is
thedominantimageformatcurrentlyfor its high compressionratio. Theoverall processof JPEG
encodingand decodingis shown in Figure 6.4 and 6.5, respectively. For encoding,the image
is �rst divided into 8 � 8 blocksandshiftedfrom unsignedintegersto signedintegers(to make
the dynamicrangeof pixel valuesto be zeromeaned).The blocksarethenfed into the forward
discretecosinetransform(FDCT). In decoding,the inverseDCT (IDCT) outputs8 � 8 blocksto
form thedecompressedimage.Denotingthe imagesignalandits DCT decompositionasI (x; y)

2aslistedat www.jjtc.com/Steganography/toolmatrix , thereareover200differentfreelydistributed
steganographyembeddingprograms,andmorethan60%of themcanbeusedto embedin images.
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(a) (b) (c)

Figure 6.3: Shown are(a) the logarithmof the Fourier transformof a naturalimage,and(b) the
logarithmof theFouriertransformof thesameimageaftera messageis embeddedinto theLSBs.
Shown in panel(c) is the differencebetween(a) and (b). All imagesarecontrastenhancedfor
display. Notethedifferencebetweenacleanandastego imagein thehigh frequency region,which
areartifactsintroducedby theembedding.

andF (u; v) respectively, theFDCTandIDCT aregivenin thefollowing equations:
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whereC(u) takes value1=
p

2 for u = 0 and1 otherwise. The DCT coef�cients measurethe
relativeamountof the2D spatialfrequenciescontainedin the8� 8 block. The64DCT coef�cients
arethensubjectto quantizationwith an8 � 8 quantizationmatrix. Dif ferentcompressionquality
will result in differentquantizationmatrix, which stipulatesthe quantizationstepfor eachDCT
coef�cients. Quantizationis theprinciplesourceof informationlossin JPEGcompression.After
thequantizationstep,theDC coef�cients (F (0; 0) of eachblockis encodedwith alinearprediction
coder(LPC)– i.e., theDC coef�cient of eachblock is replacedby thedifferencebetweenadjacent
blocks.Finally, all DCT coef�cients arefurtherencodedwith aHuffmancoder, andthedatastream
of aJPEG�le containsthe�nal encodedDCT coef�cients.

JPEG Steganography

MostexistingJPEGsteganographytoolsarebasedonLSB insertionsin thequantizedDCT coef�-
cients,asJPEGis a lossycompressionalgorithm.Embeddingsin theintensitydomain(e.g.,LSB
insertionin grayscales)will bedestroyedby the lossycompressionprocess,which discardshigh
frequency componentsin imagethatarenotessentialfor visualperception.On theotherhand,the
quantizedDCT coef�cient aresubjectto a losslessHuffmancoding,which will not affect theem-
beddedmessage.Besides,modi�cations to theLSBsof thequantizedDCT coef�cients introduce
minimal visualartifactsto thecover image,Figure6.2.

69



Figure6.4: JPEGencodingprocess,®gurefrom [81]

Figure 6.5: JPEGdecodingprocess,figure from [81]

Basedon this basicembeddingscheme,differentalgorithmsmayimplementfurther layersof
complexities. For instance,mostsystemshavethemechanismof distributingembeddinglocations
basedonauserprovidedstegokey to makethepatternof embeddingsirregular. Besides,tocounter
known steganalysismethods,many systemsalsomanipulatethestatisticsof thestego image.For
example,Outguess[60] only embedsinto one-halfof the redundantbits andusethe remaining
redundantbitstopreservethe�rst-order statisticsof theJPEGDCTcoef�cient distribution. F5[22]
usesamoresophisticatedembeddingalgorithmwhichembedsmessagebits into randomly-chosen
DCT coef�cients. Theembeddingis notbasedonbit-replacementor exchangingany �x edpairsof
values,but employsmatrix embeddingthatminimizesthenecessarynumberof changesto embed
a messageof certainlength. It doesnot modify thehistogramof DCT coef�cient andkeepsome
crucial characteristicsof the histogramof a cleanJPEGimage�le. All thesemadeF5 harderto
detectthanpreviousembeddingmethods.

6.2.1 Experiments

The cover imagesin the experimentsarethe 40; 000JPEGnaturalimagesdescribedin Chapter
1. Fromthese40; 000naturalimages,40; 000stego images(1; 600perembeddingmessagetype
andpersteganographytool) weregeneratedby embeddingrandomnoisemessagesof varioussizes
into thefull-resolutioncover images.Themessageswereof sizes6:0, 4:7, 1:2, 0:3 kilobytes(K),
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correspondingto anaverageof 100%, 78%, 20%and5% of the total steganographycapacity3 of
thecover images,respectively. ThesemessageswereembeddedusingJsteg [75], Outguess[60],
Steghide[30], Jphide[38] andF5 [82]. Whenembeddinga largemessage,its sizemight exceed
the steganographycapacity. In sucha circumstance,a fraction of the messagethat �lls the full
capacityof thecover imagewasembedded.Eachstegoimagewasgeneratedwith thesamequality
factorastheoriginal cover imagesoasto minimizedoubleJPEGcompressionartifacts.

From eachimage,cover andstego alike, imagefeaturevectorsbasedon theproposedimage
statisticswerecollected.Speci�cally, six typesof statisticalfeaturescanbecollected:

1. 72-D featurevectorof grayscalelocal magnitudestatistics;

2. 36-D featurevectorof grayscalelocal phasestatistics;

3. 108-D featurevectorof grayscalelocal magnitudeandlocalphasestatistics;

4. 216-D featurevectorof color localmagnitudestatistics;

5. 216-D featurevectorof color localphasestatistics;

6. 432-D featurevectorof color localmagnitudeandlocal phasestatistics.

To accommodatedifferent imagesizes,only the central256 � 256 region of eachimagewas
analyzed.

We trainedlineardiscriminantanalysis(LDA), non-linearsupportvectormachineswith radial
basisfunction(RBF) kernels,andone-classsupportvectormachines(one-classSVM) with RBF
kernelandmultiple hyperspheres,basedon the collectedimagestatistics. The training setsfor
LDA andSVM consistedof imagestatisticsfrom the32; 000randomlychosennaturalimagesand
32; 000randomlychosenstegoimages(6; 400perembeddingprogramtested).Theimagestatistics
of the remainingcover andstego imageswereusedto testthe classi�ersobtained– throughout,
resultsfrom the testingstagearepresented.In the trainingphase,the false-positive rate(i.e., the
probabilityof acoverimagebeingincorrectlyclassi�edasastegoimage)wascontrolledto beless
than1%. Thisspeci�c settingis thepracticalrequirementof applyingsteganalysis,wherethecost
of a falsepositive is muchhigherthana falsenegative. Thecontrolovererrorrateswereachieved
by adjustingweightson differenttypesof classi�cationerrors.Theparametersof theRBF SVM,
namelythewidth of the RBF kernelandthepenaltyfactor, weretunedby cross-validation. The
trainingsetof theone-classSVM classi�ersconsistedof only theimagestatisticsfrom the32; 000
cover images,andnonefrom thestegoimages.Theimagestatisticsof theremainingcover images
andall stego imagesformedthetestingsetof theone-classSVM classi�ers.For comparison,one-
classSVMs with 1, 4, and6 hyperspheresweretrained. In eachcase,the false-positive ratewas
also�x edto belessthan1%.

3The steganographycapacityis the ratebetweenthe sizeof embeddedmessageandthemaximummessagesize
permittedof acover image,whichvariesacrossdifferentimageformats,embeddingsoftwaresandcover images.The
steganographycapacityreportedhereafterarebasedon theaveragemaximummessagesizeof 1000cover imagesper
embeddingprogram.
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In thefollowing, we examinethegeneralsensitivity androbustnessof our approachto feature
types,messagesize,thechoiceof classifier, thespecificcomponentsof thestatisticalmodel,false-
positiverate,JPEGcompression,andto cover imageformat.

Feature Types

We �rst comparethe performanceof grayscaleandcolor imagestatistics. Shown in Figure6.6
are the detectionaccuraciesfor the LDA classifier, for � ve differentsteganographyembedding
programsand four differentmessagessizesanda training falsepositive rate of 1%, with (top)
the108grayscaleimagestatistics(72 local magnitudestatisticsand36 local phasestatistics)and
(bottom) the 432 combinedcolor imagestatistics(216 local magnitudestatisticsand216 local
phasestatistics)for LDA classifierson thesamesetof images.For point of comparison,the re-
sultsfor thecolor imagestatistics(bottompanel)areannotatedwith thedetectionaccuracy for the
grayscaleimagestatistics(toppanel).Theleft-mostgraybarcorrespondsto thefalse-positiverate
(a cleanimageincorrectlyclassifiedasstego),by subtractingit from 100%, which is, on average,
lessthan1:0%. This indicatesthat the LDA classifiersdid not over�t the training data. For the
grayscaleimagestatistics,theaveragedetectionaccuracy is 27:8%, 12:2%, 5:0%and0:5%for em-
beddingsatcapacities100%, 78%, 25%and5%, with amaximum/minimumdetectionaccuracy of
51:2%=12:2%, 23:3%=5:4%, 9:4%=2:3%, and1:0%=0:1%. For thecolor imagestatistics,theaver-
agedetectionaccuracy is 44:7%, 26:7%, 11:2%and1:0%for embeddingsatcapacities100%, 78%,
25% and 5%, with a maximum/minimumdetectionaccuracy of 64:4%=31:1%, 33:2%=16:5%,
12:7%=8:3%, and2:3%=0:3%. The color imagestatisticsachieved, in general,higheraccuracy
thanthegrayscaleimages,asregularitiesacrossdifferentcolor channelsareconsidered.Thereis
alsoa generaltrendthat the classificationaccuracy decreasesasthe sizeof embeddingmessage
decreases,andthe detectionaccuracy variesacrossdifferentembeddingprograms- with F5 and
Jsteg beingthehardestandeasiest,respectively.

Linear or Nonlinear Classification

The previous experimentcon�rms that the 432color imagestatisticsaremoreeffective thanthe
108grayscaleimagestatisticsfor steganalysis.Next wecomparedifferentclassi�cationtechniques
combinedwith thecolor imagestatistics.Shown in Figure6.7 (top) is theclassi�cationaccuracy
with the432color imagestatisticsfor � ve differentsteganographyembeddingprogramsandfour
differentmessagessizesandatrainingfalsepositiverateof 1%, for non-linearSVM classifierswith
RBF kernels,annotatedwith thedetectionaccuracy of theLDA classi�ersin Figure6.6(bottom).
Theleft-mostgraybarcorrespondsto thefalse-positiverate(acleanimageincorrectlyclassifiedas
stego)by subtractingit from 100%, which is, on average,lessthan1:0%, indicatingthenon-linear
SVM classifiersdid notover�t thetrainingdata.Theaveragedetectionaccuracy of thenon-linear
SVM classifieris 78:2%, 64:5%, 37:0% and7:8% with a maximum/minimumdetectionaccuracy
of 91:1%=66:4%, 76:4%=51:8%, 43:2%=31:3% and11:2%=4:8% for eachembeddingtypes. In
general,thenon-linearSVM classifieroutperformsthe linearclassificationwith LDA, re�ecting
the�e xibility of thenon-linearSVM in learningacomplex classificationsurface.
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One-classSVM Classification

Thoughnon-linearSVM with the color imagestatisticsachieved the bestperformance,the data
preparationandtrainingprocessfor non-linearSVMsareneverthelesscomplicatedandvulnerable
to thoseyetunknown embeddingschemes.Speci�cally, thetrainingsetof anon-linearSVM must
includeall targetedsteganographytools. On theotherhand,theone-classSVM, section3.3,has
the advantageof requiringonly the cover imagesin the training set. Shown in Figure6.7 is the
detectionaccuracy for a one-classSVM classifierwith six hyperspheres(Section3.3.2)for each
of � ve steganographyembeddingprograms,andfour differentmessagessizes,with the432color
imagestatisticsanda training falsepositive rateof 1%. For point of comparison,the resultsfor
the one-classSVM (Figure6.7(bottom))areannotatedwith the detectionaccuracy for the linear
SVM (Figure6.7(top)).Theone-classSVM hastheaveragedetectionaccuracy of 76:9%, 61:5%,
30:3%and5:4%, with a maximum/minimumdetectionaccuracy of 92:4%=64:4%, 79:6%=49:2%,
42:3%=15:8%and8:9%=2:7%. Theone-classSVM resultsin only a modestdegradationin detec-
tion accuracy, while affordingasimplertrainingstage.Thedrawback,however, is thatthetraining
time for one-classSVM with multiple hyperspheresis muchlongerthanthecorrespondingnon-
linearSVM classifier.

Theuseof theone-classSVM classifierwith multiple hyperspheresbearsthequestionof how
many individual one-classSVM classifiers(or equivalently, hyperspheres)shouldbeused.While
multiplehyperspheresaffordedamorecompactsupportin thetrainingstage,they tendedto over-�t
to the training dataandled to poor generalizationin the testingstage.We comparedthe perfor-
manceof theone-classSVM classifierswith multiple hyperspheres.Shown in Figure6.8 arethe
classificationaccuracy with color imagestatisticsfor one-classSVMs with differentnumberof
hypersphereson embeddingmessagesof 78%steganographycapacity. Thegraybarscorrespond
to thefalse-positiverate(acleanimageclassifiedasstego),by subtractingthemfrom 100%. Each
groupof four barscorrespondsto differentnumberof hyperspheres(hs) in the one-classSVM
classifier. Thehorizontalaxescorrespondto steganographyembeddingprograms(jsteg (js); out-
guess(og); steghide(sh); jphide (jp); andF5 (f5)). Note that even thoughthe overall detection
improvedwith anincreasingnumberof hyperspheres,thefalse-positive rates,99:7,99:4 and99:0,
also increaseconsiderably. The optimal numberof hypersperes,thus, is a balancebetweenthe
detectionaccuracy andthefalse-positiverate.

Categoriesof ImageStatistics

Similar to theanalysisin section5.4, we would like to know the role of individual statisticsand
statisticscategory in the classification. Shown in Figure6.9, from left to right, is the detection
accuracy for a non-linearSVM trainedwith the108color coef�cient marginal statisticsonly, the
108magnitudelinear predictionerror statisticsonly, the 216 local phasestatisticsonly, andthe
216localmagnitudestatisticsincludingbothcoef�cient marginalandmagnitudelinearprediction
errorstatisticson embeddingmessagescorrespondingto 78%capacity. For point of comparison,
thedotscorrespondto a non-linearSVM trainedon thecompletesetof 432color imagestatistics
with both the local magnitudeand local phasestatistics. Theseresultsshow that the combined
local magnitudeandlocal phasestatisticsprovide for betterdetectionaccuracy thanonly a subset
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of thestatistics.
Next, wewould like to investigatethecontributionof theerrorstatisticsandmarginalstatistics

in the216local magnitudestatistics.Shown in Figure6.10is theaccuracy of theclassifierplotted
againstthenumberandcategoryof statisticsfor theLDA classifieron thetestingsetcomposedof
Jsteg stego imageswith embeddingsof size4:7 kilo-byteswith a 1% falsepositive rate4. Similar
to section5.3,webeganby choosingthesingleimagestatistics,outof the216possiblecoef�cient
marginalandmagnitudelinearpredictionerrorstatistics,thatachievedthebestdetectionaccuracy.
Thiswasdoneby building 216LDA classifiersoneachstatistics,andchoosingtheonethatyielded
thehighestaccuracy (which wasthevariancein theerrorof thegreenchannel's diagonalbandat
the secondscale). We thenchosethe next beststatisticsfrom the remaining215statistics.This
processwasrepeateduntil all statisticswereselected.Thesolid line in Figure6.10is thedetection
accuracy asa functionof thenumberof statisticsadded.Thewhiteandgraystripescorrespondto
magnitudelinearpredictionerrorandcoef�cient marginal statistics,respectively. If thestatistics
includedon thei th iterationwasof coef�cient marginal thena verticalgrayline wasdrawn at the
i th position.Notethatthecoef�cient marginal andmagnitudelinearpredictionerrorstatisticsare
interleaved,showing thatbothsetsof statisticsareimportantfor classification.However, thelatter
partof thecurve,wheretheclassificationaccuracy plateauscorrespondto themeansandskewness,
whicharemostlycloseto zeroandthuscarrylessclassificationinformation.

Thespecificcontributionof the216localmagnitudeand216localphasestatisticswasanalyzed
similarly. Shown in Figure6.11is thedetectionaccuracy of LDA classifiersasa functionof the
numberandcategoryof the432localmagnitudeandlocalphasestatisticswith a1%trainingfalse
positive rate. The white andgray stripescorrespondto decompositionandlocal phasestatistics,
respectively. As the top 67 statisticsareof the local magnitude,they have morein�uence in the
classification. We were surprisedthat the phasestatiticsdid not provide a larger boostto the
overall detectionaccuracy. Thereareseveralpossiblereasonsfor this: (1) our speci�c statistical
modelfor phasesimplyfails to capturetherelevantphasestatisticsof naturalimages;(2) ourphase
statisticsdo capturetherelevantphasestatistics,but thesteg embeddingalgorithmsdo notdisturb
thesestatistics;or (3) whatwe think mostlikely, themagnitudeerrorstatisticsimplicitly capture
similar propertiesof thephasestatistics– thatis, geometricregularities(e.g.,edges)areexplicitly
capturedby thephasestatisticsthroughcorrelationsbetweentheangularharmonics,while these
sameregularitiesareimplicitly capturedby theerrorstatisticsthroughcorrelatinsof themagnitude
acrossspaceandscale.

FalsePositiveRates

An importantfactorin classificationis thefalsepositiverate,or theerrorratefor misclassifyinga
stegoimageasacleanimage.Generally, thehigherthefalsepositiverate,thelowerthecorrespond-
ing classificationaccuracy. Shown in Figure6.12is thedetectionaccuracy for a non-linearSVM
with a 0:1% training false-positive rate. Theaveragedetectionaccuracy is 70:7%, 56:5%, 27:7%
and3:9% for embeddingsat capacities100%, 78%, 20%and5%, with a maximum/minimumde-

4ThisanalysiswasperformedonlyontheLDA becausethecomputationalcostof retraining23; 220= 216+ � � �+ 1
non-linearSVMs is prohibitive. We expectthesamepatternof resultsfor thenon-linearSVM.
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tection accuracy of 86:3%=58:3%, 71:2%=42:1%, 37:8%=14:6% and 7:1%=1:3%. For point of
comparison,theseresultsareannotatedwith thedetectionaccuracy for thenon-linearSVM with a
1:0%false-positiverate,Figure6.7(top).Notethatanorderof magnitudelower false-positiverate
resultsin a relatively smalldegradationin detectionaccuracy.

JPEG Qualities

TheJPEGquality is animportantfactorin theperformanceof steganalysis.Dif ferentJPEGquality
correspondsto differentquantizationof theDCT coef�cient, andhasbeenshown in Chapter4 to
affect the classificationbasedon the proposedimagestatistics. We testedthe non-linearSVM
classifiers,trainedon cover andstego imagesof oneJPEGquality, to cover andstego imagesof
anotherJPEGquality. Speci�cally, we usedthe stego imageswith messagesof steganography
capacity100%and78%. Shown in Figure6.13(top)is the detectionaccuracy for a non-linear
SVM trainedon JPEGimageswith quality factor70andthentestedon JPEGimageswith quality
90. Thedotsin this panelis theclassificationaccuracy of thesameclassi�er on cover andstego
imagesof JPEGquality 70. Shown in Figure6.13(bottom)is the detectionaccuracy for a non-
linearSVM trainedon JPEGimageswith quality factor90 andthentestedon JPEGimageswith
quality 70. Thedotsin this panelis theclassificationaccuracy of thesameclassi�er on coverand
stego imagesof JPEGquality90.

Theclassifiertrainedandtestedonimageswith qualityfactor90, achievedanaveragedetection
accuracy of 64:5% with a false-positive rateof 1:2%. Whentestedon imagesof quality factor
70, this sameclassifierachieved an averagedetectionaccuracy of 77:0%. This higheraccuracy
seems,at �rst glance,to bea bit puzzling,but notethatthefalse-positive ratedecreasesto 77:4%,
renderingthis classifierlargely uselessfor imagequalitiesother than thosenearto the training
images. The classifiertrainedand testedon imageswith quality factor70 achievesan average
detectionaccuracy of 54:4%with a false-positive rateof 1:2%. Whentestedon imagesof quality
factor90, this sameclassifierachievesanaveragedetectionaccuracy of only 19:2%, with a false-
positive rateof 8:7%, againrenderingthis classifierlargely uselessfor imagequalitiesotherthan
thosenearto thetrainingimages.Theseresultsshow thatour classifiersdo not generalizewell to
new JPEGquality factors,but thatindividually trainedclassifiers,onseveralJPEGquality factors,
areableto detectsteganographyin cover imagesof varyingcompressionfactors.

Comparision with PreviousWork

Thereare,of course,many steganalysistechniquesthat have emergedover the pastfew years.
While many of thesearespeci�c to individual embeddingprograms,a few areuniversal,or near-
universalapproaches.In this sectionwe attemptto comparetheeffectivenessof our approachto
thatof Fridrich [20], asit hasclearlyemergedhasoneof themosteffective techniques.

Fridrich extractedstatisticalmeasurementsbasedon marginal andjoint DCT statistics,from
cleanandstego images.A Fisherlinear discriminantclassi�er wasthentrainedandtestedon a
collectionof 1; 800images.While therearesomeobvioushigh-levelsimilaritiestoourapproaches,
a direct comparisonis dif�cult since(1) Fridrich's approachwasspeci�cally designedto detect
steganographyin JPEGimageswhile our approachwasappliedto JPEG,GIF, andTIFF formats;
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(2) Fridrich employeda linear classi�er while we employed linear andnon-linearclassi�ers; (3)
Fridrich testedher approachon 1; 800 grayscaleimages,while we testedourson 40; 000 color
images;and(4) Fridrich employedonly 23statisticalfeatures,while we employeda considerably
larger432features.

With thesecaveatsin mind,wecomparedtheperformanceof ourapproachesonOutGuessand
F5. For a 1% false-positive rateandan embeddingratefor Outguessof 0:05 and0:1 bpc 5 (bits
pernon-zeroDCT coef�cient), ourdetectionaccuracies(non-linearSVM) were53:8%and71:3%
while thoseof Fridrichwere31:1%and99:1%. For a1%false-positiverateandanembeddingrate
for F5of 0:05and0:1 bpc,ourdetectionaccuracieswere10:7%and26:3%while thoseof Fridrich
were2:6% and7:2%. While our approachseemsto bemoreeffective at lower embeddingrates,
Fridrich's approachis moreeffective at higherembeddingrates. This is particularly impressive
giventhelow-dimensionalfeaturevectorandtheuseof only a linearclassi�er.

6.3 GenericSteganalysisof TIFF and GIF Images

TIFF andGIF aretwo losslessimageformatsthatcanbeusedascoversfor steganography. TIFF
(TaggedImageFile Format)is oneof themostwidely usedlosslesshigh-�delity imageformats.It
is thedefactostandardimageformatfor highcolordepth(32-bit) imaging.As TIFF is anuncom-
pressedimageformat,messagescanbeembeddedwith a genericLSB embeddingthatmodulates
the least-signi�cantbits of a randomsubsetof the pixel intensities. GIF (GraphicInterchange
Format)wasdevelopedoriginally for imageswith 8-bit index colors,with a paletteof 256 true
colors.GIF is basedon thelosslessLZW compression.Steganographyin GIF imagescanbeim-
plementedby LSB insertionsof thecolor indexes(e.g.,EzStego) or permutationof color palette
entries(Gifshuf�e).

To test the performanceof the proposedimagestatisticsand non-linearSVM classi�er on
TIFF andGIF images,we �rst convertedfrom the40; 000JPEGnaturalimage,theequalnumber
of TIFF andGIF images6. For theTIFF cover images,messageswereembeddedusinga generic
leastsigni�cant bit (LSB) algorithm.Thesemessageswererandomnoisesof sizes84:6K , 75:0K ,
18:8K and4:6K correspondingto embeddingcapacitiesof, approximately, 100%, 89%, 22%and
5%. For theGIF cover images,messageswereembeddedusingEzStego [44] andGifshuf�e [37].
EzStego embedsmessagein GIF imagesby LSB insertionto thecolor index of eachpixel, which
slightly perturbthe image. The messagesembeddedwith EzStego wererandomnoisesof sizes
26:2K , 22:7K , 6:7K and1:6K , correspondingto embeddingcapacitiesof, approximately, 100%,
85%, 25%and6%. Gifshuf�e embedsmessagewith a very differentmethod.In Gifshuf�e, each

5Our detectionaccuraciesaregivenwith respectto thetotal cover capacity, de®nedto bethemaximumsizeof a
messagethatcanbeembeddedby theembeddingalgorithm.Comparablebpcvaluesfor theseembeddingrateswere
determinedto allow for a direct comparisonto Fridrich's results.For OutGuess,a bpcvalueof 0:05 and0:1 corre-
spondsto anembeddingcapacityof 44:2%and88:5%, respectively. For F5,a bpcvalueof 0:05and0:1 corresponds
to anembeddingcapacityof 7:8%and15:7%, respectively.

6Thereis anargumentthatTIFF andGIF imagesconvertedfrom JPEGimagesmake thesubsequentsteganalysis
easier. However, in faceof the relative scarceof high quality TIFF andGIF imagesavailable, this is still a viable
solutionandtheresultscanpredictthoseon raw TIFF or GIF images.
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possibleembeddedmessageis representedby onespeci�c orderof the itemsin thecolor palette.
For GIF imageswith 256entriesin thecolorpalette,thismeansa total numberof 256!of different
messages,or amaximum1:6K messagecanbeembeddedinto aGIF image,regardlessthesizeof
the image. Perturbingonly the color palettewill not changethe imagesignal,thustheproposed
imagestatisticscouldnotbeapplieddirectly. However, if thecolorpalettefor all GIF imageswere
the same,which is the casein our experiment,we cantreat the indexesaspixels of a grayscale
imageandemploy grayscaleimagestatisticsfor steganalysis.Themessagesembeddedwith Gif-
shuf�e wererandomnoisesof sizes1:6K , 1:4K , 0:4K and0:08K , correspondingto embedding
capacitiesof, approximately, 100%, 85%, 25%and6%.

Shown in Figure6.14(top)is thedetectionaccuracy for non-linearSVMsseparatelytrainedon
the TIFF andGIF images.Eachgroupof barscorrespondsto a differentembeddingalgorithm:
from left to right, LSB (ls), EZStego (ez) andGifshuf�e (gs). The gray barscorrespondto the
false-positive rateof 1:0%. For theTIFF images,thedetectionaccuracy is 72:3%, 52:9%, 11:3%
and1:2%. For theGIF images,theaveragedetectionaccuracy is 62:9%, 47:8%, 17:2%and1:7%.
In termsof embeddingcapacity, thesedetectionratesareslightly lowerthanthedetectionaccuracy
for JPEGcover images.Next, we appliedthenon-linearSVM classi�erstrainedon JPEGimages
to theTIFF andGIF images,for which theperformanceis shown in Figure6.14(bottom).For the
TIFF images,thedetectionaccuracy is 72:3%, 52:9%, 11:3% and1:2%. For theGIF images,the
averagedetectionaccuracy is 62:9%, 47:8%, 17:2% and1:7%. This shows thatour classi�ersdo
notgeneralizewell to differentimageformats,but thatindividually trainedclassi�ers,ondifferent
imageformats,areableto detectsteganographyin cover imagesof differentimageformats.

6.4 Summary

In conclusion,ourexperimentscon�rm thattheproposedimagestatisticsandnon-linearclassification
areeffective in genericimagesteganalysis.Speci�cally, the432combinedcolor imagestatistics
(216local magnitudestatisticsand216local phasestatistics)andnon-linearSVM seemedto have
thebestdetectionperformance.Ontheotherhand,aone-classSVM classifierwith multiplehyper-
sphereshadaslightdegradationin detectionaccuracy yetamuchsimplertrainingprocess.Wealso
observed thatdifferentfalsepositive rates,JPEGqualitiesandimageformatsaffectedthe detec-
tion accuracy. In building practicalgenericsteganalysissystems,thesefactorsmustbeconsidered.
Finally, asimilargenericsteganalysissystemcanalsobebuilt for audiosignals[32].
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Figure6.6: Classificationaccuracy for (top)108grayscaleimagestatistics,and(bottom)432color
imagestatistics,with LDA classificationanda1%falsepositive ratein training.Theleft-mostgray
barcorrespondsto thefalse-positive rate(a cleanimageclassifiedasstego), by subtractingit from
100%. Eachgroupof four barscorrespondsto differentsteganographyembeddingprograms(jsteg
(js); outguess(og); steghide(sh); jphide (jp); andF5 (f5)). The numericvalueson thehorizontal
axescorrespondto themessagesize(asanaveragepercentageof thesteganographycapacityof the
covers).For point of comparison,thedotsin bottompanelcorrespondto thedetectionaccuracy of
panel(top).
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Figure 6.7: Classificationaccuracy with color imagestatisticsfor (top) non-linearand(bottom)
one-classSVMs with a 1% training falsepositive rate. The left-mostgray bar correspondsto the
false-positive rate(a cleanimageclassifiedasstego), by subtractingit from 100%. Eachgroupof
four barscorrespondsto differentsteganographyembeddingprograms(jsteg (js); outguess(og);
steghide(sh); jphide (jp); andF5 (f5)). The numericvalueson the horizontalaxescorrespondto
themessagesizeasanaveragepercentageof thesteganographycapacityof thecovers.For pointof
comparison,thedotsin bottompanelcorrespondto thedetectionaccuracy in Figure6.6 (bottom);
andthedotsin bottompanelcorrespondto thedetectionaccuracy of toppanel.
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Figure 6.8: Classificationaccuracy with color imagestatisticsfor one-classSVMs with different
numberof hypersphereson embeddingmessagesof 78% steganographycapacity. The gray bars
correspondto the false-positive rate(a cleanimageclassifiedasstego), by subtractingthemfrom
100%. Eachgroupof four barscorrespondsto differentnumberof hyperspheres(hs) in the one-
classSVM classifier. Thehorizontalaxescorrespondto steganographyembeddingprograms(jsteg
(js); outguess(og); steghide(sh);jphide(jp); andF5 (f5)).
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Figure 6.9: Classificationaccuracy for a non-linearSVM trainedon (from left to right) the 108
color coefficient marginal statisticsonly, the108 magnitudelinearpredictionerror statisticsonly,
the216localphasestatisticsonly, andthe216local magnitudestatisticsincludingbothcoefficient
marginal andmagnitudelinearpredictionerrorstatisticson embeddingmessagescorrespondingto
78% steganographycapacity. The dotscorrespondto a non-linearSVM trainedon the complete
setof 432color imagestatisticswith boththe local magnitudeandlocal phasestatistics.Thegray
barcorrespondsto thefalse-positive rate(a cleanimageclassifiedasstego), by subtractingit from
100%. Thehorizontalaxescorrespondto differentsteganographyembeddingprograms(jsteg (js);
outguess(og); steghide(sh);jphide(jp); andF5 (f5)).
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Figure 6.10: Shown is thedetectionaccuracy of LDA classifiersasa functionof thenumberand
category of the216 local magnitudestatisticswith a 1% training falsepositive rate. Thehorizen-
tal axis correspondsto the numberof statisticsincorporated,andthe vertical axis correspondsto
the detectionaccuracy in percentage.The white andgray stripescorrespondto magnitudelinear
predictionerrorandcoefficient marginal statistics,respectively.
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Figure 6.11: Shown is thedetectionaccuracy of LDA classifiersasa functionof thenumberand
category of the 432 local magnitudeand local phasestatisticswith a 1% training falsepositive
rate.Thehorizontalaxiscorrespondsto thenumberof statisticsincorporated,andtheverticalaxis
correspondsto the detectionaccuracy in percentage.The white and gray stripescorrespondto
decompositionandlocalphasestatistics,respectively.
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Figure 6.12: Classificationaccuracy for a non-linearSVM with color imagestatisticsandwith a
0:1% trainingfalse-positives. Thedotscorrespondto thedetectionaccuracy for a non-linearSVM
with 1:0% false-positives, Figure 6.7(top). In all panels,the gray bar correspondsto the false-
positive rate(a cleanimageclassifiedasstego), by subtractingit from 100%. Eachgroupof bars
correspondsto different steganographyembeddingprograms(jsteg (js); outguess(og); steghide
(sh);jphide(jp); andF5(f5)). Thenumericvaluesonthehorizontalaxescorrespondto themessage
sizeasanaveragepercentageof thesteganographycapacityof thecovers.

82



0

25

50

75

100

100% 78%

js og sh jp f5 js og sh jp f5

de
te

ct
io

n 
ac

cu
ra

cy
 (

%
)

0

25

50

75

100

100% 78%

js og sh jp f5 js og sh jp f5

de
te

ct
io

n 
ac

cu
ra

cy
 (

%
)

Figure 6.13: Classificationaccuracy for non-linearSVM classifiers(top) trainedon JPEGimages
with quality factor70 andtestedon JPEGimageswith quality 90, and(bottom)trainedon JPEG
imageswith quality factor90 andtestedon JPEGimageswith quality 70. Thedotsin (top) corre-
spondto thesameclassifiertestedon quality factor70, andthedotsin (bottom)correspondto the
sameclassifiertestedon quality factor90. The gray barscorrespondto the false-positive rate(a
cleanimageclassifiedasstego), by subtractingit from 100%. Eachgroupof barscorrespondsto
differentembeddingcapacities,100%and78%. Thehorizontalaxescorrespondto steganography
embeddingprograms(jsteg (js); outguess(og); steghide(sh);jphide(jp); andF5 (f5)).
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Figure 6.14: Classificationaccuracy on TIFF andGIF format imageswith a 1% training false-
positive rateandfor non-linearSVMs(top)with atrainingsetconsistedof TIFF or GIF images,and
(bottom)atrainingsetwith JPEGimages.Thedotsin (bottom)correspondto theaccuraciesin (top).
Thegraybarscorrespondto thefalse-positive rate(acleanimageclassifiedasstego),by subtracting
it from 100%. Eachgroupof four barscorrespondsto differentsteganographyembeddingprograms
(a genericLSB embeddingin TIFF (ls); EzStego in GIF (ez); andGifshuf�e in GIF (gs)). The
numericvalueson the horizontalaxis correspondto the messagesize (asa percentageof cover
capacity).

84



Chapter 7

Other Applications

Wepresentin thischapteroneanotherapplicationof theproposedimagestatisticsin digital image
forensics,asfor differentiatingtherebroadcast(printed-out-and-scanned-in)imagesfrom the live
capturedimagesin section7.1. In section7.2,theproposedlocalmagnitudeimagestatistics(with
a adaptedneighborhoodset)is appliedto thetraditionalart authentication,wherewe differentiate
or identify theartisticstylesof differentartistsbasedon theseimagestatistics.

7.1 Li veor Rebroadcast

In recentyears,biometric-basedauthentication(e.g.,face,iris, voiceor �ngerprint) is increasingly
gainingpopularityin a largespectrumof applications,rangingfrom governmentalprograms(e.g.,
nationalID cardandvisa)to commercialapplicationssuchaslogical andphysicalaccesscontrol.
Comparedto thetraditionalpassword-basedauthenticationsystems,thebiometrics-basedsystems
have the advantagesof easiermanagement(no needto memorizingthe passwordsandchanging
themperiodically)andbettersecurity(biometricscon�rm theidentity of theuser).

Surprisingly, however, even the most sophisticatedbiometric-basedauthenticationsystems
may be vulnerableto a simple “rebroadcast”attack. For instance,to breakan iris-recognition
basedauthenticationsystem,a maliciousintrudercan�nd a photographof thefaceof anauthen-
ticatedperson,printedout on a paper(with suf�ciently high printing quality), cut the iris images
outandpastedonhiseyelids.Whenbeingpresentedto thesystem,insteadof thelivecapturediris
image,Figure7.1 top row, the systemis fed with the rebroadcastiris images,Figure7.1 bottom
row. For thepurposeof recognition,theseimagesarejust thesame,with therebroadcastimages
with differentnoisecharacteristicsfrom theprintingprocess.Sincemany biometric-basedauthen-
ticationsystemsarebuilt to berobustin imagenoises,suchasimpletrick will, unfortunately, work
for theintruder'spurpose.It hasbeenreportedthattwo Germanhackersusingasimilar technique
broke two commercial�ngerprint authenticationsystems.

A key featurefor biometric-basedauthenticationsystemswithstandingthe “rebroadcast”at-
tacks,is to enablethesystemsto differentiatebetweena rebroadcastanda live image.Following
thegeneralmethodologyin Chapter5 and6, this problemis formulatedasa binaryclassi�cation
whereclassi�ersof live andrebroadcastimageswasbuilt basedon theproposedimagestatistics.
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Figure 7.1: Shown is the original iris images(top row) and the imagesafter beingprintedand
scanned(bottomrow). Themeanof theabsolutevalueof thedifferencebetweentheseimagesis 19
with astandarddeviationof 17:5 (onascaleof [0; 255]).

Thoughpreviouschaptersindicatethatcolor imagestatisticsandnon-linearclassi�cationarethe
mosteffective solutions,we found that for this task,the simplerimagefeaturecomprisedby the
72grayscalelocal magnitudestatisticsandlinearclassi�er (LDA) aresuf�cient for agoodperfor-
mance.

In our experiment,we randomlychose1; 000imagesfrom the40; 000color photographicim-
agesasdescribedin Chapter1. Fromtheseimages,200“rebroadcast”imagesweregeneratedby
printing thegrayscaleconvertedphotographimagesonalaserprinterandthenscannedwith a �at-
bedscanner, Figure7.1.This is to simulatetheconditionwhentheprinted-outimagesarecaptured
by thecamerain theauthenticationsystem.For consistency, printingandscanningwerebothdone
at 72 dpi (dotsper inch) to reducelossof imageinformationasmuchaspossible.Next, the 72
grayscalelocalmagnitudeimagestatisticswerecollectedonall the1; 200images,from which750
photographimagesand150 rebroadcastimageswererandomlychosento form the training set.
Theremaining250photographimagesand50rebroadcastimageswereincludedin thetestingset.

In thetrainingstage,theLDA classi�er correctlyclassi�ed99:5%of theliveand100%of the
rebroadcastimages- with a thresholdwasselectedsoasto afford a lessthan0:5% falsepositive
rate. In the testingstage,99:5% of the live and99:8% of the rebroadcastimageswerecorrectly
classiffed.To avoid reportingresultspertainingtoaspeci�c training/testingsplit, thesevalueswere
the averageof resultsover 100 randomtraining/testingsplits. The relatively easyclassi�cation
of live andrebroadcastimagesattributesto the artifactsintroducedby the printing andscanning
process,which the simplegrayscalelocal magnitudestatisticsandlinear classi�cationsuf�ce to
capture. However, as the currentexperimentis only a roughsimulationof the real rebroadcast
attack, it may be the casewhen higher printing quality and cameraresolutionare used,more
sophisticatedimagestatistics(e.g., the 432 color imagestatistics)and non-linearclassi�cation
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techniques(e.g.,SVM) areneeded.The trainedclassi�er canthenbe usedasa front-endto the
biometric-basedauthenticationsystemto pre-�lter potentialrebroadcastattacks.

7.2 Art Authentication

Many chef d'œuvesin art areshroudedwith mysteryasthe true identitiesof the artists,andart
authenticationaimsto solve thesemysteries.Of greatinterestto art authenticationarethedetec-
tion of forgeries,andtherecovery of all artistsinvolvedin producinga piece(alsoknown asthe
problemof “many hands”).Existingart authenticationapproacheslargely rely on physicalexam-
ination(e.g.,X-raysor surfaceanalysis)and/ortheexpertiseof art historians.With theadventof
powerful digital technology, it seemsthatcomputationaltoolscanprovidesomenew weaponsinto
the arsenalof art authenticationmethods.Previous examplesincludethe analysisof the fractal
dimensionof JackPollock'sworks[72].

The ability of the imagestatisticsproposedin previous chapterto capturesubtledifference
betweennaturalandunnaturalimagessuggeststhat they mayalsobe appliedto differentiatethe
individual artistic stylesin thescannedimagesof art works. Theseartistic styles,thoughfunda-
mentallydifferentfrom theimageforensicapplications,sharethesimilarity thatthey aretranscend
simpledifferencein imagecontents,andintuitively justify the useof the proposedimagestatis-
tics. Speci�cally, forgerydetectionis formulatedaslooking for differencein the imagestatistics
betweentheworksof differentartists,andidenti�cation of involving artistsas�nding clusteringin
theresultingimagestatistics.In thefollowing, we describetheapplicationof the imagestatistics
to theforgerydetectionfor theworksof PieterBruegel theElderandtheanalysisof authorshipin
apaintingof Perugino.

7.2.1 Bruegel

PieterBruegel theElder (1525/30-1569)wasperhapsoneof thegreatestFlemishartists.Of par-
ticular beautyarehis landscapedrawings. We chooseto begin our analysiswith Bruegel's work
notonly becauseof theirexquisitecharmandbeauty, but alsobecauseBruegel'swork hasrecently
beenthesubjectof renewedstudyandinterest[51]. As aresultmany drawingsformerlyattributed
to Bruegel arenow consideredto belongto others. As such,we believe that this is a wonderful
opportunityto testandpushthelimits of our computationaltechniques.

We digitally scanned(at 2400dpi) two setsof drawings from the Bruegel folio from 35mm
color slides,aslisted in Table7.1 (slideswereprovidedcourtesyof theMetropolitanMuseumof
Art [51]): the portfolio consistedof eight authenticatedlandscapedrawings by Bruegel and� ve
forgeries. Shown in Figure7.2 are imagesof an authenticBruegel drawing (catalog#6) anda
forgery(catalog#7). Thesecolor (RGB) images,originally of size3894� 2592, werecroppedto
acentral2048� 2048pixel region,convertedto grayscaleusingGray= 0:299Red+ 0:587Green+
0:114Blue1, andauto-scaledto �ll thefull intensityrange[0; 255].

1Althoughconvertingfrom color to grayscaleresultsin asigni®cantlossof information,wedid soto make it more
likely that the measuredstatisticalfeaturesandsubsequentclassificationweremore likely to be basedon the pen
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Figure7.2: Authentic#6 (top)andforgery#7 (bottom),seeTable7.1.

For eachof 64(8� 8) non-overlapping256� 256pixel region in eachimage,theproposedim-
agestatisticswerecollected.Empirically, wefoundthatthe72grayscalelocalmagnitudestatistics
with adaptedneighborhoodsets(section2.2.1)achievedsuf�ciently goodperformancefor authen-
ticatingtheseBruegel paintings.Eachimageof apaintingin questionwasthusreducedto asetof
6472-D imagefeaturevectors.In orderto determineif thereis astatisticaldifferencebetweenthe
authenticdrawingsandtheforgeries,wecomputedtheHausdorff distance(AppendixA) between
all pairsof images.TheHausdorff distanceis de�ned on two setsof high-dimensionalvectorsand
is shown to berobustto outliersin thesets.Theresultingdistancematrix wasthensubjectedto a
metricmultidimensionalscaling(MDS) (AppendixB), whichhelpto visualizethedatain a lower-
dimensionalspacewhile bestpreservingtheir pairwiseHausdorff distances.Shown in Figure7.3
is the MDS resultof visualizingthe 13 images,with the Euclideandistancesbetweeneachpair
of pointscorrespondingto theHausdorff distances.Thecirclescorrespondto theauthenticdraw-
ings,andthesquaresto theforgeries.For purelyvisualizationpurposes,thewire-framesphereis
renderedat thecenterof massof theauthenticdrawingsandwith a radiussetto fully encompass
all datapointscorrespondingto theauthenticpaintings.Notethat in bothcases,theforgeriesfall
well outsideof thesphere.For the �rst setof 8 authenticand5 forgeddrawings,thedistancesof
theauthenticdrawingsto thecenterof thesphereare0:34, 0:35, 0:55, 0:90, 0:56, 0:17, 0:54, and
0:85; andthedistancesof theforgeriesareconsiderablylargerat 1:58, 2:20, 1:90, 1:48, and1:33.
Themeansof thesetwo distancepopulationsarestatisticallysigni�cant, bothhaving p-valueswith
p < 1� 5 (one-wayANOVA). Theseresultssuggestedthatevenin this reduceddimensionalspace,
thereis a cleardifferencebetweentheauthenticdrawingsandtheforgeries.

We next investigate,with a subsetof the authenticand forged Bruegel paintings,the roles
playedby thecoef�cient marginalandmagnitudelinearpredictionerrorstatisticsin differentiating
the artistic styles. Figure7.4 shows the resultsof applyingMDS with the coef�cient marginal
(left) andmagnitudelinearpredictionerrorstatistics.That is, for eachof thesetsof 36-D vectors
of coef�cient marginal statisticsandmagnitudelinearpredictionerrorstatisticswe build separate
distancematrices(usingHausdorff distance)andapplyMDS for athree-dimensionalvisualization.
Notice that after this processthe marginal statisticsno longer appearto separatethe drawings

strokesandnotonsimplecolordifferences.
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Figure 7.3: Resultsof the MDS analysisof the eight authenticBruegel drawings (dots)and®ve
forgeries(squares)of landscapes.The wire-frameandthe centralblack dotsareaddedfor better
visualization.Notein bothcases,thereis acleardifferencebetweentheauthenticdrawingsandthe
forgeries.

while theerrorstatisticsdo still succeedin achieving goodseparation,justifying their importance
in differentiatingtheunderlyingartisticstyles.

7.2.2 Perugino

A morechallengingproblemthanforgerydetectionis to �nd out how many differentartistspar-
ticipatedin producinganart work. Many art worksweretheresultsof many artistscollaboration,
but with only themostprominentamongthembeingaccredited.It is, therefore,only fair to shed
light on thoseun-namedartistsandgave themrespectthey deserved.

Pietrodi CristoforoVannucci(Perugino)(1446-1523)is well knownasaportraitistandafresco
painter, but perhapsbestknown for hisaltarpieces.By the1490s,Peruginomaintainedaworkshop
in Florenceaswell as in Perugiaandwasquite proli�c. Shown in Figure7.5 on the left is the
painting Madonnawith Child by Perugino. As with many of the greatRenaissancepaintings,
however, it is likely thatPeruginoonly painteda portionof this work andhis apprentices(among
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Figure 7.4: Applicationof MDS separatelyto thesecondsetof eightauthenticBruegel drawings
(dots)andtwo forgeries(squares)with the coefficient marginal statistics(left) andthemagnitude
linear predictionerror statistics(right). The wire-frameandthe centralblack dotsareaddedfor
bettervisualization.Theerrorstatisticsstill achieve separationwhile themarginal statisticsdo not.

whomwasthe later famousRaffaelloSanzio)did therest. To this end,we wonderedif we could
uncover statisticaldifferencesamongthe facesof the individual charactersto recover how many
differentartistscontributedto thiswork.

Thepainting(courtesyof theHoodMuseum,DartmouthCollege),top in Figure7.5,waspho-
tographedusinga large-formatcamera(8 � 10 inch negative) anddrum-scannedto yield a color
16852� 18204pixel image.As in theprevioussectionthis imagewasconvertedto grayscale.The
facialregion of eachof thesix characterswasmanuallylocalizedandcropped,Figure7.5bottom
left. Eachfacewasthenpartitionedinto non-overlapping256� 256regionsandauto-scaledinto
the full intensityrange[0; 255]. This partitioningyielded189, 171, 189, 54, 81, and144regions
for eachfacenumberedas in Figure7.5 bottomleft. Similar to the caseof the the analysisof
the Bruegel's works, the 72 grayscalelocal magnitudestatisticswith adaptedneighborhoodsets
werecollectedfrom eachof theseregions.Then,wecomputedtheHausdorff distancebetweenall
six faces.Theresulting6 � 6 distancematrix wasthensubjectedto MDS. Shown in Figure7.5,
bottomright, is theresultof visualizingtheoriginal six faceswith thetop-threeMDS eigenvalue
eigenvectors. The numbereddatapointscorrespondto the six facesin the bottomleft panelof
Figure7.5. Notehow thethreeleft-mostfacescluster, while theremainingfacesaredistinct. The
averagedistancebetweenthesefacesis 0:61, while theaveragedistancebetweentheotherfaces
is 1:79. This clusteringpatternsuggeststhepresenceof four distincthands,andis consistentwith
theviewsof somearthistorians[1].
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Appendix A: Hausdorff Distance

TheHausdorff distanceis adistancemetricde�ned on two setsof vectors,X andY, as

H(X ; Y) = maxf h(X ; Y); h(Y; X )g; (7.1)

whereh is de�ned as

h(X ; Y) = max
~x2 X

f min
~y2 Y

d(~x; ~y)g: (7.2)

Hered(�; �) canbeany distancemetricde�ned on thevectorspacesubsumingX andY andin our
case,weusedtheEuclideandistancein the72-D vectorspace.

Appendix B: Multidimensional Scaling

Multidimensionalscaling(MDS) is apopularmethodto visualizehighdimensionaldata.GivenN
vectorsf ~x1; : : : ; ~xN g, where~x i 2 R d, thegoalof MDS is to �nd a lower-dimensionalembedding
for thesedatathatminimally distortstheir pairwisedistances.Denotethen � n distancematrix
asD it = d(~x i ; ~x j ), whered(�; �) is a distancemetric in R d. Themostcommonsuchmetric is Eu-
clidean distance de�ned as
d(~x i ; ~x j ) = (~x i � ~x j )T (~x i � ~x j ).

Giventhepairwisesymmetricdistancematrix, theclassical(metric)MDS algorithmis given
by thefollowing steps:

1. Let A ij = � 1
2D 2

ij .

2. Let B = H AH , whereH = I N � 1
N ~u~uT , I N is the N � N identity matrix, and each

componentof theN -dimensionalvector~u is 1.

3. Computetheeigenvectors,~e1; : : : ;~eN andcorrespondingeigenvalues� 1; : : : ; � N of matrix
B , where� 1 � � � � � � N .

4. Taking the �rst d0 eigenvectorsto form matrix E = [~e1; ; : : : ;~ed0]. The row vectorsof E
provide the d0-dimensionalrepresentationsthat minimally distort the pairwisedistanceof
theoriginalhigherdimensionaldata.
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Num. Title Artist
3 PastoralLandscape Bruegel
4 MountainLandscapewith RidgeandValley Bruegel
5 PaththroughaVillage Bruegel
6 Mule Caravanon Hillside Bruegel
9 MountainLandscapewith RidgeandTravelers Bruegel

11 Landscapewith SaintJermove Bruegel
13 ItalianLandscape Bruegel
20 Reston theFlight into Egypt Bruegel
7 Mule Caravanon Hillside -

120 MountainLandscapewith aRiver, Village,andCastle -
121 Alpine Landscape -
125 SolicitudoRustica -
127 Rocky Landscapewith CastleandaRiver Savery

Table 7.1: List off authentic(top) andforgeries(bottom)of Bruegel paintings. The ®rst column
correspondsto thecatalognumberin [51].
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Figure 7.5: Left: Madonnawith Child by Perugino(top). How many handscontributed to this
painting?Bottomleft: facesin thepaintingbeinganalyzed.Bottomright: resultsof analyzingthe
Peruginopainting. Thenumbereddatapointscorrespondto thesix facesin thebottomleft panel.
Notehow thefirst threefacescluster, while theremainingfacesaredistinct.Thisclusteringpattern
suggeststhepresenceof four distincthands.
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Chapter 8

Discussion

Naturalimagesareubiquitous,yet they arerelatively rarein theseaof all possibleimages.More
importantly, naturalimageshave statisticalregularitiesthathasbeenemployedby the biological
vision systems.Capturingsuchstatisticalregularitiesof naturalimagesare essentialfor many
applicationsin imageprocessing,computervision and especially, digital imageforensics. We
have presented,in this thesis,a setof imagestatisticsbasedon themulti-scaleimagedecomposi-
tions,whichcorrespondto imagerepresentationswith basisfunctionslocalizedin bothspatialand
frequency domains.Suchimagerepresentationsareshown to besuitableto revealstatisticalregu-
laritiesin naturalimages.Speci�cally, our imagestatisticsconsistof thelocalmagnitudestatistics
from a quadraturemirror �lters (QMF) pyramiddecompositionandthelocal phasestatisticsfrom
a local angularharmonicdecomposition.Empirically, we showed that theseimagestatisticscan
differentiatenaturalimagesfrom somesimple “un-natural” syntheticimages. We thendemon-
stratedtheir effectiveness,combinedwith non-linearclassi�cation techniques,in applicationsin
digital imageforensicson: (1) differentiatingphotographicandcomputer-generatedphotorealistic
images(photographicvs. photorealistic);(2) detectinghiddenmessagesin photographicimages
(genericsteganalysis);and (3) identifying printedcopiesof photographicimagesto protectthe
biometric-basedauthenticationsystemsfrom the rebroadcastattack(live vs. rebroadcast).All
thesetechniquesfollow a uni�ed framework of imageclassi�cation: �rst featurevectorsbasedon
theproposedimagestatisticsarecollectedonasetof labeledimages,thenaclassi�er is trainedon
thesefeaturevectorsandusedto determinetheclassof anunknown image.Theproposedimage
statisticsarealsoappliedto thetraditionalart authentication,wherethey wereemployedto differ-
entiateauthenticandforgeddrawingsof PeterBruegel theElderanddeterminetheartistsinvolved
in creatingPerugino's “Madonnawith Child”.

Thougheffective in thesepracticalapplications,thework presentedin this thesishasstill a lot
of roomfor furtherimprovement.

Image StatisticsFirst, theproposedimagestatisticsarebasedon empiricalobserva-
tionsof naturalimagesandnotderiveddirectly from �rst principlesof physicalimag-
ing processor neuralprocessingin biological vision systems.Therefore,the image
classi�cationbasedon theseimagestatisticscannotbefully andrigorouslyexplained
yet. It is thereforedesirableto setthis work on a �rmer theoreticalfoundation,where
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theproposedimagestatisticsareapproximationsof morecomplicatedmodelsof natu-
ral images.Thiswill notonly advanceourunderstandingof theseimagestatistics,but
alsomake it possibleto extendthemfor widerapplications.

Also, from thecounterpointof view of digital forensics,it will beinterestingto know
if it is possibleto invert theseimagestatistics,sothatanunnaturalimage(e.g.,a pho-
torealisticimage,or animagewith steganographyembedding,or arebroadcastimage)
will not bedetectin subsequentclassi�cation. This requiresa way to manipulateim-
agewith minimum perturbationof imagecontents,but will result in similar image
statisticsasanaturalimage.Suchaninvertingprocedurewill shedlight on theroleof
theproposedimagestatisticsin characterizingnaturalimages,andwill stimulatemore
sophisticatedtools in digital imageforensics.Right at theheartof suchan inverting
procedurewill bea samplingproceduresimilar to theonein [57], wherenaturalim-
agescanbegeneratedby samplingwith constraintsontheir imagestatistics.Although
it is not hard to generateimagesconsistentwith coef�cient marginal statisticsin a
multi-scaleimagedecomposition,constraintson thelinearpredictionerrorsandlocal
phasesmakeconstructingsuchaninvertingprocedurehard.

An evenharderbut moresigni�cant improvementto thecurrentwork is to build gener-
ativestatisticalmodelsbasedontheproposedstatistics.A generativestatisticalmodel
is theholy grail of naturalimagestatisticsresearch,from which imagescanbesam-
pled andgenerated.Having sucha generative model is to have a holistic pictureof
all naturalimages,thusit is utmostimportant.While theprimaryuseof theproposed
imagesis asdiscriminative imagefeaturesin imageclassi�cation,insightson genera-
tive modelsmaybeobtainedby building generative modelfrom theproposedimage
statistics.

In solving thedigital imageforensicsproblemsin this thesis,we exclusively rely on
theproposedimagestatistics.However, we arewell awareof otherstatisticalimage
featuresandthepossibilityof includingtheminto thesystemfor betterperformance.
In this work, we focuson usingimagestatisticsthat aregenericandableto capture
statisticalregularitiesof all naturalimages.It is for this reasonthatwe intentionally
avoid usingimagestatisticsthatarepotentiallyusefulfor speci�c applications.When
building a realisticsystem,theseconsiderationsarenot so relevantandtheproposed
imagestatisticsareexpectedto achieve betterperformancewith the incorporationof
othermoredomain-speci�cfeatures.

Photographicvs. PhotorealisticOurexperimentalresultsshow thattheproposedim-
agestatisticscanbeusedto differentiatephotographicandcomputer-generatedpho-
torealisticimages.Currently, thisonly work for classi�cationa wholeimageaseither
photographicor photorealistic.Thereareimagesthatarecombinationof photographic
andphotorealisticimages,asmovie makersemploy computersto generatepartof the
scenes.It is thereforeinterestingto extendtheclassi�cationto the local level, where
thepartsgeneratedby computerin animagecanbedetected.This is usefulin digital
imageforensicsto detecttamperingof aphotographicimagewith computergenerated
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regions. Anotherpossibleimprovementin this directionis to constructa subjective
measureof photorealismin digital imagesbasedon theproposedimagestatistics.

Generic SteganalysisFrom the proposedimagestatisticsandnon-linearclassi�ca-
tion, genericsteganalysiscanbe built for JPEG,TIFF andGIF images.However, a
true genericsteganalysissystemwill alsowork acrossdifferentimageformats. The
proposedimagestatisticshavecomponentsthataresensitive to changesin imagefor-
mats,thusnot suitablefor sucha purpose.Therefore,an importantimprovementto
this work is to �nd imagestatisticsthatarerelatively stablein faceof differentimage
formats,andyetaresuitableto thepurposeof steganalysis.

Other Applications Besidesthe digital imageforensicsand art authentication,the
proposedimagestatistics,with their ability to captureregularitiesin naturalphoto-
graphicimages,have alsootherapplicationsin imageprocessingandanalysis.One
suchapplicationis automaticdeterminationof theorientation(landscapeor portrait)of
animage[40], which is basedonthefactthatthelocalmagnitudestatisticsfor vertical
andhorizontalsubbandswill switchpositionfor a90� rotatedimage.Potentially, these
imagestatisticscanalsobeappliedto imageretrieval, generalimageclassi�cationand
scenecategorization.

In conclusion,we believe that statisticalcharacterizationof naturalimagesis at the heartof
many challengingproblemsin imageprocessingandanalysis,computervision,anddigital image
forensics.Thework describedin thisthesisrevealsjustasmallfractionof thetremendouspotential
of theseimagestatistics.Thoughstill having a lot of roomfor improvement,they canserve asa
well-posedstartingpoint for futureexplorationin thisdirection.
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[63] B. Scḧolkopf, J. Platt,J. Shawe-Taylor, A. J. Smola,andR. C. Williamson. Estimatingthe
supportof ahigh-dimensionaldistribution. In Neural Computation, pages1443–1471,2001.

[64] J.Shawe-TaylorandN. Cristianini. KernelMethodsfor PatternAnalysis. Cambridge,2004.

[65] E. Simoncelli. StatisticalModelingof PhotographicImages, chapter7. Handbookof Video
andImageProcessing.AcademicPress,2ndedition,2005.

[66] E.P. Simoncelli.A rotation-invariantpatternsignature.In InternationalConferenceonImage
Processing(ICIP), 1996.

[67] E. P. Simoncelli. Modelingthejoint statisticsof imagesin thewaveletdomain. In Proceed-
ingsof the44thAnnualMeeting, volume3813,Denver, CO,USA, 1999.

[68] E. P. SimoncelliandE. H. Adelson. Subbandimage coding, chapterSubbandtransforms,
pages143–192.Kluwer AcademicPublishers,1990.

[69] E. P. Simoncelli and W. T. Freeman. The steerablepyramid: A �e xible architecturefor
multi-scalederivative computation.In SecondInt'l Confon Image Proc, volumeIII, pages
444–447,Washington,DC, October1995.IEEESig ProcSociety.

[70] G. Strang.Waveletand�lter banks. Wiley, 2000.

[71] M. Szummerand R. W. Picard. Indoor-outdoor imageclassi�cation. In IEEE Interna-
tional Workshopon Content-basedAccessof Image and Video Databases,in conjunction
with ICCV'98, pages42–51,Bombay, INDIA, 1998.

[72] R. Taylor, A. P. Micolich, andD. Jones.Fractalanalysisof pollock'sdrip paintings.Nature,
399:422,1999.

[73] A. Torralba,K. P. Murphy, W. T. Freeman,andM. A. Rubin. Context-basedvision system
for placeandobjectrecognition.In IEEEIntl. ConferenceonComputerVision(ICCV), Nice,
France,2003.

[74] A. Torralbaand A. Oliva. Semanticorganizationof scenesusing discriminantstructural
templates.In InternationalConferenceonComputerVision, 1999.

[75] D. Upham.Jsteg. ftp.funet.fi .

101



[76] P. P. Vaidyanathan.Quadraturemirror �lter banks,M-bandextensionsandperfectrecon-
structiontechniques.IEEEASSPMagazine, 4(3):4–20,1987.

[77] A. Vailaya,A. K. Jain,andH.-J.Zhang.On imageclassi�cation: City vs.landscapes.Inter-
nationalJournalof PatternRecognition, (31):1921–1936,1998.

[78] V. Vapnik. Thenatureof statisticallearningtheory. SpringVerlag,1995.

[79] M. Vetterli. A theoryof multirate�lter banks.IEEE Transactionson ASSP, 35(3):356–372,
1987.

[80] M. WainwrightandE. Simoncelli. Scalemixturesof Gaussiansandthestatisticsof natural
images.In Advancesin Neural InformationProcessingSystems, volume12,pages855–861.
MIT Press,2000.

[81] G. Wallace. The JPEGstill picturecompressionstandard. Communicationsof the ACM,
1991.

[82] A. Westfeld.F5. wwwwrn.inf.tu-dresden.de/westfe ld/f5 .

[83] A. WestfeldandA. P�tzmann. Attackson steganographicsystems.In Proceedingsof Infor-
mationHiding, Third InternationalWorkshop, Dresden,Germany, 1999.

[84] X. Wu,S.Dumitrescu,andZ. Wang.Detectionof lsbsteganographyvia samplepairanalysis.
In 5th InternationalWorkshopon InformationHiding, Noordwijkerhout,The Netherlands,
2002.

[85] S. C. Zhu, Y. Wu, andD. Mumford. Filters,random�elds andmaximumentropy (frame)-
towardstheuni�ed theoryfor texturemodeling. In IEEE ConferenceComputerVision and
PatternRecognition, pages686–693,SanFrancisco,CA, 1996.

102


