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Abstract

We present new forensic tools that are capable of detecting traces of tampering in digital
video without the use of watermarks or specialized hardware. These tools operate under
the assumption that video contain naturally occurring properties which are disturbed by
tampering, and which can be quantified, measured, and used to expose video fakes. In
this context, we offer five new forensic tools (1) Interlaced, (2) De-interlaced, (3) Double
Compression, (4) Duplication, and (5) Re-projection, where each technique targets a specific
statistical or geometric artifact. Combined, these tools provide a valuable first set of forensic

tools for authenticating digital video.
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Chapter 1

Introduction

With the wide-spread availability of sophisticated and low-cost digital video cameras and
the prevalence of video sharing websites such as YouTube, digital videos are playing a more
important role in our daily life. Since digital videos can be manipulated, their authenticity
cannot be taken for granted. While it is certainly true that tampering with a digital video
is more time consuming and challenging than tampering with a single image, increasingly
sophisticated digital video editing software is making it easier to tamper with videos.

Of course not every video forgery is equally consequential; the tampering with footage
of a popstar may matter less than the alteration of footage of a crime in progress. But
the alterability of video undermines our common sense assumptions about its accuracy and
reliability as a representation of reality. As digital video editing techniques become more

and more sophisticated, it is ever more necessary to develop tools for detecting video forgery.

1.1 Video Forgeries

The movie industry is probably the strongest driving force for improvement of video ma-
nipulation technology. With the video editing technology currently available, professionals
can easily remove an object from a video sequence, insert an object from a different video
source, or even insert an object created by computer graphics software. Certainly, advanced
video manipulation technology greatly enriches our visual experience. However, as these

techniques become increasingly available to the general public, malicious tampering with



Figure 1.1: Shown is a frame from a Russian talk show in 2007. Mikhail G. Delyagin, a prominent
political analyst, was digitally erased from the show though the technicians neglected to erase his
legs in one shot.

video recordings is emerging as a serious challenge.

Although tampering with video is relatively hard, in recent years we have begun to
encounter video forgeries. Figure 1.1, for example, shows a frame from a Russian talk
show in the fall of 2007. In that program, a prominent political analyst named Mikhail
G. Delyagin made some tart remarks about Vladimir V. Putin. Later, when the program
was broadcast, not only were his remarks cut, he was also digitally removed from the show,
though the technicians neglected to erase his legs in one shot.

Growth in video tampering is creating a huge impact on our society. Although currently
only a few digital video forgeries have been exposed, such instances are eroding the public

trust in video. Therefore, it is urgent for the scientific community to come up with methods



for authenticating video recordings.

1.2 Watermarking

One solution to video authentication is digital watermarking. There are several types of
watermark. Among them, fragile and semi-fragile watermarks can be used to authenticate
videos. Fragile watermarking works by inserting imperceptible information that will be
altered if there is any attempt to modify the video. Later, the embedded information can
be extracted to verify the authenticity of the video. The semi-fragile watermark works in a
similar fashion. The difference is that it is less sensitive to classical user modifications such
as compression. The assumption is that these modifications do not affect integrity of the
video. The major drawback of the watermarking approach is that a watermark must be
inserted at precisely the time of recording, which limits this approach to specially equipped

digital cameras.

1.3 Related Work

Since we cannot expect that videos are always recorded with a watermark, we need tools
that can detect digital forgeries without the help of watermarks. Researchers in the field of
image forensics have been successfully developing tools for image authentication for many
years (see [10] for a general survey). These techniques work on the assumption that although
digital forgeries may leave no visual clues of having been tampered with, they may alter the
underlying statistics of an image. The existing image forensic tools can be roughly catego-
rized into five groups: (1) Pizel-based techniques detect anomalies introduced at the pixel
level by manipulations such as cloning, resampling, splicing etc. For example, Popescu et
al. [42] proposed a computationally efficient algorithm based on principal component analy-
sis (PCA) to detect cloned image regions (also see [12, 31, 36]). (2) Format-based techniques
leverage statistical correlations introduced by a specific lossy compression scheme. For ex-
ample, in [34, 43], the authors proposed two techniques to detect images that are compressed
twice by JPEG. (3) Camera-based techniques utilize artifacts introduced by the camera lens,

sensor, or on-chip postprocessing. For example, the authors in [21] described a technique



to detect inconsistency of camera response to identify image forgeries. (4) Physics-based
techniques explicitly model and detect anomalies in the 3D interaction between physical
objects, light, and the camera. For example, Johnson et al. [23, 27, 26] proposed a series
of tools to detect inconsistencies in 2D and 3D light directions and the light environment.
(5) Geometry-based techniques analyze the projection geometry of image formation. For
example, the authors in [25] proposed using the inconsistency of the estimated principal
point across the image as a way to detect image forgeries. While some of these tools may be
applicable to video, the unique nature of video warrants its own set of specialized forensic
tools.

In recent years, researchers have expanded some of the image forensic tools to incor-
porate video and proposed several techniques for video authentication that do not rely on
watermarks. Kurosawa et al. [29] proposed using the non-uniformity of the dark current of
CCD chips for camcorder identification. This technique works under the assumption that
the dark current generation rate of some pixels in the CCD may deviate from the average,
and that these defective pixels cause a fixed pattern noise that is unique and intrinsic to
an individual camera. In [5] Chen et al. extended their image oriented technique in [6]
to video and proposed using the photo-response non-uniformity (PRNU) of digital sensors
as a way to identify the source digital camcorder. Due to inhomogeneity and impurities
in silicon wafers and imperfections introduced by the manufacturing process, pixels in the
camera sensor have varying sensitivities to light. This property appears to be constant in
time and unique for each imaging sensor. The technique works by estimating the PRNU
from a sequence of frames using the Maximum Likelihood Estimator and then detecting the
presence of PRNU using normalized cross-correlation. In [39], Mondaini et al. proposed a
related technique based on sensor pattern noise. Hsu et al. [20] proposed a technique for
locating forged regions in a video using correlation of noise residue at block level. In their
method, the noise residual is extracted by using a wavelet denoising filter, after which the
correlation of the noise residual is computed for each pair of temporally adjacent blocks.

This correlation is later used as a feature by a Bayesian classifier to detect tampering.



1.4 Contributions

While the past few years have seen considerable progress in the area of digital image foren-
sics, less attention has been paid to digital video forensics. In this thesis, we present five
forensic tools for detecting tampering in digital videos. These tools can work in the absence
of a watermark. The fundamental assumption behind our techniques is that tampering with
a digital video may disturb certain underlying properties of the video and these perturba-
tions can be modeled and estimated in order to detect tampering. This is very similar to the
approaches used to detect tampering in digital images (e.g., [35, 23, 45, 44, 13, 40, 43]). As

an early effort in this field, we propose the following approaches to digital video forensics:

1. Interlaced. Most video cameras record video in interlaced mode, which means that
even and odd scan lines are recorded at different times. As a result, there is motion
between the two sets of scan lines within a frame. Tampering will likely disrupt the

expected consistency in the motion within a frame and the motion between frames.

2. De-interlaced. Sometimes, interlaced videos are de-interlaced to minimize “comb-
ing” artifacts. The de-interlacing procedure introduces correlations among the pixels
within a frame and between frames. Tampering, however, is likely to destroy these

correlations.

3. Double MPEG. When an MPEG video is modified, and re-saved in MPEG format,
it is subject to double compression. In this process, two types of artifacts — spatial
and/or temporal — will likely be introduced into the resulting video. These artifacts

can be quantified and used as evidence of tampering.

4. Duplication. Techniques for detecting image duplication have previously been pro-
posed. These techniques, however, are computationally too inefficient to be applicable
to a video sequence of even modest length. Therefore, we propose new method for

video duplications.

5. Re-projection. A simple and popular way to create a bootleg video is to simply

record a movie from the theater screen. Such a re-projected video usually introduces



distortion into the intrinsic camera parameters; the distortion to camera skew in

particular is evidence of tampering.

Each technique focuses on one specific form of tampering and cannot be applied single-
handedly to detect all video forgeries. Taken together, and used in combination, these five
tools offer a promising beginning to detecting forgery in digital videos without watermarks.
We hope that our methods will inspire the development of many more tools for detecting a

wide variety of video forgeries.



Chapter 2

Interlaced

Most video cameras do not simultaneously record the even and odd scan lines of a single
frame. In an interlaced video sequence, a field, f(z,y,t), at time ¢ contains only one-half
of the scan lines needed for a full-resolution frame, F'(z,y,t). The second half of the scan
lines, f(z,y,t+ 1), is recorded at time ¢t 4 1. If the even and odd fields are simply woven
together, as shown in the exaggerated example in Figure 2.1, the motion between times
t and t 4+ 1 leads to a “combing” artifact. The magnitude of this effect depends on the
amount of motion between fields. In this section, we describe a technique for detecting
tampering in interlaced video. We show that the motion between the fields of a single
frame and across the fields of neighboring frames in an interlaced video should be equal.
We propose an efficient way to measure these motions and show how tampering can disturb
this relationship. Then, we show the efficacy of our approach on simulated and visually

plausible forgeries.

2.1 Temporal Correlations in Interlaced Video

We begin by assuming that the motion is constant across at least three sequential fields.
At a typical frame rate of 30 frames/second, this amounts to assuming that the motion is
constant for 1/20 of a second (assuming that the time between fields is 1/60%" of a second).
Consider the fields f(x,y, 1), f(z,y,2) and f(z,y,3) corresponding to the odd and even lines

for frame F(x,y,1) and the odd lines for frame F(x,y,2), respectively. With the constant



F(z,y,t) f(z,y,t) fz,y,t+1)

Figure 2.1: One half of the scan lines, f(z,y,t), of a full video frame are recorded at time ¢, and the
other half of the scan lines, f(x,y,t+ 1) are recorded at time ¢ + 1. An interlaced frame, F'(x,y,t),
is created by simply weaving together these two fields.

motion assumption, we expect the inter-field motion between f(z,y,1) and f(z,y,2) to
be the same as the inter-frame motion between f(x,y,2) and f(z,y,3). While the overall
motion may change over time, this equality should be relatively constant. We will show
below how to estimate this motion and how tampering can disturb this temporal pattern.
For computational efficiency, we convert each RGB frame to grayscale (gray = 0.299R +

0.587G + 0.114B ) — all three color channels could be analyzed and their results averaged .

2.1.1 Motion Estimation

We consider a classic differential framework for motion estimation [19, 1, 48]. We begin by
assuming that the image intensities between fields are conserved (the brightness constancy
assumption), and that the motion between fields can locally be modeled with a 2-parameter

translation. The following expression embodies these two assumptions:

f(wayat):f(x+vx7y+vy7t_1)7 (21)

where the motion is v = (vz vy)T. In order to estimate the motion ¥, we define the following

quadratic error function to be minimized:

E@) =Y [fl.y.t) = fl@+vey+uvy,t—1)]% (2.2)

z,yeN

!Since the color channels are correlated, we expect little advantage to averaging the motion estimated
from each of the three color channels.



where () denotes a spatial neighborhood. Since this error function is non-linear in its un-
knowns, it cannot be minimized analytically. To simplify the minimization, we approximate

this error function using a first-order truncated Taylor series expansion:

E(ﬁ) ~ Z [f(xay7t) - (f(xayat) + U:fo(x7y?t) + nyy($:yat) - ft(%@/»t))]Q
z,y€el
(2.3)
= 3" [~ (F +vafo +vyfy — f]%,
z,ye

where f(-), fy(-), and f;(-) are the spatial and temporal derivatives of f(-), and where for
notational convenience the spatial/temporal parameters are dropped. This error function

reduces to:

2
E@) =3 [fi-vefo—vyfy)" = 3 [ft—<fx fy> o ] = S [h-A0 4

x,ye) z,y€e) y z,ye)

Note that this quadratic error function is now linear in its unknowns, ¢. This error function

can be minimized analytically by differentiating with respect to the unknowns:

dE(7)
v

=3 2fi[f- 9 (2.5)

RISV,

and setting this result equal to zero, and solving for ¥:

-1

Sofi Xafily >oq fefi
Zﬂf:vfy Zﬂfj Zﬂfyft

=
I
|

: (2.6)

where again recall that the spatial/temporal parameters on the derivatives have been
dropped for notational convenience. This solution assumes that the first term, a 2 x 2
matrix, is invertible. This can usually be guaranteed by integrating over a large enough

spatial neighborhood €2 with sufficient image content.



2.1.2 Spatial/Temporal Differentiation

The spatial/temporal derivatives needed to estimate motion in Equation (2.6) are deter-

mined via convolutions [11] as follows:

fz = (%ft(xvyvt) + %ft(xayat - 1)) *d(l’) *p(y) (27)
fy = (%ft(xvyvt) + %ft(xvyvt - 1)) *p(l’) *d(y) (28)
ft = (%ft(mayvt) - %ft(‘rayat - 1)) *p($) *p<y)7 (29)

where the 1-D filters are d(-) = [0.425287 0.0 —0.425287] and p(-) = [0.2298791 0.540242

0.2298791]. Note that while we employ 2-tap filters for the temporal filtering ((% %) and

(% — %) ), 3-tap filters are used for the spatial filtering. Despite the asymmetry, these filters
yield more accurate motion estimates. To avoid edge artifacts due to the convolution, the

derivatives are centrally cropped by removing a 2-pixel border.

2.1.3 Inter-Field and Inter-Frame Motion

Recall that we are interested in comparing the inter-field motion between f(x,y,t) and
f(z,y,t + 1) and the inter-frame motion between f(z,y,t + 1) and f(z,y,t + 2), for ¢
odd. The inter-field motion is estimated in a two-stage process (the inter-frame motion is
computed in the same way).

In the first stage, the motion is estimated globally between f(z,y,t) and f(z,y,t + 1),
that is, {2 is the entire image in Equation (2.6). The second field, f(x,y,t+1), is then warped
according to this estimated motion (a global translation). This stage removes any large-scale
motion due to, for example, camera motion. In the second stage, the motion is estimated
locally for non-overlapping blocks of size {2 = n x n pixels. This local estimation allows us
to consider more complex and spatially varying motions, other than global translation. For
a given block, the overall motion is then simply the sum of the global and local motion.

The required spatial/temporal derivatives have finite support thus fundamentally limit-
ing the amount of motion that can be estimated. By sub-sampling the images, the motion

is typically small enough for our differential motion estimation. In addition, the run-time

10



is sufficiently reduced by operating on sub-sampled images. In both stages, therefore, the
motion estimation is done on a sub-sampled version of the original fields: a factor of 16
for the global stage, and a factor of 8 of the local stage, with 2 = 13 x 13 (correspond-
ing to a neighborhood size of 104 x 104 at full resolution). While the global estimation,
done at a coarser scale, yields a less accurate estimation of motion, it does remove any
large-scale motion. The local stage done at a higher scale then refines this estimate. For
computational considerations, we do not consider other scales, although this could easily be
incorporated. To avoid wrap-around edge artifacts due to the global alignment correction,
six pixels are cropped along each horizontal edge and two pixels along each vertical edge
prior to estimating motion at 1/8 resolution.

In order to reduce the errors in motion estimation, the motion across three pairs of fields
is averaged together, where the motion between each pair is computed as described above.
The inter-frame motion is estimated in the same way, and the norm of the two motions,
|l = {/v2 + v2, are compared across the entire video sequence.

Yo

2.2 Results

An interlaced video sequence, F'(z,y,t), of length T frames is first separated into fields,
f(z,y,t) with ¢t odd corresponding to the odd scan lines and ¢ even corresponding to the
even scan lines. The inter-field motion is measured as described above for all pairs of fields
f(x,y,t) and f(z,y,t + 1), for t odd, and the inter-frame motion is measured between all
pairs of fields f(z,y,t + 1) and f(z,y,t + 2), for 3 < ¢t < 2T — 3. We expect these two
motions to be the same in an authentic interlaced video, and to be disrupted by tampering.

We recorded three videos from a SONY-HDR-HC3 digital video camera. The camera
was set to record in interlaced mode at 30 frames/sec. Each frame is 480 x 720 pixels in
size, and the average length of each video sequence is 10 minutes or 18,000 frames. For the
first video sequence, the camera was placed on a tripod and pointed towards a road and
sidewalk, as a surveillance camera might be positioned. For the two other sequences, the
camera was hand-held.

Shown in Figure 2.2 are the estimated inter-field and inter-frame motions for each video

11
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Figure 2.2: Shown in each panel is the normalized inter-field motion versus the normalized inter-
frame motion for three different video sequences. The solid line represents a line fit to the underlying
data points. We expect the motion ratio to be near 1 in an authentic video sequence and to deviate
significantly for a doctored video.

sequence. Each data point corresponds to the estimate from a single 13 x 13 block (at 1/8
resolution). Since we are only interested in the motion ratio, the motions are normalized
into the range [0,1]. Also shown in each panel is a line fit to the underlying data (solid
line), which in the ideal case would be a unit-slope line with zero intercept. The average
motion ratio for each sequence is 0.98, 0.96, and 0.98 with a variance of 0.008, 0.128, and
0.156, respectively.

A frame is classified as manipulated if at least one block in the frame has a motion
ratio that is more than 0.2 from unit value. In order to avoid spurious errors, we also insist
that at least 3 successive frames are classified as manipulated. For the first video sequence,
only one block out of 221,328 blocks was incorrectly classified as manipulated. For the
second and third sequence, two and eight blocks, respectively, were misclassified out of a
total of 241,248 and 224,568 blocks. After imposing the temporal constraints, no frames
were mis-classified.

Shown in the first two rows of Figure 2.3 are ten frames of an original interlaced video.
This video shows a person walking against a stationary background and being filmed with
a stationary camera. Shown in the next two rows of this same figure is a doctored version
of this video sequence. In this version, a different person’s head has been spliced into each
frame. Because this person was walking at a slower speed than the original person, the
inter-field interlacing is smaller than in the original. Shown in lower portion of Figure 2.3

are the resulting inter-field and inter-frame motions. The data points that lie significantly

12



away from the unit-slope line correspond to the blocks in which the new head was introduced
— occasionally this would occupy two blocks, both of which would deviate from the expected
motion ratio. Even though the doctored video looks perceptually smooth, the tampering is
easily detected.

Since compression will introduce perturbations into the image, it is important to test
the sensitivity of the motion estimation algorithms to compression. The first video sequence
described above was compressed using Adobe Premiere to a target bit rate of 9, 6, and 3
Mbps. The same inter-field and inter-frame motions were estimated for each of these video
sequences. For the original sequence, only 1 block out of 221,328 blocks was incorrectly
classified as manipulated. After the temporal filtering, no frames out of 18,444 frames were
incorrectly classified. For the three compressed video sequences, 1, 4, and 3 blocks were
mis-classified, and 0, 1, and 0 frames were mis-classified. The motion estimation algorithm
is largely insensitive to compression artifacts. One reason for this is that we operate on
a sub-sampled version of the video (by a factor of 1/16 and 1/8) in which many of the
compression artifacts are no longer present. In addition, the motion is estimated over a

spatial neighborhood so that many of the errors are integrated out.

2.2.1 Frame Rate Down-Conversion

This technique can be adapted to detect frame rate down-conversion. Consider an original
video sequence captured at 30-frames per second that is subsequently manipulated and saved
at a lower rate of 25-frames per second. The standard approach to reducing the frame rate
is to simply remove the necessary number of frames (5 per second in this example). In so
doing, the inter-field and inter-frame motion ratio as described in the previous section will
be disturbed. Specifically at the deleted frames, the inter-field motion will be too small
relative to the inter-frame motion.

A video sequence of length 1200 frames, originally recorded at 30 frames per second,
was converted using VirtualDub to a frame rate of 25 frames per second, yielding a video of
length 1000 frames. The inter-field and inter-frames motions were estimated as described.
In this frame rate converted video every 5" frame had an average motion ratio of 2.91,

while the intervening frames had an average motion ratio of 1.07.

13
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Figure 2.3: Shown in the top two rows are 10 frames of an original interlaced video. Shown in the
next two rows is a doctored version of this video sequence, and in the lower-left are enlargements
of the last frame of the original and doctored video. The plot shows the inter-field versus the inter-
frame motion — the data points that lie significantly away from the unit slope line correspond to
doctored blocks (the head) while the data points on the line correspond to the original blocks (the
body).
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2.3 Discussion

We have presented a technique for detecting tampering in interlaced video. We measure
the inter-field and inter-frame motions which for an authentic video are the same, but for
a doctored video may be different. This technique can localize tampering both in time and
space. It can also be adapted slightly to detect frame rate down-conversion. Compression
artifacts have little effect on the estimation of motion in interlaced video, so this approach
is appropriate for a range of interlaced video. The weakness of this method is that it cannot
detect manipulations in regions where there is no motion, since in this case the inter-field
and inter-frame motion are constantly zero.

Counterattacking this technique would be relatively difficult as it would require the
forger to locally estimate the inter-frame motions and interlace the doctored video so as to

match the inter-field and inter-frame motions.
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Chapter 3

De-Interlaced

In Chapter 2, we described a technique to detect tampering in interlaced video. Inter-
laced video usually has spatial “combing” artifacts for quickly moving objects. In order
to minimize these artifacts, a de-interlaced video will combine the even and odd lines in
a more sensible way (see Figure 3.1), usually relying on some form of spatial and tempo-
ral interpolation (see [7] for a general overview and [8, 49, 2, 41] for specific and more
advanced approaches). In this section, we describe a technique for detecting tampering
in de-interlaced video. We quantify the correlations introduced by the camera or software
de-interlacing algorithms and show how tampering can disturb these correlations. Then,

we show the efficacy of our approach on simulated and visually plausible forgeries.

3.1 De-Interlacing Algorithms

There are two basic types of de-interlacing algorithms: field combination and field extension.
Given an interlaced video of length T fields, a field combination de-interlacing algorithm
yields a video of length 7'/2 frames, where neighboring fields in time are combined into a
single frame. A field extension de-interlacing algorithm yields a video of length 7', where
each field in time is extended into one frame. We will constrain ourselves to field extension
algorithms. For notational simplicity, we assume that the odd/even scan lines are inserted
into frames F'(x,y,t) with odd/even values of t, respectively. Below we describe several

field extension de-interlacing algorithms, some of which are commonly found in commercial

16



F(z,y,t) f(z,y,t) flz,y,t+1)

Figure 3.1: One half of the scan lines, f(xz,y,t), of a full video frame are recorded at time ¢, and
the other half of the scan lines, f(z,y,t + 1), are recorded at time ¢t + 1. A de-interlaced frame,
F(x,y,t), is created by combining these two fields to create a full frame.

video cameras.

3.1.1 Line Repetition

In this simplest of de-interlacing algorithms, Figure 3.2(a), the scan lines of each field,

f(x,y,t), are duplicated to create a full frame, F'(x,y,t):

F(z,y,t) = f(x,[y/2],1). (3.1)

While easy to implement, the final de-interlaced video suffers from having only one-half the

vertical resolution as compared to the horizontal resolution.

3.1.2 Field Insertion

In this de-interlacing algorithm, Figure 3.2(b), neighboring fields, f(z,y,t), are simply

combined to create a full frame, F(z,y,t). For odd values of ¢:

Flo.y.t) = flx,(y+1)/2,t) ymod2=1 | (3.2)

flx,y/2,t+1) ymod2=0
and for even values of ¢:

F(x,y,t) = flenu/2:8) ymod2=0" (3.3)
flz,(y+1)/2,t+1) ymod2=1
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That is, for odd values of ¢, the odd scan lines of the full frame are composed of the field
at time ¢, and the even scan lines of the full frame are composed of the field at time ¢ + 1.
Similarly, for even values of ¢, the even scan lines of the full frame are composed of the field
at time ¢, and the odd scan lines of the full frame are composed of the field at time ¢ + 1.
Unlike the line repetition algorithm, the final de-interlaced video has the full vertical
resolution. Significant motion between the fields, however, introduces artifacts into the
final video due to the mis-alignment of the fields. This artifact manifests itself with the

commonly seen “combing effect”.

3.1.3 Line Averaging

In this easy to implement and popular technique, Figure 3.2(c), neighboring scan lines,
f(x,y,t), are averaged together to create the necessary scan lines of the full frame, F'(z,y,t).
For odd values of t:

Fleg.t) = flz, (y+1)/2,%) ymod2=1 | (3.4)

3f(z,y/2,t) + 5 f(z,y/2+ 1,t) ymod2=0
and for even values of ¢:

Floy.t) = flz,y/2,t) ymod 2 =0 . (3.5)

sf @, (y+1)/2=1,8) + 5f(,(y +1)/2,t) ymod2=1

Where necessary, boundary conditions (the first and last scan lines) can be handled by
employing line repetition. This algorithm improves on the low vertical resolution of the line
repetition algorithm, while avoiding the combing artifacts of the field insertion algorithm.

3.1.4 Vertical Temporal Interpolation

Similar to the line averaging algorithm, the vertical temporal interpolation algorithm com-

bines neighboring scan lines in space (and here, in time), f(x,y,t) and f(x,y,t + 1), to
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create the necessary scan lines of the full frame, F'(x,y,t). For odd values of ¢:

f(l‘a(y"i'l)/zt) ymod2:1

le(xay/Q - lut) +62f(.’13,y/2,t) +C3f($7y/2+ 17t>+
F($7y7t) =
eaf(x,y/24+2,t)+esf(x,y/2—1,t+ 1)+ y mod 2 =0

C6f(xay/2vt+ 1) +C7f($ay/2+ Lt+ 1)
(3.6)

While the specific numeric weights ¢; may vary, a typical example is ¢; = 1/18, ¢o =

8/18, c3 = 8/18, ¢4 = 1/18, c5 = —5/18, ¢g = 10/18, and ¢; = —5/18. For even values of ¢:

f(z,y/2,t) y mod 2 =0

cif(x,(y+1)/2-2,t) +eaf(x, (y +1)/2 = 1, )+

F(x,y,t) = ch(x’ (y + 1)/2’t) +C4f($, (y+ 1)/2 + 17t)+ 12 1
y mod 2 =
esflz,(y+1)/2—1,t+1)+cef(z,(y+1)/2,t+ 1)+
crf(x,(y+1)/24+1,t+1)
(3.7)

Where necessary, boundary conditions can be handled by employing line repetition. As with
the line averaging algorithm, this algorithm improves the vertical temporal resolution. By
averaging over a larger spatial and temporal neighborhood, the resolution can be improved
beyond line averaging. By incorporating temporal neighborhoods, however, this algorithm

is vulnerable to the combing artifacts of the field insertion algorithm.

3.1.5 Motion Adaptive

There is a natural tradeoff between de-interlacing algorithms that create a frame from only
a single field (e.g., line repetition and line averaging) and those that incorporate two or
more fields (e.g., field insertion and vertical temporal interpolation). In the former case,
the resulting de-interlaced video suffers from low vertical resolution but contains no combing
artifacts due to motion between fields. In the latter case, the de-interlaced video has an
optimal vertical resolution when there is no motion between fields, but suffers from combing

artifacts when there is motion between fields.
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Figure 3.2: Tllustrated in this schematic are the (a) line repetition, (b) field insertion and (c) line
averaging de-interlacing algorithms. The individual fields, f(z,y,t) and f(x,y,t+ 1), are illustrated
with three scan lines each, and the full de-interlaced frames are illustrated with six scan lines.

Motion adaptive algorithms incorporate the best of these techniques to improve vertical
resolution while minimizing combing artifacts. While specific implementations vary, the
basic algorithm creates two de-interlaced sequences, Fij(z,y,t) and Fy(x,y,t), using, for
example, field insertion and line repetition. Standard motion estimation algorithms are
used to create a “motion map”, a(x,y) with values of 1 corresponding to regions with
motion and values of 0 for regions with no motion. The final de-interlaced video is then
given by:

F(z,y,t) = (1 — a(z,y)) Fi(z,y,t) + a(z,y) Fa(z,y, ). (3.8)

Although more complicated to implement due to the need for motion estimation, this algo-

rithm affords good vertical resolution with minimal motion artifacts.

3.1.6 Motion Compensated

In this approach, standard motion estimation algorithms are employed to estimate the
motion between neighboring fields, f(z,y,t) and f(z,y,t+1). The resulting motion field is
used to warp f(z,y,t+ 1) in order to undo any motion that occurred between fields. The

resulting new field, f/(x,y,t+ 1) is then combined with the first field, f(z,y,t) using field
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insertion, Section 3.1.2. The benefit of this approach is that the resulting de-interlaced video
is of optimal vertical resolution with no motion artifacts (assuming good motion estimation).
The drawback is that of added complexity due to the need for motion estimation and possible

artifacts due to poor motion estimates.

3.2 Spatial/Temporal Correlations in De-Interlaced Video

Given a de-interlaced video generated with any of the above algorithms, we seek to model
the spatial and temporal correlations that result from the de-interlacing. The approach we
take is similar in spirit to [45], where we modeled color filter array interpolation algorithms.

Consider, for example, the line averaging algorithm in which every other scan line is

linearly correlated to its neighboring scan line, Equation (3.4). In this case:
F(z,y,t) = $F(z,y — 1,t) + §F(z,y + 1,1) (3.9)

for either odd or even values of y. The remaining scan lines do not necessarily satisfy this
relationship.

Consider for now, only the odd scan lines, F,(z,y,t), of F(x,y,t) for t even (the formu-
lation for F¢(z,y,t) is identical). If this frame has not been doctored, then we expect that
every pixel of Fy(x,y,t) will be correlated to its spatial and temporal neighbors. Regions
that violate this relationship indicate tampering. As such, we seek to simultaneously seg-
ment F,(z,y,t) into those pixels that are linearly correlated to their spatial and temporal
neighbors and those that are not, and to estimate these correlations. We choose a linear
model since it is a good model for most de-interlacing algorithms.

The expectation/maximization (EM) algorithm is employed to solve this simultaneous
segmentation and estimation problem. We begin by assuming that each pixel of F,(z,y,t)

belongs to one of two models, My or My. Those pixels that belong to M; satisfy:

Fo(w,y,t)= Y. aiF(wy+it)+ Y BiF(ry+it+1) + n(z,y), (3.10)
ie{—3,-1,1,3} i€{—2,0,2}

where n(x,y) is independent and identically distributed Gaussian noise. Those pixels that
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belong to My are considered to be generated by an “outlier” process. Note that Equa-
tion (3.10) embodies all of the de-interlacing algorithms described in the previous sections,
except for the motion compensated algorithm (more on this later).

The EM algorithm is a two-step iterative algorithm: (1) in the E-step the probability of
each pixel belonging to each model is estimated; and (2) in the M-step the specific form of
the correlations between pixels is estimated. More specifically, in the E-step, the probability

of each pixel of F,(z,y,t) belonging to model M; is estimated using Bayes’ rule:

— P{FO($>y7t) ‘ Fo(:r,y,t) € MI}P{FO(Z',y,t) S Ml}
P{F,(z,y,t) € My | Fo(z,y,t)} = 2?21 P{Fo(x’y,t) ‘ Fo(xay,t) c Mi}P{Fo({E,y,t) G( Mz})a
3.11

where the prior probabilities P{F,(z,y,t) € M1} and P{F,(z,y,t) € My} are each as-
sumed to be equal to 1/2. The probability of observing a sample F,(x,y,t) knowing it was

generated from model M; is given by:

~ 2
PIF 15 u 1 (Fo(ﬂ?,y,t)—Fo(iU,y,t)>
Y, t Y, t) € = - s 3.12
{ O(:I" Yy ) | 0(33 Yy ) 1} Umexp 20_2 ( )
where:
Fy(z,y,t) = Z a;F(x,y+1i,t) + Z GiF (z,y+i,t+1). (3.13)

ie{-3,—1,1,3} i€{—2,0,2}

The variance, o2, of this Gaussian distribution is estimated in the M-step. A uniform
distribution is assumed for the probability of observing a sample generated by the outlier
model, My, ie., P{Fy(z,y,t) | Fo(z,y,t) € Ma} is equal to the inverse of the range of
possible values of F,(z,y,t).

Note that the E-step requires an estimate of the coefficients «; and §;, which on the
first iteration is chosen randomly. In the M-step, a new estimate of these model parame-
ters is computed using weighted least squares, by minimizing the following quadratic error

function:

B({os. ) = S wle.) (Fole.v.t) — Boa.y.t)) (3.14)

T,y
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where the weights w(z,y) = P{F,(x,y,t) € My | Fy(z,y,t)}, Equation (3.11). This error
function is minimized by computing the partial derivative with respect to each a; and (;,
setting each of the results equal to zero and solving the resulting system of linear equations.

The derivative, for example, with respect to o; is:

> w(x, y)F(2,y + §,t) Fo(x,y,t)
'I7y

= Y (Zw(m,y)F(l’,y+i,t)F($7y+jat)> (3.15)

i€{-3,—1,1,3} z,y
LY 4 (zwu,yw(m,w,w )Py + 5 t>) |
i€{—2,0,2} Y

The derivative with respect to (; is:

> w(a,y)F(z,y +j,t+ 1) Fo(,y,1)
'Z,7y

- > <Zw(w,y)F(x,y+i,t)F(x7y+j,t+1)) (3.16)

ie{-3,-1,1,3} Y
LY g (Zw(w,y)F(w,yH,H1)F(fv,y+j,t+1)>-
i€{-2,0,2} Y

Computing all such partial derivatives yields a system of seven linear equations in the seven
unknowns «; and ;. This system can be solved using standard least-squares estimation.

The variance, o2, for the Gaussian distribution is also estimated on each M-step, as follows:

0_2 — Zx,y w(way)go(x;j/(i)y; Fo(xayvt))Z' (317)

The E-step and M-step are iteratively executed until stable estimates of «; and (; are

obtained.

3.3 Results

Shown in the top portion of Figure 3.3 are eleven frames from a 250-frame long video

sequence. Each frame is of size 480 x 720 pixels. Shown in the bottom portion of this figure
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are the same eleven frames de-interlaced with the line average algorithm. This video was
captured with a Canon Elura digital video camera set to record in interlaced mode. The
interlaced video was de-interlaced with our implementation of line repetition, field insertion,
line average, vertical temporal integration, motion adaptive, and motion compensated, and
the de-interlacing plug-in for VirtualDub ! which employs the motion adaptive algorithm.

In each case, each frame of the video was analyzed using the EM algorithm. The
EM algorithm returns both a probability map denoting which pixels are correlated to their
spatial /temporal neighbors, and the coefficients of this correlation. For simplicity, we report
on the results for only the odd frames (in all cases, the results for the even frames are
comparable). Within an odd frame, only the even scan lines are analyzed (similarly for
the odd scan lines on the even frames). In addition, we convert each frame from RGB to
grayscale (gray = 0.299R + 0.587G + 0.114B) — all three color channels could easily be
analyzed and their results combined via a simple voting scheme.

Shown below is the percentage of pixels classified as belonging to model M, that is, as

being correlated to their spatial neighbor:

de-interlace accuracy

line repetition 100%
field insertion 100%

line average 100%
vertical temporal 99.5%

motion adaptive (no-motion | motion) 97.8% | 100%
motion compensation 97.8%

VirtualDub (no-motion | motion) 99.9% | 100%

A pixel is classified as belonging to M; if the probability, Equation (3.11), is greater than
0.90. The small fraction of pixels that are incorrectly classified are scattered across frames,
and can thus easily be seen to not be regions of tampering — a spatial median filter would
easily remove these pixels, while not interfering with the detection of tampered regions
(see below). For de-interlacing by motion adaptive and VirtualDub, the EM algorithm

was run separately on regions of the image with and without motion. Regions of motion

VirtualDub is a video capture/processing utility, http://www.virtualdub.org.
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Figure 3.3: Shown in the top portion are eleven frames of a 250-frame long video sequence. Shown
in the bottom portion are the same eleven frames de-interlaced using the line average algorithm
— notice that the interlacing artifacts are largely reduced. Shown in the lower-right corner is an
enlargement of the pedestrian’s foot from the last frame.
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are determined simply by computing frame differences — pixels with an intensity difference
greater than 3 (on a scale of [0,255] are classified as having undergone motion, with the
remaining pixels classified as having no motion. The reason for this distinction is that
the motion adaptive algorithm, Section 3.1.5, employs different de-interlacing for regions
with and without motion. Note that for de-interlacing by motion compensation, only pixels
with no motion are analyzed. The reason is that in this de-interlacing algorithm, the de-
interlacing of regions with motion does not fit our model, Equation (3.10).

Shown in Figure 3.4 are the actual and estimated (mean/standard deviation) model
coefficients, «; and (;, averaged over the entire video sequence. Note that, in all cases, the
mean estimates are very accurate. The standard deviations range from nearly zero (10713)
to relatively small (10=* — 1073). The reason for these differences is two-fold: (1) rounding
errors are introduced for the de-interlacing algorithms with non-integer coefficients «; and
Bi, and (2) errors in the motion estimation for the motion-adaptive based algorithms which
incorrectly classifies pixels as having motion or no-motion.

Shown in Figure 3.5 are results for detecting tampering in the video sequence of Fig-
ure 3.3. We simulated the effects of tampering by adding, into a central square region of
varying size, white noise of varying signal to noise ratio (SNR). A unique noise pattern
was added to each video frame. The motivation behind this manipulation is that, as would
most forms of tampering, the noise destroys the underlying de-interlacing correlations. The
tampered regions were of size 256 x 256, 128 x 128, 64 x 64, 32 x 32 or 16 x 16 pixels, in
each frame of size 480 x 720. The SNR, 10, 20, 30 or 35 dB, ranges from the highly visible
(10 dB) to perceptually invisible (35 dB). Shown in each panel of Figure 3.5 is the average
probability, over all frames, as reported by the EM algorithm for the central tampered re-
gion and the surrounding untampered region. This probability corresponds to the likelihood
that each pixel is correlated to their spatial and temporal neighbors (i.e., is consistent with
the output of a de-interlacing algorithm). We expect probabilities significantly less than 1
for the tampered regions, and values close to 1 for the untampered region. For the motion
adaptive algorithms, we combined the probabilities for the motion and no-motion pixels.

Notice that in general, detection is quite easy for SNR values below 25dB, that is, the

tampered region has an average probability significantly less than the untampered region.
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line repetition field insertion line average
actual estimated actual estimated actual estimated

a3 0.0000  0.0000/0.07 x 10~** | 0.0000 0.0000/0.07 x 10™** | 0.0000  0.0005/0.06 x 10™3
a_q 1.0000 1.0000/0.21 x 10~** | 0.0000 0.0000/0.20 x 10~** | 0.5000 0.5000/0.15 x 10~*
a; 0.0000  0.0000/0.23 x 10~** | 0.0000 0.0000/0.23 x 10~** | 0.5000 0.5001/0.19 x 10~3
as 0.0000  0.0000/0.08 x 10™** | 0.0000 0.0000/0.08 x 10~** | 0.0000  0.0006,/0.08 x 10~*
2 0.0000  0.0000/0.15 x 10~** | 0.0000 0.0000/0.15 x 10~** | 0.0000 0.0001/0.12 x 1073
Bo 0.0000  0.0000/0.22 x 10~** | 1.0000 1.0000/0.19 x 10~** | 0.0000 0.0003/0.18 x 10~3
B2 0.0000  0.0000/0.22 x 10~** | 0.0000 0.0000/0.22 x 10~** | 0.0000  0.0000/0.18 x 1073

vertical temporal motion adaptive motion adaptive
(no-motion) (motion)
actual estimated actual estimated actual estimated

a_s 0.0556  0.0556/0.39 x 10~4 0.0000  0.0000/0.06 x 10~3 | 0.0000  0.0000/0.09 x 1073
a1 0.4444  0.4444/0.64 x 10~* 0.0000  0.0000/0.25 x 10 | 0.5000 0.5001/0.09 x 1073
o 0.4444  0.4444/0.65 x 10~* 0.0000  0.0000/0.25 x 10~% | 0.5000 0.5001/0.13 x 1073
as 0.0556  0.0556/0.37 x 1074 0.0000  0.0000/0.06 x 10~3 | 0.0000 0.0006/0.12 x 1073
o | —0.2778 —0.2778/0.60 x 10~ | 0.0000 0.0000/0.15 x 103 | 0.0000  0.0002/0.12 x 1073
Bo 0.5556  0.5556,0.65 x 10~* 1.0000  1.0000/0.31 x 1072 | 0.0000 0.0003/0.10 x 103
B2 | —0.2778 —0.2778/0.64 x 10~ | 0.0000 0.0000/0.15 x 102 | 0.0000  0.0004/0.13 x 1073

motion compensated VirtualDub VirtualDub
(no-motion) (motion)
actual estimated actual estimated actual estimated

o3 0.0000  0.0000/0.02 x 1073 0.0000  0.0000/0.76 x 10™*% | 0.0000 —0.0006/0.11 x 10~3

a1 0.0000  0.0000/0.08 x 1073 0.0000  0.0000/0.27 x 107*% | 0.5000 0.4998/0.16 x 1073
o1 0.0000  0.0000/0.09 x 10~3 0.0000  0.0000/0.36 x 10™'3 | 0.5000 0.5000/0.11 x 10~3
as 0.0000  0.0000/0.02 x 1073 0.0000  0.0000/0.12 x 1073 | 0.0000 —0.0005/0.14 x 1073

B2 0.0000  0.0000/0.05 x 1073 0.0000  0.0000/0.18 x 10™** | 0.0000 —0.0002/0.27 x 1073
Bo 1.0000 1.0000/0.11 x 1073 1.0000 1.0000/0.35 x 107** | 0.0000 —0.0004/0.19 x 103
B2 0.0000  0.0000/0.06 x 10~? 0.0000  0.0000/0.30 x 10™*3 | 0.0000 —0.0003/0.15 x 1073

Figure 3.4: Shown are the actual and estimated (mean/standard deviation) model coefficients for
the video sequence of Figure 3.3 that was de-interlaced with the specified algorithms.

Notice also that the detection gets slightly easier for larger regions, particularly at high SNR
values, but that even very small regions (16 x 16) are still detectable. And finally, note that
in the case of de-interlacing by motion adaptive and VirtualDub, the tampered regions are
more difficult to detect for large regions with low SNR (rows 5 and 7, last column). The
reason for this is the large tampered regions at a low SNR give rise to a significant number
of pixels mistakenly classified as having motion or no motion. As a result, the value of ¢ in
Equation (3.12) increases, which naturally results in a larger probability for the tampered

region. Note however, that the final probability is still below the 0.90 threshold used to

27



16 x 16 32 x 32 64 x 64 128 x 128 256 x 256
1 - 1 1 1 1
o o
508 508 508 51208 01208 ©
1 5 0.6] 5 0.6 5 0.6 "~ 15 0.6 5 0.6
© ] S 5 ! < o ]
804 804 804 -0 804 804
02 o %02 - %02 o %02 o 02 o
o° o o o> oo o
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 ) 1 1 1 1
o o
508 508 08 01508 o508 0
2 | Fos 3506 306 3 0.6 {506 -
8 8 o 8 o 8 o 8
S 0.4 S 0.4 S 0.4 80.4 S 0.4
& & & & &
02 o 02 o 02 o 02 o 02 o
o ° oo oo oo oo
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 - 1 . 1 - 1 . 1 -8
508 o 208 o 508 o 508 o 508
3 | zo0s 506 506 3 0.6 506
o o o < o
S04 o 804 o 804 o 504 o 804 o
02 %02 %02 %02 %02
o o o o o
0 0 0 0 0
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 1 1 1 1
o ] o o °
.08 .08 .08 .08 .08 o
= o = (o} = o = () =
4 | 308 306 306 3 0.6 306
o © [+
S04 S04 804 S04 S 0.4 o
o a o -
%02 %02 °© %02 < %02 %02
o o o o o
0 0 0 0 0
10 20 30 35 10 20 30 35 10 20 30 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 1) o—— g o —o—o 1 S ] e o —o—o
508 0508 01208 PRICE o08° o
5 | 506 306 306 3 0.6 3 0.6 >
8 o g o 8 o 8 o K| S
S04 804 0.4 80.4 ) S 0.4
- o o2l - ° %02 © Sog T v “o2
o o-- le}
0 0 0 0 0
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 1 1 1 1
508 208 508 208 208
6 | Fos °1Z 08 21508 0|06 0 {508 o
804 o 0.4 o 804 0 804 .0 04
02 o 02 o %02 o %02 o %02 ad
o o o o o o of o o ©
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)
1 ./._,o—c 1 .\'/o—c 11o————eo———o—° To—  eo——o—o Ife——eo——0—o
508 01508 1508 0208 0|08 ° 5
7 | 508 ~ 1508 ~ 1508 So1goe <1508 o P
904 - S04 ° S04 -0 S04 g Soat T °
0.2 IR o’ 0.2 PSS o 8ol O o 890 S0
0 0 0 0 0
10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35 10 20 30 35
SNR (dB) SNR (dB) SNR (dB) SNR (dB) SNR (dB)

Figure 3.5: Shown in each panel is the probability that regions are consistent with de-interlacing
as a function of signal to noise ratio (SNR) — the dashed line/open circle corresponds to tampered
regions and the solid line/filled circle corresponds to untampered regions. Each column corresponds
to a different tampered region size (in pixels), and each row corresponds to a different de-interlacing
algorithm: (1) line repetition, (2) field insertion, (3) line average, (4) vertical temporal, (5) motion
adaptive, (6) motion compensated, and (7) VirtualDub.
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Figure 3.6: Four frames of a Britney Spears concert that have been doctored to include a dancing
Marge and Homer Simpson. Shown below are the de-interlacing results that reveal the tampered
region.

determine if a region has been tampered with.

Shown in Figure 3.6 are four frames of a doctored video sequence. The original video
was de-interlaced with the vertical temporal algorithm. Each frame of the digitally inserted
cartoon sequence was re-sized from its original destroying any de-interlacing correlations.
Shown below each frame is the resulting probability map returned by the EM algorithm.
The doctored region is clearly visible in each frame.

We naturally expect that various compression algorithms such as MPEG will somewhat
disrupt the underlying correlations introduced by de-interlacing algorithms. To test the sen-
sitivity to compression the 250-frame long video sequence described above was de-interlaced

with the line repetition and line average algorithms, and then compressed using Adobe Pre-
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miere to a target bit rate of 9, 6, and 3 Mbps. Below are the percentage of pixels classified

as being correlated to their spatial neighbors.

de-interlace accuracy

none 9 Mbps 6 Mbps 3 Mbps

line repetition 100%  97.1% 96.2% 93.2%
line average 100%  97.0% 96.0% 93.5%

Note that even when compressed, the de-interlacing artifacts can still be detected and that

the accuracy degrades gracefully with increasing compression.

3.3.1 Frame Rate Up-Conversion

This technique can be adapted to detect frame rate up-conversion. Consider now a video
sequence captured at 25-frames per second that is subsequently manipulated and saved at
a higher rate of 30-frames per second. This frame rate conversion requires some form of
interpolation in order to fill in the extra frames. There are several frame rate conversion
algorithms that accomplish this. Frame repetition is the simplest approach where frames
from the original sequence are simply repeated to expand the frame rate to the desired rate.
When converting from 25 to 30 frames per second, for example, every fifth frame of the
original sequence is duplicated. Linear frame rate conversion creates the extra frames by
taking linear combinations of neighboring frames in time. More sophisticated motion-based
algorithms compensate for the inter-frame motion in a similar way to the motion-based
de-interlacing algorithms (e.g., [30, 3]).

Here we consider only the frame repetition and linear conversion techniques. The method
we will describe can be adapted, as in the previous section, to be applicable to motion-based
algorithms. For both algorithms, some frames in a converted video will be a linear combi-
nation of their neighboring frames, while other frames will not. We therefore employ the
EM algorithm to simultaneously segment the video into frames that are and are not linear

combinations of their neighbors, and determine the linear coefficients of this combination.
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Similar to before, the relationship between frames is modeled as:

F(z,y,t) = Z a; F(x,y,t+1), (3.18)
€{-1,1}

where for simplicity only two temporal neighbors are considered — this could easily be
expanded to consider a larger neighborhood. With a few minor changes, the EM algorithm
described in the previous section can be adapted to detect frame rate conversion. Note first
that the model here operates on entire frames, instead of individual pixels. Second, because
the majority of frames will not correlated to their neighbors, we find that it is necessary
to use a fixed, and relatively small, o in Equation (3.12). And lastly, note that the model
coefficients for the first frame in a duplicated pair will be a—; = 0 and o7 = 1 while the
coefficients for the second duplicated frame will be a_1 = 1 and a7 = 0. For our purposes,
we would like to consider these models as the same. As such, on each EM iteration both
the current and the symmetric version of the model coefficients are considered. The model
that minimizes the residual error between the frame and the model is adopted.

A video sequence of length 960 frames, originally recorded at 25 frames per second, was
converted using VirtualDub to a frame rate of 30 frames per second, yielding a video of
length 1200 frames. VirtualDub employs a frame duplication algorithm. The EM algorithm
detected that every multiple of 6 frames was a linear combination of their neighboring frames
(with an average probability of 0.99), while the remaining frames were not (with an average

probability of 0.00).

3.4 Discussion

We have presented a technique for detecting tampering in de-interlaced video. We explicitly
model the correlations introduced by de-interlacing algorithms, and show how tampering
can destroy these correlations. This technique can localize tampering both in time and
in space and can also be slightly adapted to detect frame rate up-conversion that might
result from video manipulation. Compression artifacts make it somewhat more difficult to

estimate the de-interlacing correlations, so this approach is most appropriate for relatively
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high quality video.

The model parameters for the untampered region of each frame are consistent through-
out the entire sequence. Therefore, we can estimate one set of model parameters for all the
frames together instead of for each frame separately. Due to the large amount of data in a
video sequence, we need to reduce the computational complexity to a manageable scale. To
do this, we can randomly sample pixels from the whole video sequence to provide the input
data for the EM algorithm. Then the estimated model parameters are used to calculate
the probability map for each frame. This approach can greatly reduce the computational
cost because the EM algorithm is only applied once. At the same time, it also improves the
accuracy of the estimation of the model parameters because the input data are no longer
restricted to one frame.

One way to counterattack the de-interlacing forensic tool would be to recreate the cor-
relations that were destroyed by the tampering. This could be achieved by first doctoring
a video, then generating an interlaced video (split the even and odd scan lines), and finally
applying a de-interlacing algorithm to generate a new de-interlaced video with intact corre-
lations. If the original video camera is available, this approach requires the forger to employ

the same de-interlacing algorithm as that used by the original camera.
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Chapter 4

Double MPEG

MPEG is a well established video compression standard. In this chapter, we consider
detecting tampering in videos compressed by MPEG. When an MPEG video is modified,
and re-saved in MPEG format, it is subject to double compression. In this process, two types
of artifacts — spatial and/or temporal — will likely be introduced into the resulting video. We
describe how these artifacts can be quantified and estimated in order to detect forgeries. We
begin by briefly describing the relevant components of MPEG video compression. Then we
propose two techniques, each capable of capturing one type of double compression artifact,

and show their efficacy in detecting tampering.

4.1 Video Compression

The MPEG video standard (MPEG-1 and MPEG-2) compresses video data by reduc-
ing both spatial redundancy within individual frames and temporal redundancy across

frames [47]. In this section, we give a brief overview of the MPEG standard.

4.1.1 Coding Sequence

In a MPEG encoded video sequence, there are three types of frames: intra (I), predictive
(P) and bi-directionally predictive (B), each offering varying degrees of compression. These

frames typically occur in a periodic sequence. A common sequence, for example, is:

Iy By B3 Py Bs Bg P; Bg By Pig B11 B2 I13 By -+ -,

33



where the subscripts are used to denote time. Such an encoding sequence is parameterized
by the number of frames in a sequence, N, and the spacing of the P-frames, M. In the
above sequence N = 12 and M = 3. Each N frames is referred to as a group of pictures
(GOP).

I-frames are encoded without reference to any other frames in the sequence. P-frames
are encoded with respect to the previous I- or P-frame, and offer increased compression
over I-frames. B-frames are encoded with respect to the previous and next I- or P-frames
and offer the highest degree of compression. In the next three sections,, these encodings are

described in more detail.

4.1.2 [-frame

I-frames are typically the highest quality frames of a video sequence but afford the least
amount of compression. [I-frames are encoded using a fairly standard JPEG compression
scheme. A color frame (RGB) is first converted into luminance/chrominance space (YUV).
The two chrominance channels (UV) are subsampled relative to the luminance channel (Y),
typically by a factor of 4 : 1 : 1. Each channel is then partitioned into 8 x 8 pixel blocks.
A macroblock is then created by grouping together four such Y-blocks, one U-block, and
one V-block in a 16 x 16 pixel neighborhood. After applying a discrete cosine transform
(DCT) to each block, the resulting coefficients are quantized and run-length and variable-
length encoded. The amount of quantization of the DCT coefficients depends on their
spatial frequencies (higher frequencies are typically quantized more than lower frequencies).
The DC coefficient (the (0,0) frequency) and the AC coefficients (all other frequencies)
are quantized differently. Of our interest is the quantization of the AC coefficients, which
is determined by two factors: the quantization table and the quantization scale. The
quantization table specifies the quantization for each of 64 DCT frequencies in each YUV
channel, and is generally held fixed across the entire video. The quantization scale (a
scalar) can vary from frame to frame and from macroblock to macroblock, thus allowing
the quantization to adapt to the local image structure. The final quantization for each DCT

coefficient is then simply the product of the quantization table and scale.
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4.1.3 P-frame

In the encoding of an I-frame, compression is achieved by reducing the spatial redundancies
within a single video frame. The encoding of a P-frame is intended to reduce the temporal
redundancies across frames, thus affording better compression rates. Consider for example
a video sequence in which the motion between frames can be described by a single global
translation. In this case, considerable compression can be achieved by encoding the first
frame in the sequence and the amount of inter-frame motion (a single vector) for each
subsequent frame. The original sequence can then be reconstructed by motion correcting
(e.g., warping) the first frame according to the motion vectors. In practice, of course, a
single motion vector is not sufficient to accurately capture the motion in most natural video
sequences. As such, the motion between a P-frame and its preceding I- or P-frame is
estimated for each 16 x 16 pixel block in the frame. A standard block-matching algorithm
is typically employed for motion estimation, Figure 4.1(a). A motion estimated version
of frame 2 can then be generated by warping the first frame according to the estimated
motion, Figure 4.1(b). The error between this predicted frame, and the actual frame is
then computed, Figure 4.1(c). Both the motion vectors and the motion errors are encoded
and transmitted (the motion errors are statically encoded using a similar JPEG compression
scheme as used for encoding I-frames). With relatively small motion errors, this scheme
yields good compression rates. The decoding of a P-frame is then a simple matter of
warping the previous frame according to the motion vector and adding the motion errors.
By removing temporal redundancies, the P-frames afford better compression than the I-
frames, but at a cost of a loss in quality. These frames are of lower quality because of the

errors in motion estimation and the subsequent compression of the motion errors.

4.1.4 B-frame

Similar to a P-frame, a B-frame is encoded using motion compensation. Unlike a P-frame,
however, a B-frame employs a past, future, or both of its neighboring I- or P-frames for
motion estimation. By considering two moments in time, more accurate motion estimation

is possible, and in turn better compression rates. The decoding of a B-frame requires that
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Figure 4.1: Motion estimation is used to encode P- and B-frames of a MPEG video sequence: (a)
motion is estimated between a pair of video frames; (b) the first frame is motion compensated to
produce a predicted second frame; and (c) the error between the predicted and actual second frame
is computed. The motion estimation and errors are encoded as part of a MPEG video sequence.

both frames, upon which motion estimation relied, be transmitted first.

4.2 Spatial

We introduce a technique for detecting if a video frame or part of it was MPEG compressed
twice as an I-frame. This manipulation might result from something as simple as recording
an MPEG video, editing it, and re-saving it as another MPEG video. This manipulation
might also arise from a more sophisticated green-screening in which two videos are compos-
ited together. We show that such double compression introduces specific artifacts in the
DCT coefficients of the I-frames of an MPEG video. In [43], Popescu et al. have described
such double compression artifacts (see also [34]). In [51], we showed that such artifacts
can be measured to detect doubly compressed I-frames. However, unlike these earlier tools,

this technique can detect localized tampering in regions as small as 16 x 16 pixels.
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4.2.1 Methods

The final quality of an MPEG video is determined by several factors. Among these is the
amount of quantization applied to each I-frame. Therefore, when an I-frame is compressed
twice with different compression qualities, the DCT coeflicients are subjected to two levels
of quantization. Recall the final quantization is determined by two factors: the quantization
table and the quantization scale. Since video encoders typically employ the default quanti-
zation matrix, we assume that the variation in quantization is governed by the quantization

scale.

Double Quantization

Consider a DCT coefficient u. In the first compression, the quantized DCT coefficient z is
given by:
U
x = |—|, 4.1
[Ch] (1)

where ¢ (a strictly positive integer) is the first quantization step, and [-] is the rounding
function. When the compressed video is decoded to prepare for the second compression,

the quantized coefficients are de-quantized back to their original range:

y = zq. (4.2)

Note that the de-quantized coefficient y is a multiple of ¢;. In the second compression, the

DCT coefficient y is quantized again:

@

;= [y} (4.3)

where g3 is the second quantization step and z is the final double quantized DCT coefficient.
To illustrate the effect of double quantization, consider an example where the original
DCT coefficients are normally distributed in the range [—30,30]. Shown in Figure 4.2(a)

is the distribution of these coefficients after being quantized with ¢; = 5, Equation (4.1).
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Figure 4.2: Shown are: (a) the distribution of singly quantized coefficients with ¢; = 5; (b) the
distribution of these coefficients de-quantized; (c) the distribution of doubly quantized coefficients
with ¢; = 5 followed by g2 = 3 (note the empty bins in this distribution); (d) a magnified view
of the central bin in panel (e) — the dashed line is a Gaussian distribution fit to the underlying
coefficients; and (e-f) the same distributions shown in panels (b) and (¢) but with rounding and
truncation introduced after the coefficients are decoded.

Shown in Figure 4.2(b) is the distribution of the de-quantized coefficients, Equation (4.2)
(where every coefficient is now a multiple of the first quantization 5). And shown in Fig-
ure 4.2(c) is the distribution of doubly quantized coefficients with steps ¢; = 5 followed by
g2 = 3, Equation (4.3). Because the step size decreases from ¢; = 5 to g2 = 3 the coefficients
are re-distributed into more bins in the second quantization than in the first quantization.
As a result, the distribution of the doubly quantized coefficients contains empty bins (Fig-
ure 4.2(c) as compared to Figure 4.2(a)). As described in [34, 43, 18], a similar, although
less pronounced, artifact is introduced when the step size increases between quantizations.

Since we will be computing double compression artifacts at the level of a single macro-block,

we will restrict ourselves to the more pronounced case when q; > go.

Modeling Double Quantization

Equations (4.1)-(4.3) describe the effects of double compression in an idealized setting. In
practice, however, when a compressed video is de-quantized, Equation (4.2), and an inverse

DCT applied, the resulting pixel values are rounded to the nearest integer and truncated
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into the range [0, 255]. When the forward DCT is then applied, the coefficients will no longer
be strict multiples of the first quantization step. Shown in Figure 4.2(d) is an example of
this effect, where only a single bin is shown — note that instead of being an impulse at 0,
the coefficients approximately follow a normal distribution centered at zero. Superimposed
on this distribution is a Gaussian distribution fit to the underlying coefficients. Shown in
Figure 4.2(e) is an example of how the rounding and truncation affect the entire distribution
(note the contrast to the ideal case shown in panel (b)). After the second compression, the
rounding and truncation are propagated into the doubly quantized coefficients. As a result,
the previously empty bins are no longer empty, as shown in Figure 4.2(f), as compared to
panel (c).

We therefore model the distribution of singly compressed and de-quantized coefficients

with a Gaussian distribution:

Py (ylz) = N(yizq,0) = e 2? (4.4)

with mean xq; and standard deviation o. This conditional probability describes the distri-
bution of de-quantized coefficients y with respect to x.

The distribution of doubly compressed coefficients is then given by:
(2+0.5)q2
Putle) = [ TPy (alaay
(2—0.5)g2

(240.5)g2
= / N (y; zq1,0)dy, (4.5)
(270.5)(12

where the integration bounds mimic the rounding function.
Now, the marginal distribution on the observed doubly compressed coefficients z is given

by:

PQ1(Z) = ZPQ1(SU)PQ1(Z|$)

(2+0.5)q2

= Zqu(x)/( N(y; zq1,0)dy. (4.6)

z—0.5)q2
The distribution of P, (2) describes the expected distribution of DCT coefficients that result
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from having been quantized with step size q; followed by ¢2. Since the second quantization
g2 can be determined directly from the encoded video, this distribution can be used to
determine if the observed DCT coefficients are consistent with double compression, where
the first compression occurred with quantization q;.

Note that in our model of Py, (z), Equation (4.6), the marginal probability P, (x) that
describes the distribution of the original quantized coefficients is unknown. We next describe
how to estimate this unknown distribution.

Let Z ={z1, 22,...,2n} denote a set of n observations of the DCT coefficients extracted
from a single macroblock. Given Z, the distribution P, () can be estimated using the
expectation-maximization (EM) algorithm [9]. The EM algorithm is a two-step iterative
algorithm. In the first E-step the distribution of x given each observation z; is estimated to
yield Py, (z]%). In the second M-step the distribution of « is computed by integrating the
estimated P, (x|z;) over all possible z; to yield the desired Py, (z).

More specifically, in the E-step, we estimate Py, (z|z;) using Bayes’ rule:

Pulele) = Telpalid (4.7

where Py, (z;]z) is given by Equation (4.5) and Py, (z;) is given by Equation (4.6). Note that
this step assumes a known P, (z), which can be initialized randomly in the first iteration.

In the M-step, Py, (x) is updated by numerically integrating P, (z|z;) over all possible z;:

1 n
Pul@) = =3 Py(el). (48)
i=1
These two steps are iteratively executed until convergence.

Forensics

Our model of double compression described in the previous section can be used to determine
if a set of DCT coeflicients have been compressed twice with quantization steps of ¢; followed
by g2. Let Z denote the DCT coeflicients from a single macroblock whose quantization

scale factor is go (the value of g2 can be extracted from the underlying encoded video).
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Let P(z) denote the distribution of Z. This distribution can be compared to the expected
distribution P, (z), Equation(4.6), that would arise if the coefficients are the result of double
quantization by steps ¢; followed by g2. To measure the difference between the observed P(z)
and modeled Py, (z) distributions we employ a slight variant of the normalized Euclidean

distance!:

D(P(:), Py () = \/Z s (4.9

where s(z) is the empirically measured standard deviation of the difference between the
probability distributions of coefficients double quantized with steps ¢; followed by g2 and
the corresponding model P, (2). Note that the normalized Euclidean distance would have
defined s(z) as the standard deviation of P(z), whereas we use the standard deviation of
the difference between P(z) and the corresponding model.

This distance is then converted into a probability:
P(Z|q) = e “PPE uE), (4.10)

where the scalar o controls the exponential decay. This probability quantifies the likelihood
that the macroblock’s coefficients Z were previously quantized by a value of ¢.

In order to determine if a macroblock has been doubly compressed, we consider all
possible values of ¢; that are strictly greater than ¢a. The maximal value of P(Z]q;) over
all g1 is taken as the probability that a macroblock has been doubly compressed. This

process is repeated for each macroblock, and for each video frame.

Confidence Coefficient

Shown in Figure 4.3 are distributions for (a) an original set of coefficients, and these co-
efficients (b) singly quantized (¢1 = 10) and (c) doubly quantized (¢; = 12 and g2 = 10).
As expected, there is a tell-tale empty bin in the doubly quantized distribution. Consider

now the distributions in panels (d)-(f). The original distribution in panel (d) has no values

!The normalized Euclidean distance is a special case of the Mahalanobis distance with an assumed
diagonal covariance matrix.
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Figure 4.3: Shown in the first row are distributions for (a) an original set of coefficients, and these
coefficients (b) singly quantized (¢; = 10) and (c) doubly quantized (¢; = 12 and g2 = 10). Shown
in panel (d) is a similar distribution, but where the original coefficients have no data in the range

[15,45]. This missing data leads to nearly identical singly (e) and doubly (f) quantized distributions
(unlike panels (b) and (c).
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in the range [15,45]. As a result, the singly (¢; = 10) and doubly (¢1 = 12 and g2 = 10)
quantized distributions are nearly identical because the expected empty bin occurs in the
region where there is no data. Such a situation will yield a false positive — a macroblock will
be classified as doubly compressed when it is not. Since we are considering the distribution
of DCT coefficients on a per-macroblock basis, this situation is not uncommon in practice,
particularly in largely uniform image regions. We next describe a scheme for avoiding such
false positives.

The probability that a set of coefficients Z in a given macroblock have been quantized
by quality ¢; prior to its current quantization, Equation (4.10), is scaled by a weighting

factor ¢(+):

Pe(Zlq) = o(Z,q)P(Z]q), (4.11)

where this weighting factor embodies our confidence that a specific macroblock contains
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sufficient data. Specifically, this confidence coefficient is given by:
c(Z7 ql) = 1- e—ﬁzzeA P(Z)/S(Z)7 (412)

where (3 is a scalar which controls the exponential decay and A is an index set which
depends on the quantization steps q; and ¢2. The set A is determined by first quantizing
synthetically generated data at all pairs of steps ¢q1 and g2. For each pair of quantizations, the
set A consists of all empty bins that result from double quantization, and their immediately
adjacent bins. Intuitively, if these bins are all empty, then our confidence in determining
double quantization is low (as in Figure 4.3(f)). On the other hand, if these bins are not

empty, then our confidence is high (as in Figure 4.3(c)).

4.2.2 Results

We report on three sets of experiments that show the efficacy and limitations of the pro-
posed technique for detecting double quantization. Throughout, we employed an MPEG-2
encoder/decoder developed by the MPEG Software Simulation Group?. The encoder af-
fords two quantization modes, linear or non-linear. For simplicity, the linear mode was
employed in which the quantization scale is specified as an integer between 1 and 31, and
is fixed throughout the entire video sequence. Since we are only interested in the I-frames,
the encoder was configured to encode every frame as an [-frame. In each experiment, a
video sequence was either compressed (i.e., quantized) once (singly quantized) or twice with
different quantization scale factors (doubly quantized).

As described previously, the detection of double quantization is performed on each 16x 16
macroblock. As such, the 252 AC coefficients® were extracted from the luminance channel
of each macroblock®. In addition, the quantization scale was extracted from the encoded
video. In each experiment, the various parameters are defined as follows: o = 0.1 in
Equation (4.4); o = 150 in Equation (4.10); 8 = 15 in Equation (4.12); and a macroblock

is classified as doubly quantized when the estimated probability is greater than 0.5.

2www .mpeg . org/MPEG/video/mssg-free-mpeg-software.html

363 AC coefficients per each of four 8 x 8 DCT blocks

We found little benefit from incorporating the remaining 126 AC coefficients from the chrominance
channels.
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In the first experiment, a video sequence of length 10,000 frames was recorded with a
SONY-HDR-HC3 digital video camera. The camera was hand-held as we walked aimlessly
through the campus. The video was initially captured in DV format at a fixed bitrate of
25 Mbps (this rate was high enough so that its effect could be ignored). The size of each
frame is 720 x 480 pixels. This video was first MPEG compressed with each of the 31
quantization scales. To simulate tampering, the resulting 31 MPEG sequences were then
compressed again with each possible quantization scale less than the original scale. This
yielded a total of 31 singly compressed (authentic) and 465 doubly compressed (tampered)
videos. For each sequence, 135,000 macroblocks were extracted from 100 frames sampled
equally between the first and last frame of the recorded video.

Shown in Figure 4.4 is the percentage of macroblocks classified as doubly quantized,
where the vertical and horizontal axes correspond to the first and the second quantization
scales respectively. The diagonal entries in this figure correspond to the singly quantized
sequences, and the off-diagonal entries correspond to the doubly quantized sequences. A
perfect classification would have 0% on the diagonal and 100% on the off-diagonal. For the
singly compressed sequences, the mean false positive rate is 1.4% with a standard deviation
of 1.4%. That is, on average 1.4% of the 135, 000, or 1,890, macroblocks in each sequence are
mis-classified as doubly quantized. These misclassified macroblocks are typically scattered
throughout a frame, and, as we will see below, can typically be removed with a spatial
median filter. For the doubly compressed sequences, the detection rate depends on the
ratio between the first and the second quantization scale. When the ratio is less than
1.3, the average detection rate is near chance at 2.5% with a standard deviation of 3.1%.
When the ratio is between 1.3 and 1.7, the average detection rate is 41.2% with a standard
deviation of 24.1%. When the ratio is greater than 1.7, the average detection rate is 99.4%
with a standard deviation of 1.3%. The detection accuracy improves with an increasing
quantization scale ratio because for these larger ratios the tell-tale empty bins are near the
origin where the DCT coeflicient values are concentrated.

In the second experiment, a video sequence of length 200 frames and size 1440 x 1080

pixels was downloaded from Microsoft’s WMV HD Content Showcase®. In order to remove

Swww.microsoft.com/windows/windowsmedia/musicandvideo/hdvideo/contentshowcase.aspx
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Figure 4.4: Shown is the percentage of macroblocks classified as doubly quantized for singly
compressed (diagonal) and doubly compressed (off-diagonal) video sequences. Each entry is also
color-coded: 0%=Dblack, 50%=mid-level gray, and 100%=white. The vertical and horizontal axes
correspond to the first and the second quantization scales respectively.

any existing compression artifacts, each frame was downsampled by a factor of two and
centrally cropped to a size of 720 x 480 pixels. These frames were then singly compressed
with a quantization scale of 2, and doubly compressed with a quantization scale of 4 followed
by 2. For each frame, a total of 1,350 macroblocks were extracted and classified as either

singly or doubly quantized.
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Shown in the first column of Figure 4.5 are five representative frames from this sequence.
Shown in the second column are the estimated probabilities for the singly compressed se-
quence. Each pixel in this probability image corresponds to one macroblock in the original
frame. Although a small number of macroblocks have a probability greater than our thresh-
old of 0.5, these macroblocks are scattered throughout the frame and can be removed with
a spatial median filter. The macroblocks marked with a cross (red) correspond to those
macroblocks for which a probability could not be computed because their AC coefficients
were uniformly all zero. Such macroblocks correspond to areas in the image with effectively
no intensity variation. Shown in the third column of Figure 4.5 are the estimated probabil-
ities for the doubly compressed sequence. Except for a few scattered macroblocks, nearly
all of the macroblocks have a probability close to 1, indicating that these macroblocks were
doubly quantized.

In the third experiment, we created a video composite by combining a video of a static
background and video of a person recorded in front of a green screen®, each of length 200
frames. In order to remove any existing compression artifacts in the original videos, the
background video, originally of size 1600 x 1200, was downsampled by a factor of two and
centrally cropped to a size of 720 x 480 pixels. The foreground video was originally of
size 1440 x 1080, and was also downsampled and centrally cropped to a size of 720 x 480
pixels. The final video composite was created using Adobe Premiere Pro 2.0, and encoded
using Premiere’s MPEG-2 encoder. The encoder was configured to save each frame as an
I-frame. Because the encoder does not allow for direct control of the quantization scale, the
compression quality was controlled by adjusting the average encoded bit-rate (which in turn
spatially and temporally adjusted the quantization scale to achieve the desired bit-rate).
The background video was compressed with a bit-rate of 6 Mbps. The foreground video
was composited with the background, and the resulting composition was compressed with
a bit-rate of 12 Mbps.

Shown in the first column of Figure 4.6 are five representative frames from this com-
posited sequence. Macroblocks from each frame were extracted from the composited video

and classified as either singly or doubly quantized. Shown in the second column of Fig-

Swww . timelinegfx.com/freegreenscreen.html
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Figure 4.5: Shown in the first column are representative frames from a video sequence. Shown in

the second and the third columns are the probability of each macroblock being doubly quantized
for a singly and doubly compressed video, respectively. The macroblocks marked with a cross (red)
correspond to those macroblocks for which a probability could not be computed due to a lack of
sufficient AC coefficients.

ure 4.6 are representative examples of the estimated probabilities. Note that as desired,
the background region generally has a high probability since it was compressed twice, while
the foreground, compressed only once, has a low probability. Shown in the third column of

Figure 4.6, are the results of applying a spatial median filter of size 3 x 3 macroblocks, and

thresholding the filtered probabilities at 0.5.
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Figure 4.6: Shown in the first column are representative frames from a video sequence created

by compositing the person onto a static background. The background was compressed twice, while
the foreground was compressed once. Shown in the second column are the probabilities that each
macroblock was doubly quantized. Shown in the third column are the results of applying a spatial
median filter and threshold.

In summary, our experiments show that we can detect double quantization at the mac-
roblock level (16 x 16 pixels). When the ratio between the first and the second quantization
scale is greater than 1.7, the detection is highly effective. The detection accuracy decreases

along with this ratio. At the same time, the number of false positives is generally small and

spatially localized making them fairly easy to remove with a spatial median filter.
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delete

I BBPBBPBBPBBIBBPBBPBBPBBIBBPBIBP...

o

I BBPBBPBBIBBPBBPBBPBBIBBPBBP...
I BBPBBPBBPBBIBBPBBPBBPBBIBBP...

double different GOPs different GOPs
compress

Figure 4.7: Shown along the top row is an original MPEG encoded sequence. The subsequent
rows show the effect of deleting the three frames in the shaded region. Shown in the second row
are the re-ordered frames, and in the third row, the re-encoded frames. The I-frame prior to the
deletion is subjected to double compression. Some of the frames following the deletion move from
one GOP sequence to another. This double MPEG compression gives rise to specific static and
temporal statistical patterns that may be used as evidence of tampering.

4.3 Temporal

In addition to spatial artifacts, double compression may also introduce temporal statistical
perturbations, whose presence can be used as evidence of tampering. Shown in the top row
of Figure 4.7 is a short 31-frame MPEG sequence. Consider the effect of deleting the three
frames shown in the shaded region. Shown in the second row are the re-ordered frames,
and in the third row are the re-encoded frames after re-saving the spliced video as a MPEG
video.

Note that the I-frame prior to the deletion retains its identity and will be re-encoded as
an I-frame. In Section 4.2, we showed that such doubly compressed I-frames may introduce
artifacts in the DCT coefficients and showed how these artifacts can be quantified and
estimated to detect tampering. Note also that the second and third P-frame of the first
and second GOP were, in the original sequence, in different GOP sequences. In this section,

we will show how this change yields a specific statistical pattern in the distribution of motion
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eITors.

4.3.1 Methods

Recall that the first frame of each group of pictures (GOP) is an I-frame. This frame, which
is only statically compressed, effectively corrects for motion estimation errors that accumu-
late throughout each GOP. Each P-frame within a GOP is, either directly or indirectly
encoded with respect to the initial I-frame.

We consider the effect of deleting (or adding) frames from a video sequence, and re-
encoding the resulting sequence. As an example, consider the effect of deleting the first six

frames of the following sequence:

IBBPBBPBBPBBIBBPBBPBBPBB

The deletion of the first six frames leaves:

PBBPBBIBBPBBPBBPB

which, when re-encoded, becomes:

IBBPBBPBBPBBIBBPB

Within the first GOP of this sequence, the I-frame and first P-frame are from the first
GOP of the original sequence. The second and third P-frames, however, are the I-frame
and first P-frame from the second GOP of the original sequence. When this new sequence
is re-encoded, we expect a larger motion error between the first and second P-frames, since
they originated from different GOPs. Moreover, this increased motion error will be periodic,
occurring throughout each of the GOPs following the frame deletion.

This artifact is not unique to a deletion of six frames. Consider, for example, the effect

of deleting four frames from the following sequence:

IBBPBBPBBPBBIBBPBBPBBPBRB
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The deletion of the first four frames leaves:

BBPBBPBBIBBPBBPBBPBB

which, when re-encoded, becomes:

IBBPBBPBBPBBIBBPBBPBE

Within the first GOP of this sequence, the [-frame and first two P-frames are from the
first GOP of the original sequence. The third P-frame, however, originated from the second
GOP in the original sequence. As in the above example, we expect a periodic increase in
motion error because of this re-location of frames from GOPs.

The reason for this change in motion error is that all of the P-frames within a single
GOP are correlated to the initial I-frame. This correlation emerges, in part, because each
I-frame is independently JPEG compressed. Because of the motion compensation encoding,
these compression artifacts propagate through the P-frames. As a result, each P-frame is
correlated to its neighboring P- or I-frame. When frames move from one GOP to another,
this correlation is weaker, and hence the motion error increases. To see this more formally
consider a simplified 5-frame sequence Fy Fy F3 Fy F5 that is encoded as I1 Py P3 Py Is,
where the subscripts denote time. Due to JPEG compression of the I-frame and JPEG
compression of the motion error for the P-frames, each of the MPEG frames can be modeled
as: [ = F1 + N1, P = F5+ No, Py = F3+ N3, Py = Fy + Ny, Is = F5 + N5, where NN, is
additive noise. Note that, as described above, the noise for I; through P, will be correlated

to each other, but not to that of I5. The motion error, mo, for frame P, will be:

mo = P2 — M(Il)
= Fy+ Ny — M(F1 + Ny)
(4.13)
= F5 + Ny —M(Fl) —M(Nl)

=Fy — M(Fy) + (Ny — M(Ny)),

where M(-) denotes motion compensation. Similarly, the motion errors for frame P; is
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F; — M(F;—1) + (N; — M(N;—1)). Consider now the deletion of frames that brings frame
P, into the third position and I5 into the fourth position. The motion error for the newly

encoded Py frame will be:

1y =I5 — M(Py)
= F5 + N5 — M(Fy + Ny)
(4.14)
— Fy + N5 — M(Fy) — M(Ny)

= F5 — M(Fy) + (N5 — M(Ny)).

For the motion error mg, the two components of the additive noise term, (N2 — M(Ny)),
are correlated and we therefore expect some cancellation of the noise. In contrast, for the
motion error my, the two components of the additive noise term, (N5 — M(Ny)), are not
correlated leading to a relatively larger motion error as compared to mo.

This pattern of motion error is relatively easy to detect as the motion error is explicitly
encoded as part of the MPEG sequence. Specifically, we extract from the MPEG video
stream the motion error and compute, for each P-frame 7, the mean motion error for
the entire frame. Periodic spikes in motion error indicate tampering. This periodicity is
often fairly obvious, but can also be detected by considering the magnitude of the Fourier
transform of the motion errors over time. In the Fourier domain, the periodicity manifests
itself with a spike at a particular frequency, depending on the GOP encoding. As will
be shown in the following section, this periodic increase in motion error occurs for every
number of frame deletions (or insertions) that are not a multiple of the GOP length (12, in

these examples).

4.3.2 Results

Shown in the upper portion of Figure 4.8 are ten frames from a 500-frame long video
sequence. This video was shot with a Canon Elura digital video camera, and converted
from its original AVI format to MPEG with a IBBPBBPBBPBB GOP. We employed a

MPEG-1 encoder/decoder written by David Foti — these MatLab routines are based on an

"The motion errors of B-frames are not considered here since the bi-directional nature of motion estima-
tion for these frames makes it likely that a B-frame will be correlated to frames in neighboring GOPs.
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Figure 4.8: Representative frames of two video sequences. Shown are frames 0 to 450 in steps of
50.

encoder/decoder developed at The University of California at Berkeley [37]. The MPEG
encoder allows for control over the static compression quality of I-, P- and B-frames and
the GOP sequence. These routines were adapted to extract the DCT coefficients and the
motion errors.

Shown in the lower part of Figure 4.8 are ten frames from a second 500-frame long video
sequence acquired in a similar manner. In the first video sequence, the camera pans across
the scene, yielding an overall large global motion. In the second video sequence, the camera
is stationary, with relatively small motions caused by passing cars.

A variable number of frames, between 0 and 11, were deleted from the video sequence
shown in the upper part of Figure 4.8. The resulting sequence was then re-saved as an
MPEG video. The motion error for each P-frame was extracted from the MPEG encoding.
Shown in Figure 4.9 is the mean motion error for each P-frame as a function of time (upper
panel), and the magnitude of the Fourier transform of this motion error (lower panel). Note
that for all non-zero frame deletions, the motion error exhibits a periodic pattern, which
manifests itself as peaks in the middle frequency range. Note that the artifacts for frame

deletions of 3, 6 and 9 are significantly stronger than others. The reason for this is that for
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Figure 4.9: Double MPEG detection for the video sequence in the upper portion of Figure 4.8.
Shown in each box is the mean motion error over time (upper panel) and the magnitude of its Fourier
transform (lower panel). Shown are the results for a variable number of deleted frames, from 0 to
11. Spikes in the Fourier transform indicate double compression.

deletions other than integer multiples of 3, the last two or first two B-frames of a GOP shift
into a P-frame. Because of the bi-directional nature of their motion estimation, the noise
in these B-frames are correlated to the frames of the GOP in which they are contained, and

to the frames in the subsequent GOP. In contrast, for deletions that are a multiple of 3, a
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Figure 4.10: Double MPEG detection for the video sequence in the lower portion of Figure 4.8.
Shown in each box is the mean motion error over time (upper panel) and the magnitude of its Fourier
transform (lower panel). Shown are the results for a variable number of deleted frames, from 0 to
11. Spikes in the Fourier transform indicate double compression.

P- or I-frame from one GOP moves to a P- or I-frame of another GOP. The noise in these
frames, unlike the B-frames, are correlated only to the frames in their GOP, Section 4.3.1.
Results for the video sequence shown in the lower part of Figure 4.8 are shown in

Figure 4.10. As above, shown is the mean motion error for each P-frame as a function of
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time (upper panel), and the magnitude of the Fourier transform of this motion error (lower
panel). Note that, as in the previous example, the motion error exhibits a periodic pattern

for all non-zero frame deletions (or insertions).

4.4 Discussion

We have described two techniques for detecting tampering in MPEG video sequences. Both
of these techniques exploit the fact that spatial and temporal artifacts are introduced when
a video sequence is subjected to double MPEG compression. Spatially, the I-frames of
an MPEG sequence are subjected to double quantization. Temporally, frames that move
from one GOP to another, as a result of frame deletion or insertion, give rise to relatively
larger motion estimation errors. Since quantization and motion compensation are used in
many video compression standards, it may be possible to adapt these two techniques to
detect forgeries in other compression formats (e.g. MPEG-4). The spatial technique can
detect localized tampering in regions as small as 16 x 16 pixels. This feature is particularly
attractive for detecting the fairly common digital effect of green-screening. The limitation
of the spatial technique is that it is only effective when the second compression quality
is higher than the first compression quality. The temporal technique is useful to detect
tampering that involves frame insertion or deletion. When the camera is stationary and
the background is largely static, it is relatively easy to maintain continuity in the doctored
sequence. Since only the sequence of the frames is rearranged but individual frames are
not modified, such manipulation can be very hard to detect with other techniques. Ideally,
we would like to extend this technique to detect spatially localized tampering by averaging
motion errors over small blocks instead of entire frames. However, since motion errors are
very noisy (partly due to the motion itself) and are not stable enough to be analyzed at a
block level, it is not practically feasible to adapt this technique to detect spatially localized
tampering. The weakness of the temporal technique is that it cannot detect tampering
when the number of inserted or deleted frames is a multiple of the GOP length. We have
shown the efficacy of these two techniques on actual video sequences. In both cases, the

statistical artifacts are significant, making the detection of tampering in doubly-compressed
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MPEG video likely.

A counterattack for the spatial technique is to apply a filter to eliminate the compression
artifacts before the final compression. This operation is likely to destroy the spatial artifacts
introduced by double MPEG compression. A counterattack for the temporal technique
would be quite difficult as it would require the forger to estimate the motion errors and

modify them to destroy the temporal artifacts introduced by double MPEG compression.
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Chapter 5

Duplication

In the popular movie Speed, the characters created a doctored video by simply duplicating a
short sequence of frames and substituting it for live footage (Figure 5.1). In so doing, they
were able to effectively deceive the person monitoring the surveillance video. This common
and relatively simple manipulation can be used to remove people, objects or an entire event
from a video sequence. When done carefully, this form of tampering can be very difficult
to detect.

Techniques for detecting image duplication have been proposed before [12, 42]. These
techniques, however, are computationally too inefficient to be applicable to a video sequence
of even modest length. We describe two computationally efficient techniques for detecting
duplication. In the first, we show how to detect duplicated frames, and in the second, we
show how to detect duplicated regions across frames. We also describe how these techniques
can be adapted to yield a more computationally efficient image duplication algorithm. In

each case we show the efficacy of these techniques on several real video sequences.

5.1 Methods

5.1.1 Frame Duplication

Shown in Figure 5.2 is a portion of a video where three frames are duplicated to remove the
flight attendant. This type of manipulation is fairly easy to perform and can be difficult to

detect visually particularly in a video taken from a stationary surveillance camera. Given a
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Figure 5.1: By duplicating frames on a surveillance video, the characters in the movie Speed create
a doctored video to conceal activity on the bus.

video sequence, f(x,y,t),t € [0, L —1], of length L, it would be computationally intractable
to search for duplication by comparing all possible sub-sequences of arbitrary length and
positions in time. An additional difficulty in searching for duplication is that compression
artifacts (e.g., MPEG) introduce differences between initially identical duplicated frames.
We, therefore, describe a computationally efficient algorithm for detecting duplicated video
frames that is robust to compression artifacts.

Our basic approach is to partition a full-length video sequence into short overlapping
sub-sequences. A compact and efficient to compute representation that embodies both the
temporal and spatial correlations in each sub-sequence is then extracted and compared
throughout the entire video. Similarity in the temporal and spatial correlations are then

used as evidence of duplication.
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Figure 5.2: Shown in the left column are seven frames of an original video. Shown on the right are
the results of duplicating three frames so as to remove the flight attendant from the scene.

Throughout, we will use the correlation coefficient as a measure of similarity. The
correlation coefficient between two vectors 4 and ¥ (or matrices or images strung out in

vector form) is given by:

i, U 22 i(wi — p) (Vi — i)
o = , ) 5.1
o Vi = )/ 300 = p)? (5.1)

where u; and v; are the i element of % and @, and s, and p, are the respective means of
o and v.

Denote a sub-sequence which starts at time 7 and of length n frames as:

S:(t) ={f(z,y,t+71)|t€[0,n—1]}. (5.2)

We define the temporal correlation matrix T} to be a n x n symmetric matrix whose (4, j)**
entry is the correlation coefficient between the i** and the j** frame of the sub-sequence,
C(S-(4),S7(j)). This temporal correlation matrix embodies the correlations between all
pairs of frames in a sub-sequence. If, for example, there is little change across the sub-
sequence then the matrix entries will each have a value near 1, whereas, if there is significant
change, then the matrix entries will have values closer to —1.

The spatial correlations of each frame within a sub-sequence, S;(t), can be embodied in
a similar spatial correlation matrix, B, j, for k € [0,n—1]. To compute this matrix, a frame
is first tiled with m non-overlapping blocks. The spatial correlation matrix is a m x m
)th

symmetric matrix whose (i, j)" entry is the correlation coefficient between the i** and j**

blocks.
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The temporal and spatial correlation matrices, embodying the correlations of short sub-
sequences, are used to detect duplicated frames in a full-length video. In the first stage of
detection, the temporal correlation matrix for all overlapping (by one frame) sub-sequences
is computed. The correlation coefficient between pairs of these matrices, T, and 7.,, is
then computed, C(T+,,T:,). Any two sub-sequences with a correlation above a specified
threshold (close to 1) is considered a candidate for duplication. In the second stage, the
spatial correlation matrices, B, , and B, for k € [0,n — 1], of these candidate sub-
sequences are compared. If the correlation coefficient, C(Br, i, Br, 1), between all pairs
of these matrices is above a specified threshold (close to 1), then the sub-sequences are
considered to be temporally and spatially highly correlated, and hence duplicated. Multiple
sub-sequences with the same temporal offset are combined to reveal the full extent of the
duplicated frames. See Figure 5.3 for a detailed algorithmic description.

A stationary video surveillance camera recording a largely static scene will seemingly
give rise to numerous duplications. To avoid this problem, we ignore sub-sequences when

the minimum element in the temporal correlation matrix 7’ is above a specified threshold

FRAMEDUP( f(z,y,t))

1 > f(z,y,t): video sequence of length N

2

3 > n: sub-sequence length

4 D> 7y minimum temporal correlation threshold

5 D 7 temporal correlation threshold

6 > 75 spatial correlation threshold

7

8 forr=1: N—(n—-1)

9 do S; = {f(z,y,t+7) |t €[0,n—1]}
10 build T’ > temporal correlation
11
12 formm=1:N—-(2n—-1)
13 doform=71+n:N—(n—-1)
14 do if (min(T%,) > vm & C(T7,,T7,) > T)
15 build B,  I> spatial correlation
16 build By, , I> spatial correlation
17 if ( C(BTl,k‘aBTg,k) > Vs ) > Vk
18 do > Frame Duplication at 7

Figure 5.3: Pseudo-code for detecting frame duplication.
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(close to 1). Such a correlation matrix implies that all pairs of frames in the sub-sequence

are nearly identical, and hence the scene is static.

5.1.2 Region Duplication

In the previous section we showed how to detect duplicated frames in a video sequence.
Shown in Figure 5.4 is an example where only part of several frames are duplicated. Note
that this form of duplication will not typically be detected using the algorithm described
above. Here we describe how this form of tampering can be efficiently detected. We begin
by assuming that a subset of the pixels in f(z,y,71) of unknown location are duplicated
and placed in another frame at a different spatial location, f(z + Az, y + Ay, 7). We also
assume that these pixels undergo no other geometric or significant intensity changes. Next
we describe how, given a pair of frames, to estimate the shift (A;, A,), and then how to

verify that this estimated shift corresponds to a duplication.

Stationary Camera

For simplicity, we begin by assuming that our video was taken with a stationary camera
(this assumption will be relaxed later). Given a pair of frames f(z,y,71) and f(x,y, 12), we
seek to estimate a spatial offset (A,, A,) corresponding to a duplicated region between these

frames. Phase correlation [28, 4] affords a robust and computationally efficient mechanism

Figure 5.4: Shown in the left column are seven frames of an original video. Shown on the right are
the results of region duplication so as to add another zebra into the scene.
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for this estimation. We begin by defining the normalized cross power spectrum:

F(wg, wy, 71) F* (We, wy, T2)
P , = , 5.3
o 0) = TF om0y ) P (s 7o) (5:3)

where F'(wy,wy, 1) and F(wyz,wy, ™) are the Fourier transforms of the two frames, * is
complex conjugate, and || - || is complex magnitude. Let p(x,y) be the inverse Fourier
transform of P(w,,wy). Phase correlation techniques estimate spatial offsets by extracting
peaks in p(z,y). In our case, since the video camera is stationary, we expect a significant
peak at the origin (0,0). Peaks at other positions denote secondary alignments that may be
the result of duplication (and translation). Region duplication can therefore be detected by
simply extracting peaks in p(x,y) that are not at or near the origin. The spatial location
of a peak corresponds to the spatial offset (A;, A,).

For each spatial offset, (A;, A,), we compute the correlation between f(z,y,7) and
flx+ Az, y+ Ay, ) to determine if an offset is likely to correspond to a duplicated region.
More specifically, each frame is tiled into 16 x 16 overlapping (by 1 pixel) blocks, and the cor-
relation coefficient between each pair of corresponding blocks is computed, Equation (5.1).
All blocks whose correlation is above a specified threshold (close to 1) are flagged as possibly
belonging to a duplicated region. In order to remove spurious correlations a binary image
is constructed whose pixel value is 1 at the center of each block whose correlation is above
a specified threshold (close to 1), and 0 elsewhere. This binary image is subjected to a
connected components labeling using a connectivity of eight [14]. Any remaining connected
regions with pixel value 1 whose area is above a specified threshold are considered to be the
result of region duplication.

See REGIONDUP1 in Figure 5.6 for a detailed algorithmic description.

Moving Camera

The above algorithm describes how to detect region duplication from a stationary camera.
We next describe how to extend this technique to a largely stationary scene filmed with a
moving camera (e.g., a panning surveillance camera). Given our current approach, there

is no way of differentiating between region duplication from a stationary camera, and no
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Figure 5.5: Two frames of a a mountain peak as the camera pans from left to right.

duplication from a moving camera where objects simply appear in different spatial locations
due to camera motion. Shown in Figure 5.5 for example is a scene that will appear to
our above algorithm to contain region duplication because the mountain peak appears in
different positions on successive frames. A similar problem may arise when an object moves
across an otherwise static scene — we do not consider this case here, although we do note
that nearby objects will change appearance as they move away from or towards the camera,
and hence will not necessarily be seen as duplications.

In order to contend with this ambiguity, we compute a rough measure of the camera
motion to determine if the field of view between f(z,y,71) and f(z,y,2) are sufficiently
different so as to not contain any overlap, and hence the same objects. The camera motion
between successive frames is approximated as a global translation. The motion between
all pairs of successive frames between time 71 and 7o are computed and summed to give
an overall estimate of camera motion. If, for example, between 7 and 75, the camera
continually moves to the right displacing 10 pixels in the image, then the estimated motion
in the horizontal direction will be 10(79 — 71). If, on the other hand, the camera pans to the
right and then to the left returning to its starting position, then the estimated motion will
be close to 0. In the latter case, region duplication cannot be detected because of the frame

overlap between 11 and 7o, whereas in the former case, assuming an overall large camera
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motion, a detected region duplication is unlikely to be caused by an overlap in the field of
view. Phase correlation, as described above, is used to estimate this camera motion — the
largest peak is assumed to correspond to the camera motion. If the accumulated motion
is within a specified factor of the size of a frame, then it is assumed that the frames at
time 71 and 79 share a common field of view, and detection of region duplication is not
applicable. If, on the other hand, the frames do not share a field of view, then we detect
region duplication as described above. That is, peaks in the phase correlation between
f(x,y,m1) and f(x,y,72) are considered as candidate duplications, the correlation at the
estimated offsets is computed to verify duplication, and the connected components are
computed.

See REGIONDUP2 in Figure 5.6 for a detailed algorithmic description.

5.2 Results

Shown in Figure 5.7 are every 1000*" frame from two video sequences, each captured with
a SONY-HDR-HC3 digital video camera. Each frame is 480 x 720 pixels in size, and the
length of each sequence is 10,000 frames (approximately 5 minutes in length). For the first
video, the camera was placed on a tripod and kept stationary throughout. For the second
video, the camera was hand-held as the observer walked through the Dartmouth College
campus. These videos were subjected to various forms of duplication, the results of which

are reported below. Throughout, each frame was converted from color to grayscale.

5.2.1 Frame Duplication

Frame duplication was simulated by selecting a random location in each video sequence,
and duplicating 200 frames to another non-overlapping position in the video sequence. This
entire process was repeated 100 times, each time randomly selecting a different region to
be duplicated to a new random location.

The duplication algorithm was configured as follows: for run-time considerations, each
frame was first down-sampled by a factor of 8; the temporal correlation matrix was computed

from sub-sequences of length n = 30 frames; the minimum correlation for classifying the
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REGIONDUP]‘(f(‘T7 Y, Tl)? f($, Y, 7—2))
1 > f(z,y,m1), f(z,y,T2): two video frames

2

3 > 7p: phase correlation threshold

4 D 7, phase correlation offset threshold

5 > b: block neighborhood size

6 > 7 block correlation threshold

7 > v, minimum area threshold

8

9 compute p(x,y) > phase correlation
10 for each (Az,Ay), s.t. p(Az, Ay) > 7, and

(|Az| > 7 or [Ay] > 7)

11 do for each i, j
12 doi =i+ A,
13 J=7+4,
14 bh=f(i:i+b—1,j:74+b—1,7)
15 bo=f(0' i +b—1,7:74+b—1,m)
16 if ( C(b1,b2) > 3 ) > correlation
17 do mask(i,j) =1
18 mask = connected_components(mask)
19 if (area( mask(z,y) ) > v, )
20 do > Region Duplication at (x,y)

REGIONDUP2( f(x,y,t), 1, T2)

1 > f(z,y,t): video sequence
> 71, 79: two frame indices
> frame size: N, x N, pixels

> s: motion camera offset threshold

fortr=m:1m—1
do compute p(z,y) for f(z,y,7) and f(z,y, 7+ 1)
(02, 8y) = argmaxy y(p(z,y))
(Az, Ay) = (A, Ay) + (0a, 5y)
if ( Ay > sN, and Ay > sN, )
do REGIONDUPL( f(z,y,71), f(z,y,T2) )

© 00 O U= W N

— = =
N = O

Figure 5.6: Pseudo-code for detecting region duplication from a stationary (REGIONDUP1) and
moving camera (REGIONDUP2).
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Figure 5.7: Sample frames from two video sequences captured from a stationary camera (top) and
hand-held camera (bottom).

frames of a sub-sequence as stationary was ,, = 0.96; the temporal correlation threshold
was v; = 0.99; the spatial correlation threshold was v, = 0.99; and the spatial correlation
matrix was computed for each frame partitioned into 15 x 15 pixel blocks (i.e., m = 24);

For the uncompressed video taken from a stationary camera, an average of 84.2% of
the duplicated frames were detected with only an average of 0.03 false positives (a non-
duplicated frame classified as duplicated). For the uncompressed video taken from a moving
camera, 100% of the duplicated frames were detected with 0 false positives. The improve-
ment in performance over the stationary camera sequence is because duplication cannot be
detected in largely static frames which occur more often with a stationary camera.

To test the sensitivity to compression, each video was subjected to MPEG compression
with a bit rate of either 3, 6, or 9 Mbps. Below are the average detection accuracies and

false positives (averaged over 50 random trials).
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detection false positive

video 3 6 9 3 6 9

stationary | 87.9% 84.8% 84.4% | 0.06 0.0 0.0

moving 86.8% 99.0% 100.0% | 0.0 0.0 0.0

These results show that the frame duplication algorithm is effective in detecting duplica-
tions, and is reasonably robust to compression artifacts.

Running on a 3.06 GHz Intel Xeon processor, a 10,000 frame sequence requires 45
minutes of processing time. This run-time could be greatly reduced by distributing the
calculations and comparisons of the temporal and spatial correlation matrices to multiple
nodes of a cluster. The run-time complexity of this algorithm is O(NN?) where N is the total
number of frames. The run-time is dominated by the pairwise comparison of temporal and

spatial correlation matrices.

5.2.2 Region Duplication

Region duplication was simulated by selecting a local region from one frame and duplicating
it into a different location in another frame. The regions were of size 64 x 64, 128 x 128, and
256 x 256. For each region size, this process was repeated 500 times, each time randomly

selecting a different region location and pair of frames.

Stationary Camera

Assuming that the pair of frames containing the duplicated regions are known, the dupli-
cation algorithm, REGIONDUP1, was configured as follows: the phase correlation threshold
was 7, = 0.015; the phase correlation offset was v, = 15 pixels; the block neighborhood
size was b = 16 pixels; the block correlation threshold was v, = 0.7; and the minimum area
threshold was v, = 1, 500 pixels.

To test the sensitivity to compression, each video was subjected to MPEG compression
with a bit rate of either 3, 6, or 9 Mbps. Below are the average detection accuracies and false
positives (a non-duplicated region classified as duplicated) for the video from the stationary

camera (top row of Figure 5.7).
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region detection false positive

size 3 6 9 3 6 9

64 8.6% 23.4%  35.0% | 0.004 0.000 0.000
128 70.4%  80.0%  82.2% | 0.006 0.004 0.002
256 100.0% 100.0% 100.0% | 0.000 0.000 0.000

These results show that the region duplication algorithm is effective in detecting relatively
large regions, but, not surprisingly, struggles to find small regions (a region of size 64 x 64
occupies just over 1% of the pixels in a frame of size 480 x 720). In addition, detection
is reasonably robust to compression artifacts, and overall, the number of false positives is
small.

Shown in Figure 5.8 are two frames with region duplication from a 800 frame video taken
with a stationary camera (the zebra was copied from one frame to another). Assuming the
first frame known, the entire video sequence was searched for duplication. Shown in this
same figure are the results of REGIONDUP1. In the third panel is the detected duplication and
in subsequent panels are false positives corresponding to the largely uniform sky. These false
positives could be reduced because the duplicated regions are almost entirely overlapped.
Note also that the phase correlation for the actual duplication was 0.21, while that for the
false positives was on the order of 0.05. As such, the phase correlation can be used to

rank-order the suspicious regions.

Moving Camera

A new video of length 4,200 frames was captured to test region duplication from a moving
camera. The camera was hand-held as the operator walked along the sidewalk for one half
of the sequence and then back to his starting position. In this way, we are able to select
frames with and without overlap.

Region duplication was applied to two random frames from the first 2, 000 frames of the
video sequence that were at least 1,000 frames apart, and hence had no overlap in their
views. This process was repeated 500 times, each time randomly selecting a pair of frames

and different region locations.
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Figure 5.8: Shown in the first panel is one frame of a 800 frame video taken from a stationary
camera. Shown in the second panel is the result of region duplication where the zebra from the first
panel was copied into this frame. Shown in the subsequent panels are the detection results: in the
third panel is the duplication corresponding to the zebra, and in the subsequent panels are false
positives corresponding to the largely uniform sky.

Assuming that the pair of frames containing the duplication regions is known, the dupli-
cation algorithm REGIONDUP2 was configured as follows: the camera motion offset thresh-
olds was s = 1.2 and the parameters to REGIONDUP1 were the same as that described above
except that the phase correlation offset threshold was set to v, = —1 to allow all possible

phase correlations to be considered. Below are the average detection accuracies and false

positives for the video from the moving camera.

region detection false positive
size 3 6 9 3 6 9
64 16.6% 30.8% 39.4% | 0.012 0.006 0.004

128 47.8% 67.2% 72.8% | 0.002 0.000 0.000
256 72.4% 83.4% 87.8% | 0.004 0.004 0.002

Note that the detection accuracies are, on average, not as good as those from the stationary
camera. The reason for this is that the compression artifacts are more severe in the presence
of motion which introduce larger differences in the originally duplicated regions. Note,
however, that for the 64 x 64 region size, the performance is slightly better than in the
stationary camera. The reason for this is that the phase correlation is more likely to detect
the duplicated region when the overall background is not stationary.

The above experiment was repeated where the pairs of frames were selected so that
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they shared a portion of their field of view. Here we tested the ability of our camera
motion estimation algorithm to determine that these pairs of frames were not suitable for
duplication detection. Below are the percentage of frames (averaged over 500 random trials)

that were correctly classified.

region detection
size 3 6 9
64 100.0% 100.0% 100.0%

128 100.0% 100.0% 100.0%

256 97.6% 100.0% 100.0%

This result shows that the camera motion estimation is reliable, allowing us to disambiguate
between duplication and an object simply appearing twice in a scene due to camera motion.

In our final experiment, we tested the ability of our technique to detect region duplication
when only one of the frames containing duplication was known. Fifty sequences with region
duplication were generated from the first 2,000 frames of the 4,200 frame video described
above. In each case, two random frames that were at least 1,000 frames apart were selected,
and a randomly selected region of size 128x128 was copied from one frame to a different
randomly selected location of the second frame. Each sequence was subjected to MPEG
compression with a bit rate 9 Mbps. Assuming that one of the duplicated frames, 7,
is known, the function REGIONDUP2 was applied. The block correlation threshold was
increased from 7, = 0.7 to 0.9 so as to reduce the number of false positives. All other
parameters remained unchanged. The duplicated regions were detected 94% of the time,
with an average of 0.1 false positives.

Running on a 3.06 GHz Intel Xeon processor, region duplication between two pairs
of frames requires about 1 second of processing time. The run-time complexity of this
algorithm is O(Plog(P)) where P are the total number of image pixels. The run-time is

dominated by the Fourier transform needed to compute phase correlation.

5.2.3 Image Duplication

With only a few minor adjustments, the region duplication algorithm described above can be

adapted to detect tampering in a single static image (or video frame). This approach is more
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computationally efficient than our earlier approach to detecting duplication in images [42].
An image is first partitioned into non-overlapping sub-images of equal size. The function
RECIONDUP1 is then evaluated for all pairs of sub-images. This approach will not detect
a duplicated region if it is contained within a single sub-image. To contend with this,
each sub-image can be processed recursively to detect more and more spatially localized
duplication.
Shown in Figure 5.10, and 5.9 are several original images (left) and the results of dupli-

cation (right) to remove an object or person from the image. Also shown in this figure are

P re
o L i g i {

Figure 5.9: Shown are an original image (left) and the result of tampering by duplication (right),
and the results of detecting duplication for two JPEG qualities of 100 (left) and 50 (right). This
example has two different duplications.
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Figure 5.10: Shown are an original image (left) and the result of tampering by duplication (right),
and the results of detecting duplication for two JPEG qualities of 100 (left) and 50 (right).

the results of duplication where the duplicated image was saved with JPEG compression

of 100 (left) and 50 (right), on a scale of 0 to 100. In each example, REGIONDUP1 was
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configured as follows: the phase correlation threshold was «, = 0.05; the phase correlation
offset threshold was v, = —1 to allow all possible phase correlations to be considered; the
block neighborhood size was b = 16 pixels; the block correlation threshold was v, = 0.8;
and the minimum area threshold was v, = 1,000 pixels. The image was partitioned into
4 sub-images (2 x 2), and each was recursively processed 2 times. In each example the
duplication was detected.

For a grayscale image of size 512 x 512 pixels, the run-time on a 3.06 GHz Intel Xeon
processor is approximately 1 second as compared to 10 seconds for our earlier implementa-

tion [42].

5.3 Discussion

We have described two techniques for detecting a common form of tampering in video.
The first technique detects entire frame duplication and the second detects duplication of
only a portion of one or more frames. In each case, central to the design of the algorithms
is the issue of computational cost, since even a video of modest length can run into the
tens of thousands of frames. In addition to being computationally efficient, each algorithm
can easily be distributed to a cluster for more efficient processing. Results from both
real and simulated tampering suggest that these algorithms can detect most duplications
in both high- and low-quality compressed video, with relatively few false positives. We
have also shown how these techniques can be adapted to efficiently detect duplication in a
single image or video frame. The limitation of the frame duplication technique is that it
cannot detect frame duplication when there is no motion in the subsequence containing the
duplicated frames, since the technique cannot discriminate static frames from duplicated
frames. However, if the video is compressed with MPEG, the temporal technique proposed
in Chapter 4 might be capable of detecting the duplication in this scenario. The limitation
of the region duplication technique is that it is not designed to be robust to geometric
transformations.

A counterattack to the technique for detecting frame duplication is to alter the temporal

or spatial correlation matrices by making minor variations on the inserted frames. Since
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each frame is downsampled by a factor of 8 in advance, it can be very hard to make signif-
icant changes in the temporal or spatial correlation matrices without introducing visually
noticeable artifacts. A counterattack to the technique for detecting region duplication is
to scale or rotate the duplicated region, as our technique is not designed to be robust to

scaling and rotation attacks.
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Chapter 6

Re-Projection

Often only hours after their release, major motion pictures can find their way onto the
Internet. A simple and popular way to create such bootleg video is to simply record a
movie from the theater screen. Although these videos are certainly not of the same quality
as their subsequent DVD releases, increasingly compact and high resolution video recorders
are affording better quality video recordings.

We describe how to automatically detect a video that was recorded from a screen. Shown
in Fig. 6.1, for example, is a scene from the movie Live Free Or Die Hard. Also shown in
this figure is the same scene as viewed on a theater screen. Note that due to the angle of the
video camera relative to the screen, a perspective distortion has been introduced into this
second recording. We show that re-projection can introduce a distortion into the intrinsic
camera parameters (namely, the camera skew, which depends on the angle between the
horizontal and vertical pixel axes). We leverage previous work on camera calibration to

estimate this skew and show the efficacy of this technique to detect re-projected video.

6.1 Methods

We begin by describing the basic imaging geometry from 3-D world to 2-D image coordinates
for both arbitrary points (Section 6.1.1) and for points constrained to a planar surface

(Section 6.1.2). See [17] for a thorough treatment. We then describe the effect of a re-
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Figure 6.1: Shown on the right is a scene from the movie Live Free Or Die Hard, and shown on the

left is the same scene as viewed on a movie screen. A recording of the projected movie introduces
distortions that can be used to detect re-projected video.

projection: a non-planar projection followed by a planar projection (Section 6.1.3). Such a
re-projection would result from, for example, video recording the projection of a movie.
6.1.1 Projective Geometry: non-planar

Under an ideal pinhole camera model, the perspective projection of arbitrary points X

(homogeneous coordinates) in 3-D world coordinates is given by:
F=AKMX, (6.1)

where Z is the 2-D projected point in homogeneous coordinates, A is a scale factor, K is the
intrinsic matrix, and M is the extrinsic matrix.

The 3 x 3 intrinsic matrix K embodies the camera’s internal parameters:

af s ¢
K = 0 f Cy s (62)
0 0 1

where f is the focal length, « is the aspect ratio, (cs, ¢y) is the principle point (the projection
of the camera center onto the image plane), and s is the skew (the skew depends on the
angle, 0, between the horizontal and vertical pixel axes: s = f tan(w/2—6)). For simplicity,
we will assume square pixels (¢« = 1, s = 0) and that the principal point is at the origin

(cz = ¢y = 0) — these are reasonable assumptions for most modern-day cameras. With these
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assumptions, the intrinsic matrix simplifies to:

F 00
K=o f of- (6.3)
0 0 1

The 3 x 4 extrinsic matrix M embodies the transformation from world to camera coor-

dinates:

v=(n7). (6.4

where R is a 3 x 3 rotation matrix, and ¢ is a 3 x 1 translation vector.

6.1.2 Projective Geometry: planar

Under an ideal pinhole camera model, the perspective projection of points Y constrained

to a planar surface in world coordinates is given by:

—

7= \KPY, (6.5)

where g is the 2-D projected point in homogeneous coordinates, and 57, in the appropriate
coordinate system, is specified by 2-D coordinates in homogeneous coordinates. As before,
A is a scale factor, K is the intrinsic matrix, and P is the extrinsic matrix. The intrinsic
matrix K takes the same form as in Equation (6.3). The now 3 x 3 extrinsic matrix P takes

the form:

P = <ﬁ1 o {) , (6.6)
where p1, po and p; X pa are the columns of the 3 x 3 rotation matrix that describes the
transformation from world to camera coordinates, and as before,  is a 3 x 1 translation
vector.

6.1.3 Re-Projection

Consider now the effect of first projecting arbitrary points in 3-D world coordinates into

2-D image coordinates, and then projecting these points a second time. As described in
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Section 6.1.1, the first projection is given by:
i=MK MX. (6.7)
The second planar projection, Section 6.1.2, is given by:
7= Ao PyT = Ay Py (AlKlMlX') = MM Ko Py (KlMl)?) . (6.8)

We show that the effective projective matrix KoP>K1M; can be uniquely factored into a
product of an intrinsic, K, and extrinsic, M, matrix. We begin by expressing the extrinsic

matrix M; in terms of its rotation and translation components:
KoPy KMy = KoP Ky (Ry | 1) . (6.9)
Multiplying Ry and ] each by the 3 x 3 matrix (KyP,K;) yields:
KoPo K\ My = (KoP K Ry | KoPoKath) = (KoPK Ry | F). (6.10)

Consider now the 3 x 3 matrix KoP>K1R;. Since each of these matrices is non-singular,
their product is non-singular. As such, this matrix can be uniquely factored (within a
sign), using RQ-factorization, into a product of an upper triangular, U, and orthonormal,

O, matrix:
KoP KMy = A(UO | 1) = MU (0| sU'Y) = AKM, (6.11)

where K =U, M = (O | %U‘lt_’), and where A is chosen so that the (3,3) entry of U has
unit value.

Recall that we assumed that the camera skew (the (1,2) entry in the 3 x 3 intrinsic
matrix, Equation (6.2), is zero. We next show that that a re-projection can yield a non-zero
skew in the intrinsic matrix K. As such, significant deviations of the skew from zero in the

estimated intrinsic matrix can be used as evidence that a video has been re-projected.
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Expressing each 3 x 4 extrinsic matrix M; and M in terms of their rotation and trans-

lation components yields:

KoPo K (Ry | t1) = AK(R | 1)
(6.12)
KyPyK{R; = \KR.

Reshuffling! a few terms yields:

K 'KyP,K1Ry = AR
(6.13)
K 'KyPyK; = ARRT.
Note that the right-hand side of this relationship is an orthogonal matrix — this will be

exploited later. On the left-hand side, the left-most matrix is the inverse of the effective

intrinsic matrix in Equation (6.2):

1 s sey=Caf
af af? af?

K't=1|o - -2 | (6.14)
0 0 1

And the product of the next three matrices is:

fo 0 0) [pun pa @) [fi O O

KoPoKi= [0 fo 0| |pi2 p2o to 0 fi 0

0 0 1) \p13 pes t3 0 0 1

fifepin fifap2r fota

= | fifepiz  fifope  foto ; (6.15)
fipis fipes 3

a

=&

a

!Since the matrix R; is orthonormal Ry' = RT.
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where fo and f; are the focal lengths of the original projections, p1; and ps; correspond to
the " element of py and s, and ¢; corresponds to i" element of iy (the third column of
matrix P»). The product of the four matrices on the left-hand side of Equation (6.13) is

then:

o
K 'Ky PoK) = (ta - 97 )T . (6.16)

Recall that K 'Ky P, K| = )\RRlT, Equation (6.13), and that R and RlT are each orthonor-
mal. Since the product of two orthonormal matrices is orthonormal, K 'Ky P, K] is orthog-
onal (the rows/columns will not be unit length when A # 1). This orthogonality constrains

the above matrix rows as follows:

1 c
T - Y -
72— —=¢)|=0 6.17
’ (f f ) (047
1—» Cy o 4 1—-\ S S Scy_cxf—’
- A — — =0. 1
<fQ2 f%) <an1 anQ2+ R 0 (6.18)
Solving Equation (6.17) for ¢, yields:
iy N
q3 g2
¢, = 392 (6.19)
R

Substituting for ¢, into Equation (6.18), followed by some simplifications, yields:

@ a)

_ fdszﬁHfTaHQ — (33 &) (g5
= )2

o (6.20)
13211214511 — (a5 ¢

Note that the skew, s, is expressed only in terms of the effective focal length f, the pair of
intrinsic matrices K7 and K, and the second transformation matrix P. We can now see
under what conditions s = 0.

First, note that the denominator of Equation (6.20) cannot be zero. If |G@]|?(|g3|> —
(G5 g)? = 0 then, g o< g3, in which case KoPyK; is singular, which it cannot be, since

each matrix in this product is full rank. And, since f # 0, the skew is zero only when the
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numerator of Equation (6.20) is zero:

& GBI — (@3 @)@ @) =0
(6.21)
f12p31]332 —tito + p§3t1t2 + p31p32t§ — p32p3stits — p31pastats = 0,

where ps; is the it" element of 75 = Py x pa. Although we have yet to geometrically fully
characterize the space of coeflicients that yields a zero skew, there are a few intuitive cases
that can be seen from the above constraint. For example, if the world to camera rotation is
strictly about the z-axis, then p3; = p3o = 0 and p33 = 1, and the skew s = 0. This situation
arises when the image plane of the second projection is perfectly parallel to the screen being
imaged. As another example, if £ = +f;p5, then the skew s = 0. This situations arises when
the translation of the second projection is equal to the third column of the rotation matrix
scaled by focal length of the first projection — a perhaps somewhat unlikely configuration.

Although there are clearly many situations under which s = 0, our simulations sug-
gest that under realistic camera motions, this condition is rarely satisfied. Specifically, we
computed the skew, Equation (6.20), from one million randomly generated camera config-
urations. The relative position of the second camera to the planar projection screen was
randomly selected with the rotation in the range [—45,45] degrees, X and Y translation in
the range [-1000,1000], Z translation in the range [4000, 6000], and focal length in the range
[25,75]. The average skew was 0.295, and only 48 of the 1,000,000 configurations had a
skew less than 107 (in a similar simulation, the estimated skew for a single projection is

on the order of 10712).

6.1.4 Camera Skew

From the previous sections, we see that re-projection can cause a non-zero skew in the
camera’s intrinsic parameters. We review two approaches for estimating camera skew from
a video sequence. The first estimates the camera skew from a known planar surface, while

the second assumes no known geometry.
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Skew estimation I:

Recall that the projection of a planar surface, Equation (6.5), is given by:
7=MKPY = \HY, (6.22)

where g is the 2-D projected point in homogeneous coordinates, and }7, in the appropriate
coordinate system, is specified by 2-D coordinates in homogeneous coordinates. The 3 x 3
matrix H is a non-singular matrix referred to as a homography. Given the above equality,

the left- and right-hand sides of this homography satisfy the following:

Fx (HY)=0
h h h Y;
Y1 11 21 31 1 } (6.23)
y2 | X hia  haa hs3o Ys =0
Y3 his  h2z  hssz Y3

Note that due to the equality with zero, the multiplicative scalar A, Equation (6.22), is

factored out. Evaluating the cross product yields:

y2(h13Y1 + hagYs + h33Y3) — y3(h12Y1 + hooYo + h3aY3)
y3(h11Y1 + ho1Ya + h31Ys) — y1(h13Y1 + hasYa + hgsYs) | = 0. (6.24)
y1(h12Y1 + hooYs + haoY3) — y2(h11Y1 + ho1Ye + h31Y3)
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This constraint is linear in the unknown elements of the homography h;;. Re-ordering the

terms yields the following system of linear equations:

0 0 0 —y3Y1 —y3Yo —y3Y3 yYr  yYs Y3 hi2

I
=

y3Y1  ysYe  y3Y3 0 0 0 -nY1 —yiYe —Ys haa
—Y1 —pYo —wYs yYr  wyiYe  yiY3 0 0 0 h3a

Ah = 0.

(6.25)

A matched set of points ¢ and Y appear to provide three constraints on the eight unknowns
elements of h (the homography is defined only up to an unknown scale factor, reducing
the unknowns from nine to eight). The rows of the matrix, A, however, are not linearly
independent (the third row is a linear combination of the first two rows). As such, this
system provides only two constraints in eight unknowns. In order to solve for ﬁ, we require
four or more points with known image, ¥, and (planar) world, }7, coordinates that yield eight
or more linearly independent constraints. From four or more points, standard least-squares
techniques, as described in [17, 24|, can be used to solve for h: the minimal eigenvalue
eigenvector of AT A is the unit vector h that minimizes the least-squares error.

We next describe how to estimate the camera skew from the estimated homography H.

This approach is a slightly modified version of [52]. Recall that H can be expressed as:

H:KP:K(;,;1 o y{). (6.26)
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The orthonormality of p; and ps, yields the following two constraints:

Pipe=0 and  pip1 =Py e (6.27)

which in turn imposes the following constraints on H and K:

T
hi1 ha1
hia | KK | hoy | =0 (6.28)
h13 h23
T T
hi1 hi1 ha1 ha1
hio | KTTEK ™ [y | = | hao | KK | gy | - (6.29)
h13 h13 h23 h23

For notational ease, denote B = K~TK~!, where B is a symmetric matrix parametrized

with three degrees of freedom (see Equation (6.33) in Appendix B):

b1 b2 0
B=1by by 0] (6.30)
0 0 1

Notice that by parametrizing the intrinsic matrix in this way, we have bundled all of the
anomalies of a double projection into the estimate of the camera skew. Substituting the

matrix B into the constraints of Equations (6.28)-(6.29) yields the following constraints:

b11
hitho1 hi2ha1 + hithao hi2hao hizhas
by | = — . (6.31)
hiy —h3; 2 (hithia — hothgy)  hiy — h3, ) his — h3s
22

Each image of a planar surface enforces two constraints on the three unknowns b;;. The
matrix B = K~TK~! can, therefore, be estimated from two or more views of the same

planar surface using standard least-squares estimation. We next show that the desired
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skew can be determined from the estimated matrix B. The intrinsic matrix is parametrized

as:
f s O
K=10 f o]- (6.32)
0 0 1

Applying the matrix inverse and multiplication yields:

7 o0
B = K TKk! = — % ﬁpﬂ 0l- (6.33)
0 1
from which:
5 b12
- b12
s = — b (6.35)

Note that the estimate of the skew, s, is scaled by the focal length, f. Since a camera’s
skew depends on the focal length, it is desirable to work with the normalized skew, Equa-

tion (6.34).

Skew estimation II:

We showed in the previous section how to estimate a camera’s skew from two or more views
of a planar surface. This approach has the advantage that it affords a closed-form linear
solution, but has the disadvantage that it only applies to frames that contain a known
planar surface. Here we review a related approach that does not require any known world
geometry, but requires a non-linear minimization.

Consider two frames of a video sequence with corresponding image points given by u
and v, specified in 2-D homogeneous coordinates. It is well established [17] that these points
satisfy the following relationship:

7' Fii =0, (6.36)
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where F', the fundamental matrix, is a 3 x 3 singular matrix (rank(F') = 2). Writing the

above relationship in terms of the vector and matrix elements yields:

Jin fa [z (1
(Ul () 1) fi2 fo2 f32 up | =0
fi3 fa3 f33 1

uivy f11 + uavi far + vi fa1 + wiva fiz + uava fao + va faa + ug fi3 + ua foz + f33 = 0.

Note that this constraint is linear in the elements of the fundamental matrix f;;, leading to

the following system of linear equations:

i
fa1
f31
J12
<U1vl UVl V1 UIV2  UV2 V2 UL U2 1> fa2 | =0
f32
J13
Ja3
f33

Af =0.

(6.38)

Each pair of matched points ¥ and ¥ provides one constraint for the eight unknown elements
of f (the fundamental matrix is defined only up to an unknown scale factor reducing the
unknowns from nine to eight). In order to solve for the components of the fundamental
matrix, f: we require eight or more matched pairs of points [32, 16]. Standard least-squares
techniques can be used to solve for f the minimal eigenvalue eigenvector of AT A is the
unit vector f that minimizes the least-squares error.

We next describe how to estimate the camera skew from the estimated fundamental
matrix F. We assume that the intrinsic camera matrix K, Equation (6.3), is the same

across the views containing the matched image points. The essential matrix E is then

87



defined as:
F=KTFK. (6.39)

Since F' has rank 2 and the intrinsic matrix is full rank, the essential matrix F has rank
2. In addition, the two non-zero singular values of E are equal [22]. This property will be
exploited to estimate the camera skew. Specifically, as described in [38], we establish the

following cost function to be minimized in terms of the camera focal length f and skew s:
Cf,s) =) 7“0‘2 2 (6.40)
i=1 !

where ;1 and o;9 are, in descending order, the non-zero singular values of E from n es-
timated fundamental matrices (each computed from pairs of frames throughout a video

sequence), and where K is parametrized as:

f s O
K=10 f o]- (6.41)
0 01

Note that since only the relative differences in the singular values of E are considered,
the arbitrary scale factor to which E is estimated does not effect the estimation of the
skew. As before, by parametrizing the intrinsic matrix in this way, we have bundled all
of the anomalies of a double projection into the estimate of the camera skew. The cost
function, Equation (6.40), is minimized using a standard derivative-free Nelder-Mead non-

linear minimization.

6.2 Results

We report on a set of simulations and sensitivity analysis for each of the skew estimation
techniques described in the previous sections. We then show the efficacy of these approaches
on a real-video sequence. In each set of simulations we provide the estimation algorithm
with the required image coordinates. For the real-video sequence we briefly describe a

point tracking algorithm which provides the necessary image coordinates for estimating the
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camera skew.

6.2.1 Simulation (skew estimation I):

Recall that a minimum of four points with known geometry on a planar surface viewed from
a minimum of two views are required to estimate the camera skew. We therefore randomly
generated between 4 and 64 points on a planar surface and generated a video sequence of
this stationary surface. In all of the simulations, the first projection was specified by the
following camera parameters: the planar surface was 2000 units from the camera, between
successive frames the rotation about each axis was in the range [—2.5,2.5] degrees and the
translation in each dimension was in the range [—50, 50], and the camera focal length was in
the range [25, 75] (but fixed for each sequence). For the second projection, the camera was
placed a distance of 5000 units from the first projected image and underwent a motion in the
same range as the first camera. We randomly generated 10,000 such sequences as imaged
through a single projection, and 10,000 sequences as imaged through a double projection
(re-projection).

In the first simulation, we tested the sensitivity to additive noise. As described above,
30 frames were generated each containing 4 points on a planar surface. Noise in the range of
[0, 1] pixels was added to the final image coordinates. The skew was estimated from 15 pairs
of frames, where each frame at time ¢ was paired with a frame at time ¢t+15. A sequence was
classified as re-projected if one or more of the image pairs yielded an estimated skew greater
than 0.1. While this type of voting scheme yields slightly higher false positive rates, it also
significantly improves the detection accuracy. In the absence of noise, 0 of the 10,000 singly
projected sequences were classified as re-projected, and 84.9% of the re-projected sequences
were correctly classified. With 0.5 pixels of noise, 17.2% of the singly projected sequences
were incorrectly classified as re-projected, and 87.4% of the re-projected sequences were
correctly classified. Shown in Fig. 6.2(a) are the complete set of results for additive noise in
the range of [0, 1] pixels. Note that even with modest amounts of noise, the false positive
rate increases to an unacceptable level. We next show how these results can be improved
upon.

In this next simulation, we tested the sensitivity to the number of known points on the
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Figure 6.2: Skew Estimation I: Detection accuracy (light gray) and false positives (dark gray) as
a function of noise (top) and the number of points (bottom).

planar surface. The noise level was 0.5 pixels, and the number of known points was in the
range [4,64]. All other parameters were the same as in the previous simulation. With the
minimum of 4 points, 16.2% of the singly projected sequences were incorrectly classified
while 87.7% of the re-projected sequences were correctly classified (similar to the results in
the previous simulation). With 6 points, only 0.33% of the single projection sequences were
incorrectly classified, while the accuracy of the re-projected sequences remained relatively
high at 84.6%. Shown in Fig. 6.2(b) are the complete set of results — beyond 8 points, the
advantage of more points becomes negligible.

In summary, from 6 points, with 0.5 pixels noise, in 30 frames, re-projected video can

be detected with 85% accuracy, and with 0.3% false positives.
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6.2.2 Simulation (skew estimation II):

Recall that a minimum of eight points viewed from a minimum of two views are required to
estimate the camera skew. We therefore generated between 8 and 128 points with arbitrary
geometry and generated a video sequence of this stationary cloud of points. In all of the
simulations, the first and second projection were generated as described in the previous
section. We randomly generated 10,000 sequences as imaged through a single projection,
and 10,000 sequences as imaged through a double projection (re-projection). As before, a
sequence was classified as re-projected if the estimated skew was greater than 0.1.

In the first simulation with the minimum of 8 points, 2 frames, and with no noise,
0 of the 10,000 singly projected sequences were classified as re-projected, and 88.9% of
the re-projected sequences were correctly classified. With even modest amounts of noise,
however, this minimum configuration yields unacceptably high false positives. We find
that the estimation accuracy is more robust to noise when the skew is estimated from
multiple frames (i.e., multiple fundamental matrices in Equation (6.40)). In the remaining
simulations, we estimated the skew from 5 fundamental matrices, where each frame ¢ is
paired with the frame at time ¢ + 15.

In the second simulation, the number of points were in the range [8,128], with 0.5 pixels
of additive noise, and 5 fundamental matrices. With the minimum of 8 points the false
positive rate is 29.4%, while with 32 points, the false positive rate falls to 0.4%. In each
case, the detection accuracy is approximately 88%. Shown in Fig. 6.3(a) are the complete
set of results for varying number of points.

In the third simulation, the number of points was 32, with 0.5 pixels of noise, and with
the number of fundamental matrices (i.e., pairs of frames) in the range [1,20]. As shown in
Fig. 6.3(b), increasing the number of fundamental matrices reduces the false positives while
the detection accuracy remains approximately the same.

In summary, from 32 points, with 0.5 pixels noise, in 5 fundamental matrices, re-
projected video can be detected with 88% accuracy, and with 0.4% false positives. This
is similar to the accuracy for the skew estimation from points on a planar surface. The

advantage here, however, is that this approach does not require known geometry of points
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Figure 6.3: Skew Estimation II: Detection accuracy (light gray) and false positives (dark gray) as
a function of the number of points (top) and the number fundamental matrices (bottom).

on a planar surface.

6.2.3 Real Video

Shown in Fig. 6.4 are three frames of a 42 frame segment from the movie Live Free Or
Die Hard. These frames were digitized at a resolution of 720 x 304 pixels. Superimposed
on each frame are 64 features tracked across all frames. We employed the KLT feature
tracker [33, 50, 46] which automatically selects features using a Harris detector, and tracks
these points across time using standard optical flow techniques. We manually removed any
features with clearly incorrect tracking, and any points not on the buildings or street (the
estimation of a fundamental matrix requires points with a rigid body geometry). These
tracked features were then used to estimate the skew (method II). The 42 frames were
grouped into 21 pairs from which the skew was estimated (each frame at time ¢ was paired

with the frame at time ¢ + 21). The estimated skew was 0.029, well below the threshold of
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original re-projected

Figure 6.4: Shown are the first, middle, and last frame of a 42-frame segment of the movie Live
Free or Die Hard. On the left is the original digitized video, and on the right is the re-projected
video. The white dots denote the tracked features used to estimate the camera skew using method
II.
0.1.

This 42-frame segment was then displayed on a 20 inch LCD computer monitor with
1600 x 1200 pixel resolution, and recorded with a Canon Elura video camera at a resolution
of 640 x 480. As above, features were tracked in this video segment, from which the skew

was estimated. The estimated skew was 0.25, an order of magnitude larger than the skew

from the authentic video and well above our threshold of 0.1.

6.3 Discussion

We have described how to detect a re-projected video that was recorded directly from

a projection on a movie or television screen. We have shown that such a re-projection
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introduces a skew into the camera’s intrinsic parameters, which does not normally occur
with authentic video. The camera skew can be estimated from two or more video frames
from either four or more points on a planar surface, or eight or more arbitrary points.
In addition, from four or more points with known geometry in general configuration, the
camera skew can be estimated from only a single image. This technique can be adapted
to detect if a single image has been re-photographed (an oft-cited technique to circumvent
some forensic image analysis, e.g., [45]). The weakness of this method is that it cannot
detect the re-projected video when the principal axes of the two cameras coincide, since in
this case the skew of the effective intrinsic matrix is zero.

A counterattack for this technique would be relatively complex as it would require
the pirate to estimate the homography introduced by the re-projection and then apply an
inverse transform to each frame. To estimate the homography, the pirate needs to know
the intrinsic parameters of the second camera and the relative position between the screen

and the camera.
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Chapter 7

Discussion

We are living in an age in which we are exposed to a large amount of digital video. Techno-
logical advances in video tampering erode our trust in the reliability of video as an accurate
representation of reality. Therefore, it is urgent for the scientific community to come up
with methods for authenticating video recordings.

Watermarking is one way to authenticate video. But the drawback of this approach
is that it requires that a watermark is inserted precisely at the time of recording, which
limits its application to specially equipped cameras. The digital video forensic approach,
however, can function in the absense of a watermark. Digital video forensic techniques all
assume that tampering may disturb certain underlying properties of the video and that
these perturbations can be modeled and estimated in order to detect tampering.

Videos are usually recorded in interlaced mode, that is, the even and odd scan lines of a
single frame are recorded at different times. Motion in a video leads to a “combing” artifact
in the frames. In order to minimize these artifacts, a de-interlaced video will combine the
even and odd lines in a more sensible way, usually relying on some form of spatial and
temporal interpolation. In Chapter 2 and Chapter 3, we described two related techniques
to detect tampering in these two types of videos respectively. These two techniques can
also be adapted slightly to detect frame rate conversion.

For the technique targeting interlaced video, described in Chapter 2, we assume the
motion is constant within a very short period of time. With this assumption, we expect

the inter-field motion to be the same as the inter-frame motion for a given frame. While
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the overall motion may change over time, this equality should be relatively constant. Since
manipulation is likely to destroy this temporal correlation, we can rely on this pattern to
detect video forgeries. We described how to estimate the inter-field and inter-frame motion,
and demonstrated in the experiments that the violation of the equality between these two
motions can be used as evidence of tampering. This technique can identify the region
that has been tampered with. Since the technique operates on down-sampled images, the
motion estimation is relatively robust to compression artifacts, which makes the technique
applicable to interlaced videos of varying quality. The drawback of this method is that
it fails to detect manipulations in static regions, since in these regions the inter-field and
inter-frame motion are constantly zero.

For the technique targeting de-interlaced video, described in Chapter 3, we assume that
in a de-interlaced video the pixels are linearly correlated to their spatial and temporal neigh-
bors due to the interpolation and that tampering is likely to undermine these correlations.
We described an EM algorithm to simultaneously estimate the linear correlation parame-
ters and the probability of each pixel being authentic. We also demonstrated the efficacy
of the technique on simulated and visually plausible forgeries. Similar to the method for
interlaced video, this technique can also identify the region that has been tampered with.
The drawback of this technique is that heavy compression is likely to destroy the linear
correlations among the pixels, which limits the application of this technique to relatively
high quality videos.

Piecing together two video sequences with different frame rates one after the other
requires matching the two frame rates by either down-conversion or up-conversion of the
frame rate of one of the sequences. Down-conversion usually involves periodically removing
a certain number of frames. This undermines the assumption of constant motion between
frames. So we can slightly adapt the technique for interlaced video to detect frame rate
down-conversion. Up-conversion usually involves periodically inserting extra frames created
by some form of interpolation of the neighboring frames. This is essentially similar to the
de-interlace process. So a slightly adapted version of the EM algorithm that we proposed
for the de-interlaced video can be applied to detect frame rate up-conversion.

MPEG (MPEG-1/2) is a well established video compression standard. When an MPEG
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video is modified, and re-saved in MPEG format, it is subject to double compression. In
Chapter 4, we showed that two types of artifacts — spatial and/or temporal artifacts — are
likely to be introduced into the resulting video. We described two techniques targeting
each of the two types of artifacts respectively to detect forgeries in MPEG videos. The
spatial technique is capable of detecting localized tampering in regions as small as 16 x 16
pixels. This feature is particularly attractive for detecting the fairly common digital effect
of green-screening. This technique can also be adapted to detect doubly JPEG compressed
images. The drawback of the this technique is that it is only effective when the doctored
video is compressed with a quality higher than the original. The temporal technique is
useful to detect manipulation that involves frame insertion or deletion that can be fairly
easy to perform yet leave no visual clue when the camera is stationary and the background
is largely static. Since only the sequence of the frames is rearranged but individual frames
are not modified, such manipulation can be very hard to detect with other techniques. The
limitation of the temporal technique is that it cannot detect tampering when the number
of frames inserted or deleted is a multiple of the GOP length.

Repeating a subsequence in a video can be used to conceal unwanted footage. When
carefully done, such duplication can be very difficult to detect. Although researchers have
previously proposed techniques [12, 42] to detect duplication in images, these techniques are
computationally too inefficient to be applicable to a video sequence of even modest length.
In Chapter 5, we described two computationally efficient techniques for detecting dupli-
cation, one targeting duplicated frames and the other targeting duplicated regions across
frames. Results from both real and simulated tampering suggest that these algorithms are
relatively robust to compression and can be applied to detect duplications in both high-
and low-quality video. The limitation of the frame duplication technique is that it cannot
discriminate static frames from duplicated frames, and therefore cannot detect forgeries
when there is no motion in the sequence. The limitation of the region duplication technique
is that it cannot detect geometrically transformed duplicated regions.

A simple and popular way to create a bootleg video is to simply record a movie from
the theater screen. Although re-projected videos are not forgeries, they can be detected in

a way similar to the way we detect forgeries. This is because re-projection may introduce
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distortion (the skew) into the intrinsic camera parameters. In Chapter 6, we described two
methods for estimating the skew; significant deviations of the skew from zero can be used
as evidence that a video has been re-projected. The weakness of this technique is that it
cannot detect re-projection when the principal axes of the two cameras coincide, since in
this case the skew of the effective intrinsic matrix is zero.

Digital video forensics is in its very early stages. Of the many kinds of perturbations
that tampering can introduce into a video, we only explored a few. The more developed
field of image forensics can provide a source of new ideas for future video forensic tools. For
example, Johnson et al. [23, 27, 26] proposed a series of tools to detect lighting inconsisten-
cies in images. These tools can potentially be extended to videos. Watermark-based video
authentication techniques only detect forgeries in videos with watermarks, which is the mi-
nority of digital videos. The video forensic tools offered here work on all videos, whether or
not they contain watermarks. We hope that our work will inspire the development of many
more tools for detecting a wide variety of video forgeries and we hope that a combination
of these tools can help restore at least some trust in digital videos. We also hope that the
development of the field of digital video forensics can contribute to a better understanding

of the properties of digital videos.
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