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	GROUP	 	 Sarah Barrington |  Matyáš Boháček | Justin Norman  | alumni | prospective students
	 
	TEACHING			Learn Computer Vision [video tutorials]
		
			Learn to Code in Python [video tutorials]
		
			Physics-Based Photo Forensics [video tutorials]
		
	 
	PAPERS	 	
		    digital forensics |
		    forensic science |
		    misinformation |
		    image analysis |
		    human perception |
		    computer vision |
		    medical imaging |
		    computational biology |
		    miscellaneous |
		     all [google scholar] 
		  
	 
	OTHER	 	
		    in the news |
		    podcasts |
		    op-eds |
		    blog |
		    talks |
		    tutorials |
		    code |
		    funding
		  
	 
	RECENT	 	
		    	 A Forensics Expert on Princess Kate's Photo, Time Magazine, 3.12.24 [op-ed]
		      
	 E. Booth, J. Lee, M.A. Rizoiu, and H. Farid. Conspiracy, Misinformation, Radicalisation: Understanding the online pathway to indoctrination and opportunities for intervention. Journal of Sociology, 2024. [paper]
		      
	The Threat Of Deepfakes In The 2024 Election, Diane Rehm, 2.1.24 [listen]
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	    BIO

	    I am a Professor at the University of California, Berkeley with a joint appointment in Electrical Engineering & Computer Sciences and the School of Information. My research focuses on digital forensics, forensic science, misinformation, image analysis, and human perception. I received my undergraduate degree in Computer Science and Applied Mathematics from the University of Rochester in 1989, my M.S. in Computer Science from SUNY Albany in 1992, and my Ph.D. in Computer Science from the University of Pennsylvania in 1997. Following a two-year post-doctoral fellowship in Brain and Cognitive Sciences at MIT, I joined the faculty at Dartmouth College in 1999 where I remained until 2019. I am the recipient of an Alfred P. Sloan Fellowship, a John Simon Guggenheim Fellowship, and am a Fellow of the National Academy of Inventors. 
	    


	  
	    TUTORIALS
	    	 Learn Computer Vision [video tutorials]
	      
	 Learn to Code in Python [video tutorials]
	      
	 Physics-Based Photo Forensics [video tutorials]
	      
	 H. Farid. Fake Photos, MIT Press Essential Knowledge series, 2019. [Publisher] [Amazon]
	      
	 H. Farid. Photo Forensics. MIT Press, 2016. [Publisher] [Amazon] [Table of Contents, Preface, Introduction]
	      
	Digital Image Forensics: lecture notes, exercises, and matlab code for a survey course in digital image and video forensics. [tutorial]
	      
	Fundamentals of Image Processing: learn about the fundamentals of signal and image processing within a unifying mathematical framework. [tutorial]
	      
	How to Give a Good Talk. [tutorial]
	      
	How to Write a Good Grant. [tutorial]
	      
	How to Write a Good Review. [tutorial]
	    


	  


	  
	  
	    TALKS
	    	 Combatting Deep Fakes,  IEEE Biometrics Council, 2022 [watch]
	      
	 Detecting Disinformation and Deep Fakes, Science @ Cal, 2022 [watch]
	      
	 Assessing the Reliability of Clothing Based Forensic Identification, DiMACS Workshop on Computer Science and Law, 2020. [watch]
	      
	 Creating, Weaponizing, and Detecting Deep Fakes, Spark + AI Summit, 2020 [watch]
	      
	 The Danger of Predictive Algorithms in Criminal Justice, TEDx AmoskeagMillyard, 2018 [watch]
	      
	 Digital Forensics: From Social Media to Social Impact, National Academy of Inventors, 2017 [watch]		
		
	    


	  


	  
	  
	    CODE
	    	 CGI or Photo? [download]
	      
	 Clutter: quantify the amount of clutter in an image [download]
	      
	 Derivative Filters [download]
	      
	 Forensic Reconstruction of Severeley Degraded License Plates [github]
	      
	 Fractional Differentiation [download]
	      
	 Fractional Fourier Transform [download]
	      
	 Gamma Correction: blind removal of gamma correction [download]
	      
	 ICA: separating reflections [download]
	      
	 Phototop: surface topography from unconstrained photos [download]
	      
	 Q: an interface to Matlab for manipulating and analyzing digital images [download]
	      
	 Qr: image registration [download]
	      
	 Q5: probabilistic disease classification mass spectrometry [download]
	      
	 RAMBiNo: A Toolbox for the Radial and Angular Marginalization of Bivariate Normal Distributions [github]
	      
	 SPHARM: 3-D spherical harmonic analyses on triangular mesh surfaces [download]
	      
	 Steerable wedge filters [download]
	      
	 Steganalysis [download]
	      
	 Wild-ID: pattern extraction and matching for use in photographic mark-recapture studies [download]
	    


	  


	  
	  
	    BLOG
	    
 A six-part blog series on the history of photo manipulation and photo forensics written for the Content Authenticity Initiative
	      	 From the darkroom to generative AI [read]
		
	 How realistic are AI-generated faces? [read]
		
	 Photo forensics for AI-generated faces [read]
		
	 Photo forensics from lighting environments [read]
		
	 Photo forensics from lighting shadows and reflections [read]
		
	 Passive versus active photo forensics in the age of AI and social media [read]
	      


	    

	    

	    
	    
 A monthly blog series on current trends in Generative AI written for the Content Authenticity Initiative
	      	 January 2024 | This Month in Generative AI: Frauds and Scams [read]
		
	 February 2024 | This Month in Generative AI: Election Season [read]
		
	 March 2024 | This Month in Generative AI: Text-to-Movie [read]
	      


	    

	  


	  
	  
	  
	    OP-EDS
	    	 A Forensics Expert on Princess Kate's Photo, Time Magazine, 3.12.24 [read]
	      
	 Why are there so many images of child abuse stored on iCloud? Because Apple allows it. San Francisco Chronicle, 10.8.23 [read]
	      
	 Yes, We Should Regulate AI-Generated Politcal Ads -- But Don't Stop There, The Hill, 8.14.23 [read]
	      
	 Watermarking ChatGPT, DALL-E and Other Generative AIs Could Help Protect Against Fraud and Misinformation, The Conversation, 3.27.23 [read]
	      
	 The Case for Regulating Platform Design, Wired 3.13.23 [read]
	      
	 Text-to-Image AI: Powerful, Easy-to-Use Technology for Making Art - and Fakes, The Conversation, 12.5.22 [read]
	      
	 This Is the Worst Time for Donald Trump to Return to Twitter, Slate, 11.20.22 [read]
	      
	 Don't Let Fearmongering Derail a New Law That Has Real Teeth to Protect Kids' Privacy, Gizmodo, 9.8.22 [read]
	      
	 Should We Celebrate or Condemn Apple's New Child Protection Measures?, Newsweek, 8.13.21 [read]
	      
	 The Case for Trump's Permanent Ban From Social Media, Slate, 2.5.21 [read]
	      
	 We Have the Technology to Fight Manipulated Images and Videos. It's Time to Use it, Fast Company, 11.18.20 [read]
	      
	 Congress Needs to Make Silicon Valley EARN IT,  Wired, 7.5.20 [read]
	      
	 Google Is Not Cracking Down on the Most Dangerous Drug in America, Newsweek, 6.11.20 [read]
	      
	 Facebook's Encryption Makes it Harder to Detect Child Abuse, Wired, 10.25.19 [read]
	      
	 Deepfakes Give New Meaning to the Concept of 'fake news,' and They're Here to Stay,  Fox News, 6.18.19 [read]
	      
	 Facebook's Plan for End-to-End Encryption Sacrifices a Lot of Security for Just a Little Bit of Privacy, Fox News, 6.16.19 [read]
	      
	 Tech Companies Must Act to Stop Horrific Exploitation of their Platforms, The Hill, 4.17.19 [read]
	      
	 YouTube's Paedophile Problem is Only a Small Part of the Internet's Issue with Child Sexual Abuse. The Conversation, 3.5.19. [read]
	      
	 Facebook, YouTube and Social Media are Failing Society: Pull their ads until they change, USA Today, 3.4.19, [read]
	      
	 Don't be Fooled by Fake Images and Videos Online. The Conversation, 2.20.19 [read]
	      
	 Reining in a Morally Bankrupt Technology Sector, Our World, 1.21.19 [read]
	      
	 Recruiting Terrorists: We're losing the fight against online extremism - here's why, The Hill, 8.2.18 [read]
	      
	 Verifying BigTech Promises,  EUReporter, 5.11.18 [read]
	      
	 Are Universities Fueling Silicon Valley Crisis?, Union Leader, 2.9.18 [read]
	      
	 Are Internet Companies Complicit in Promoting Hateful and Harmful Content?, New Europe, 10.11.17 [read]
	      
	 Technology Sector Should not be Shielding Sex Traffickers Online, The Hill, 9.19.17 [read]
	      
	 Internet Companies Right to Close Neo-Nazi Sites, but Terror Still too Easy to Find, The Hill, 9.11.17 [read]

	    


	  

	  

	  
	  
	    IN THE NEWS (selected)
	    
  DIGITAL FORENSICS
	      	 AI Audio Deepfakes Are Quickly Outpacing Detection. Scientific American, 1.26.24 [read]
	      
	 AI Images Detectors Are Being Used to Discredit the Real Horrors of War. 404 Media, 10.13.23 [read]
	      
	 How Real is the Threat of AI Deepfakes in the 2024 Election? NPR's Weekend Edition, 7.30.23 [listen]
	      
	 Reality Wars: Deepfakes and National Security, NPR, On Point, 6.7.23 [listen]
	      
	 Deepfakes Are Getting Better, KQED, The Forum, 10.16.23 [listen]
	      
	 CNN reporter calls his parents using AI voice. Watch what happens next, CNN, 3.8.23 [watch]
	      
	 AI Spots Deepfake Videos of Ukrainian President Volodymyr Zelenskyy, New Scientist, 12.7.22 [read]
	      
	 DALL-E, Deepfakes and the New Frontier of Online Misinformation, KQED, The Forum, 8.26.22 [listen]
	      
	 As Tech Evolves, Deepfakes Will Become Even Harder to Spot, NPR, Weekend Edition Sunday 7.3.22 [listen]
	      
	 Humans Find AI-Generated Faces More Trustworthy Than the Real Thing, Scientific American, 2.14.22 [read]
	      
	 Why People Think this Photo of JFK's Killer is Fake, VOX Darkroom, 9.2.21 [watch]
	      
	 Deepfake Videos are Becoming Easier To Make But Dangerously Difficult To Identify, ABC Nightline, 3.19.21 [watch]
	      
	 Slick Tom Cruise Deepfakes Signal That Near Flawless Forgeries May Be Here, NPR, All Things Considered, 3.11.21 [listen]
	      
	 Can YouTube Quiet Its Conspiracy Theorists?,  New York Times, 3.2.20 [read]

	    
	    


	    
  FORENSIC SCIENCE
	      
	 Denim, as a Crime-Solving Tool, Has Holes, New York Times, 4.8.20 [read]
	      
	 A Key FBI Photo Analysis Method Has Serious Flaws, Study Says, ProPublica, 2.25.20 [read]
	      
	 Do Predictive Algorithms Have A Place In Public Policy?, Science Friday, 1.19.18 [listen]
	      
	 Can Software Predict Crime? Maybe So, but No Better Than a Human, New York Times, 1.19.18 [read]

	    
	    


	    
  COUNTER EXTREMISM
	      
	 'A catastrophic failure': computer scientist Hany Farid on why violent videos circulate on the internet, The Guardian, 5.19.22 [read]
	      
	 Facebook Challenged to Rein in Extremism,  CBS News, 2.12.19 [watch]
	      
	 YouTube is Still Failing to Take Down Jihadi Propaganda, Daily Mail, 7.24.18 [read]
	      
	 Detecting and Preventing the Upload of Extreme Content, Bloomberg, 4.4.18 [watch]
	      
	 Would a Global Cyber Ethics Commission Help 'counter the lies' of the Tech Lobby?, Deutsche Welle, 3.27.18 [read]
	      
	 Combating Extremism Online, The Open Mind, 3.3.18 [watch]

	    

	    










	    

	    
  PERSONAL PROFILE
	      
	 The Most Creative People in Business 2018, Fast Company, 5.30.18 [read]
	      
	 New Hampshire's People of the Year, NH Magazine, 12.1.17 [read]
	      
	 Fighting Digital Depravity, Enterprise Magazine, Valley News, 2.27.17 [read]
	      
	 The Digital Detective, San Jose Mercury News, 12.15.08 [read]
	      
	 Profile: Hany Farid, NOVA, scienceNOW, 6.25.08 [watch]
	      
	 Mathematical Sleuthing, New Hampshire Magazine, 2.1.05 [read]
	      
	 Digital Forensics, NHPR Front Porch, 12.14.04 [listen]
	    

	    

	    
  IMDb PROFILE
	    
	  




	  
	  
	    PODCASTS
	    	The Threat Of Deepfakes In The 2024 Election, Diane Rehm, 2.1.24 [listen]
	      
	Why AI Keeps Getting Better at Making Fake Images, Wall Street Journal's The Future of Everything, 1.19.24 [listen]
	      
	Here's Why Actors Are So Worried About AI, Scientific American, 7.26.23 [listen]
	      
	With AI, We're Making the Same Mistakes That We Did With Social Media, The Times' Danny in the Valley, 6.8.23 [listen]
	      
	 Generative AI, Section 230 and Liability: Assessing the Questions, Tech Policy Press, 3.23.23 [listen]
	      
	 Will Killing Section 230 Kill the Internet?, On With Kara Swisher, 2.23.23 [listen]
	      
	 Musk's Twitter Takeover and the State of Social Media,  The Times' Danny in the Valley, 5.7.22 [listen]
	      
	 Can Data Science Help Us Combat Disinformation?,  Harvard Data Science Review, 9.29.21 [listen]
	      
	 The Deepfake Detective, Should This Exist, 10.14.20 [listen]
	      
	 Deepfakes and the Future of Truth, Brave New Planet, 10.12.20 [listen, iTunes]
	      
	 Deep Fakes, Full Fact, 10.5.20 [iTunes, Spotify]
	      
	 Hany Farid on Deep Fakes, Doctored Photos and Disinformation,  Lawfare, 7.23.20 [listen]
	      
	 Misinformation Apocalypse, Stay Tuned with Preet Bharara, 3.5.20 [listen]

	    


	  


	  
	  
	    ALUMNI
	    	 Shruti Agarwal (Ph.D., 2021)  [dissertation]
	      
	 Tiago Carvalho (visiting Ph.D. student, UNICAMP, Brazil, 2014)
	      
	 Emma Chiu '19 
	      
	 Valentina Conotter (visiting Ph.D. student, University of Trento, 2011) [dissertation]
	      
	 Julia Dressel '17 [thesis]
	      
	 Marc Faddoul (M.S., 2019)
	      
	 Wei Fan (postdoc, 2018)
	      
	 Olivia Holmes '15 [thesis]
	      
	 Daniel Hopkins '10
	      
	 Kimo Johnson (Ph.D., 2007) [dissertation]
	      
	 Simran Kaur (UC Berkeley, Haas Scholar, 2021)
	      
	 Eric Kee (Ph.D., 2013) [dissertation]
	      
	 Benedikt Lorch (visiting M.S. student, University of Erlangen, 2018)
	      
	 Siwei Lyu (Ph.D., 2005) [dissertation]
	      
	 Brandon Mader '17
	      
	 Hafiz Malik (visiting professor, 2009)
	      
	 David Martin '00
	      
	 Sophie Nightingale (postdoc, 2020)
	      
	 Joseph Pechter '04
	      
	 William Pechter '04
	      
	 Senthil Periaswamy (Ph.D., 2003) [dissertation]
	      
	 Coralie Phanord '16
	      
	 Andrew Pierce '02
	      
	 Alin Popescu (Ph.D., 2005) [dissertation]
	      
	 Jethro Rothe-Kushel '03
	      
	 Vibhor Sehgal (M.S., 2021)
	      
	 Katherine Sherwin '01
	      
	 Priyanka Singh (postdoc, 2019)
	      
	 Hai Sun (M.D./Ph.D., 2004) [dissertation]
	      
	 Elliott Waissbluth (M.S., 2022)
	      
	 Josh Wang '15
	      
	 Weihong Wang (Ph.D., 2009) [dissertation]
	      
	 Jeff Woodward (Programmer)
	      
	 Angela Zhu '17
	    


	  


	  
	  
	    JOIN US
	    

	    	Prospective Ph.D. students 
			 I will not be accepting new Ph.D. students in Fall 2024.

		  
	 I hold a joint appointment in Electrical Engineering & Computer Sciences and the School of Information. I encourage you to look at the program requirements to decide which is the best fit for you (you may only apply to one of these programs). Generally speaking, EECS will be a better fit for those with a strong computational and mathematical background, and the I School will be a better fit for those with more of an interdisciplinary background. I do not directly admit students into the program, rather Ph.D. graduate admissions are handled by a department/school-level committee. This committee considers the standard criteria of prior academic performance, prior research experience, letters of recommendation, statement of purpose, and community and diversity.

		  
	 When applying please pay careful attention to your research statement. It should express a clear research question or project, and articulate why your background sets you up to do scholarly research on the topic. It should also indicate why I may be an appropriate advisor for your work, and at least one other faculty member in the department/school who could also advise you given your interests.

		  
	 I receive many emails from prospective students and unfortunately do not have the time to meet with all of them. If you are trying to get a sense for whether I would be a good fit as an advisor, please have a look at my recent publications and talks linked on this page.
	      



	    
	 Prospective M.S. students 
	      	 I hold a joint appointment in Electrical Engineering & Computer Sciences and the School of Information. These departments have several different M.S. programs. I do not directly admit students into these programs, rather M.S. graduate admissions are handled by a department/school-level committee. If you feel that one of these M.S. programs is a good fit, I encourage you to apply. I do occassionaly work with M.S. students in independent research, but typically only in their second year of study.
	      


	    
	    
	 Current UC Berkeley graduate students and postdocs 
	      	 Generaly speaking, I am happy to meet with current students to discuss their research or career interests. Send me an email to schedule a time to talk.
	      


	    
	    
	 Current UC Berkeley undergraduate students 
	      	 I do occassionaly work with undergraduate students in independent research, but typically in their third or fourth year of study. I typically ask for a minimum of a one-year committment.
	      



	    
	  Non UC Berkeley students 
	      	 Because I receive so many requests from current students, I'm afraid I do not accept non-UCB students for internships or visiting positions.
	      



	    
	 General advice for prospective Ph.D. students
	      	 Unlike choosing which university to complete your undergraduate studies, the choice of graduate programs should be guided first by your potential advisor, the quality and reputation of the department, and then the overall institution. The student-advisor relationship, when it works, is incredibly special. When it doesn't work, however, it can be a disaster for everyone. Your advisor will be instrumental in your studies and beyond. Choose an advisor who matches your personality, skills, and interests.

		
	 In my experience, there are two basic types of advisors: (1) the advisor whose attitude is "the student is here to help further my career; if they learn something along the way or are successful, that is fine"; and (2) the advisor whose attitude is "I am here to advise and mentor this student to help them become a world-class scholar; if they help my career along the way, that is fine." Talk with your potential advisor's current and former students to determine how they treat their students, and if that is the right environment for you.

		
	 In the U.S., the standard academic ladder consists of four basic steps: Assistant Professor, Associate Professor, Professor (or Full Professor), and Named Professor (e.g., The Jane Doe Professor of Neuroscience). 
		  	 Fresh out of graduate school or postdoc, a faculty member will begin their career as an untenured Assistant Professor. After typically six years or so, they will be considered for promotion and tenure. If all goes well, they will be promoted to Associate Professor with tenure. After another six years or so, they will be considered for promotion to Full Professor (if they are not promoted, they remain at the rank of Associate Professor with their tenure in tact). A select few Full Professors will be granted a named Professorship as a sign of prestige and further excellence. 
		    
	 When choosing an advisor, consider the rank of your potential advisor. Young Assistant Professors are great because they are typically at the cutting edge of their field with new ideas, but they have less experience in advising students, and depending on the insitution may not receive tenure at which point they (and possibly you) will not remain at the institution. On the other hand, seasoned Full Professors have more experience advising students, but are often pulled in many directions and so have less time to spend with their students. Associate Professors on their way to Full are in some ways the sweet-spot; they are experienced but still engaged. There are, of course, plenty of exceptions, but do consider where your potential advisor is in their own academic trajectory and how this might impact you.
		  


		  
		
	 Think carefully about why you are pursuing a Ph.D. There are many good reasons and many less good reasons to puruse a Ph.D. Wanting to pursue an academic career is the typical (but not the only) reason, but be aware that in most fields, there are far more Ph.D. graduates every year than can be absorbed in the academy. Depending on the field, the private, government, and NGO sectors can absorb Ph.D. graduates, but although your degree will open many opportunities, it will also close some opportunities because you may be considered as over-qualified for many entry-level positions. Although the future can be hard to predict, give careful thought to what will come after your Ph.D. and give careful thought if this is the right degree for you. If you are not sure about pursuing a Ph.D., and the five- to six-year committment it will entail, take some time off and work or pursue a M.S. degree.

		
	 Research done at the highest level is difficult, time-consuming, and more often than not filled with failure and rejection. Research is not a part-time job. If you are not passionate about the problems you are working on, if you get easily frustrated by failure, uncertainty, and endless obstacles, pursuing a Ph.D. Is going to be difficult. The very nature of research is that you are exploring uncharted territory -- if it was easy, someone would likely have already done it. I don't say this to be discouraging, but it is important to be realistic about what lies ahead. Don't think of a Ph.D as an extension of your undergraduate studies, it is qualitatively different in terms of the depth, breadth, and independence that will be required to be successful.

		
	 Success in a Ph.D. program requires excellence in many different dimensions: deep expertise in your specific area, broad expertise in your general field, great writing and communication skills, independence, curiosity, creativity, and perseverance. Nobody has all of these skills at the highest levels when they begin their studies, and it will take decades to become excellent in all of these areas. Be honest with what you do well and don't do well, and make a concerted effort to build all your skills, even those that may not come naturally.
	      


	    


	  


	  


	  
	  
	    FUNDING
	    	 UC Noyce Initiative, 2023
	      
	 YouTube, 2023
	      
	 Adobe, 2023
	      
	 Meta, 2022
	      
	 Oak Foundation, 2021
	      
	 CITRIS & Banatao Institute, 2020
	      
	 Avast, 2020, 2021
	      
	 Facebook, 2019
	      
	 Google, 2019
	      
	 DARPA (FA8750-16-C-0166), 2016
	      
	 National Institute of Justice (2016-R2-CX-0012), 2016
	      
	 Microsoft Corporation, 2016
	      
	 NVIDIA Corporation, 2015
	      
	 National Science Foundation (CNS-1205521), 2012
	      
	 National Science Foundation (DBI-0754773), 2008
	      
	 National Science Foundation (CNS-0708209), 2007
	      
	 Department of Homeland Security (2006-CS-001-000001), 2007
	      
	 John Simon Guggenheim Fellowship, 2006
	      
	 US Air Force (FA8750-06-C-0011), 2006
	      
	 National Science Foundation (DEB-0516104), 2005
	      
	 Bureau of Justice Assistance (2005-DD-BX-1091), 2005
	      
	 Department of Homeland Security (2000-DT-CX-K001), 2005
	      
	 Microsoft Corp. 2005, 2006, 2007, 2009
	      
	 Adobe Systems, Inc., 2004, 2006, 2008
	      
	 Alfred P. Sloan Fellowship, 2002
	      
	 National Institute of Justice, 2003
	      
	 National Institute of Justice (2000-DT-CX-K001), 2000
	      
	 National Science Foundation CAREER (IIS-99-83806), 1999
	      
	 National Science Foundation (EIA-98-02068), 1998
	    


	  

	  


	  
	  
	    	 [image: digital forensics icon] 	   	
		  
		      DIGITAL FORENSICS 
 We are developing
		      mathematical and computational techniques to
		      detect various forms of tampering in photos,
		      videos, audios, and documents. We also study the
		      ability of our visual system to perceptually
		      detect photo manipulation.
		  

		


	    


	      BOOK
	    	 H. Farid. Fake Photos, MIT Press Essential Knowledge series, 2019. [Publisher] [Amazon]
	      
	 H. Farid. Photo Forensics. MIT Press, 2016. [Publisher] [Amazon] [Table of Contents, Preface, Introduction]
	      


	    


	      SURVEY
	    	 H. Farid. Image Forensics. Computer Vision: A Reference Guide, 2020. [paper]
	      
	 H. Farid. Image Forensics. Annual Review of Vision Science, 5(1):549-573, 2019. [paper]
	      
	 H. Farid. How to Detect Faked Photos.  American Scientist, 2017. [paper]
	      
	 H. Farid. A Survey of Image Forgery Detection. IEEE Signal Processing Magazine, 26(2):16-25, 2009. [paper]
	      
	 H. Farid. Seeing Is Not Believing. IEEE Spectrum, 46(8):44-48, 2009. [paper]
	      
	 H. Farid. Photo Fakery and Forensics. In Advances in Computers, Volume 77, Academic Press, 2009. [chapter]
	      
	 H. Farid. Digital Image Forensics. Scientific American, 298(6):66-71, 2008. [paper]
	      
	 H. Farid. Digital Doctoring: How to tell the real from the fake. Significance, 3(4):162-166, 2006. [paper]

	    


	    


	      DEEP FAKES
	    	 M. Boháček  and H. Farid. The Making of an AI News Anchor -- and its Implications. Proceedings of the National Academy of Sciences, 121(1), 2024. [paper]
	      
	 S. Barrington, R. Barua, G. Koorma, and Hany Farid. Single and Multi-Speaker Cloned Voice Detection: From Perceptual to Learned Features. Workshop on Image Forensics and Security, Nuremberg, Germany, 2023. [paper]
	      
	 Z. Epstein, et al. Art and the Science of Generative AI. Science, 380(6650):1110-1111, 2023. [paper] [extended version]
	      
	 S. Mundra, G.J.A. Porcile, S. Marvaniya, J.R. Verbus and H. Farid. Exposing GAN-Generated Profile Photos from Compact Embeddings. Workshop on Media Forensics at CVPR, 2023. [paper]
	      
	 M. Boháček  and H. Farid. A Geometric and Photometric Exploration of GAN and Diffusion Synthesized Faces. Workshop on Media Forensics at CVPR, 2023. [paper]
	      
	 M. Boháček  and H. Farid. Protecting World Leaders Against Deep Fakes using Facial, Gestural, and Vocal Mannerisms. Proceedings of the National Academy of Sciences, 119(38), 2022. [paper]
	      
	 H. Farid. Creating, Using, Misusing, and Detecting Deep Fakes. Journal of Online Trust and Safety, 1(4), 2022. [paper]
	      
	 H. Farid. Lighting (In)consistency of Paint by Text. arXiv:2207.13744, 2022. [paper]
	      
	 H. Farid. Perspective (In)consistency of Paint by Text. arXiv:2206.14617, 2022. [paper]
	      
	 M. Boháček and H. Farid. Protecting President Zelenskyy Against Deep Fakes. arXiv:2206.12043, 2022. [paper]
	      
	 S.J. Nightingale and H. Farid. AI-Synthesized Faces are Indistinguishable from Real Faces and More Trustworthy. Proceedings of the National Academy of Sciences, 119(8), 2022. [paper]
	      
	 C. R. Gerstner and H. Farid. Detecting Real-Time Deep-Fake Videos Using Active Illumination. Workshop on Media Forensics at CVPR, 2022. [paper]
	      
	 S. Agarwal and H. Farid. Detecting Deep-Fake Videos from Aural and Oral Dynamics, Workshop on Media Forensics at CVPR, 2021. [paper]
	      
	 S. Agarwal, H. Farid, T. El-Gaaly, S. Lim. Detecting Deep-Fake Videos from Appearance and Behavior, IEEE Workshop on Image Forensics and Security, 2020. [paper] [github]
	      
	 R. Chesney, D. Citron, and H. Farid. All's Clear for Deepfakes: Think Again, Lawfare, 2020. [commentary]
	      
	 S. Agarwal, H. Farid, O. Fried, and M. Agrawala. Detecting Deep-Fake Videos from Phoneme-Viseme Mismatches, Workshop on Media Forensics at CVPR, 2020. [paper]
	      
	 N. Carlini and H. Farid. Evading Deepfake-Image Detectors with White- and Black-Box Attacks, Workshop on Media Forensics at CVPR, 2020. [paper]
	      
	 S. Agarwal, H. Farid, Y. Gu, M. He, K. Nagano, and H. Li. Protecting World Leaders Against Deep Fakes, Workshop on Media Forensics at CVPR, Long Beach, CA, 2019. [paper]
	    


	    


	      PHOTO
	    	 S. Agarwal and H. Farid. Photo Forensics From Rounding Artifacts, ACM Workshop on Information Hiding and Multimedia Security, Denver CO, 2020. [paper]
	      
	 W. Fan, S. Agarwal, and H. Farid. Rebroadcast Attacks: Defenses, Reattacks, and Redefenses. European Signal Processing Conference, Rome, Italy, 2018. [paper]
	      
	 S. Agarwal, W. Fan, and H. Farid. A Diverse Large-Scale Dataset for Evaluating Rebroadcast Attacks. IEEE International Conference on Acoustics, Speech and Signal Processing, Calgary, Alberta, Canada, 2018. [paper] 
	      
	 S. Agarwal and H. Farid. Photo Forensics from JPEG Dimples. IEEE Workshop on Image Forensics and Security, Rennes, France, 2017. [paper]
	      
	 W. Fan and H. Farid. A Statistical Prior for Photo Forensics: Object Removal. TR2017-837, Department of Computer Science, Dartmouth College, October 2017. [paper]
	      
	 S. Pittala, E. Whiting, and H. Farid. A 3-D Stability Analysis of Lee Harvey Oswald in the Backyard Photo.  Journal of Digital Forensics, Security and Law,  10(3): 87-98, 2015. [paper]  
	      
	 T. Carvalho, H. Farid, and E. Kee. Exposing Photo Manipulation From User-Guided 3-D Lighting Analysis. SPIE Symposium on Electronic Imaging, San Francisco, CA, 2015. [paper]
	      
	 E. Kee, J. O'Brien, and H. Farid. Exposing Photo Manipulation from Shading and Shadows. ACM Transactions on Graphics, 33(5):165:1-165:21, 2014. [paper]
	      
	 E. Kee, J. O'Brien, and H. Farid. Exposing Photo Manipulation with Inconsistent Shadows. ACM Transactions on Graphics, 32(4):28:1-12, 2013. [paper]
		[talk] 
		[supplemental: 1  |
		2 |
		3]
	      
	 M. Kirchner, P. Winkler and H. Farid. Impeding Forgers at Photo Inception. SPIE Symposium on Electronic Imaging, San Francisco, CA, 2013. [paper]
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	 Deepfakes in the 2024 Presidential Election [link]
	      
	 tips for recognizing deepfake faces 
	      
	 photographs with sharks are almost always fake (in fact, I'm not sure anymore if sharks are even real).
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		      FORENSIC SCIENCE 
 We are studying the
		      accuracy and reliability of photographic
		      forensic techniques that are used to identify
		      people, and predictive algorithms used in the
		      criminal justice system.
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		      MISINFORMATION 
 We are studying the spread and promotion of mis- and disinformation, as well as techniques to disrupt its spread.
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		      IMAGE ANALYSIS 
 We have developed
		      techniques for discrete multi-dimensional
		      differentiation [3, 4, 8], blind removal of
		      luminance and geometric distortions [5, 6, 7] and
		      the design of steerable filters [9, 10].
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		      HUMAN PERCEPTION 
 We study various
		      aspects of the human visual system, including
		      mechanisms governing search and recognition in
		      cluttered scenes [2-22, 25, 29, 32] and a
		      critique of the theory of temporal synchrony for
		      perceptual grouping [23, 24, 26, 31, 33]. See
		      also "perceptual" and "CGI or photo?" entries
		      under "digital forensics"
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		      COMPUTER VISION 
 We have developed
		      techniques to reconstruct extremely low-quality
		      images of license plates [1,2], separate reflections
		      [3, 4], optically estimate range [5-8] and
		      experience telepresence [9-11].
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		      MEDICAL IMAGING 
 We have developed
		      techniques to register medical imagery [1, 5, 8,
		      12, 13, 14] and perform image-guided neurosurgery
		      [2, 3, 4, 6, 9, 10].
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		      COMPUTATIONAL BIOLOGY 
 We have developed
		      techniques to automatically analyze circadian
		      plant rhythms [1,2], wildlife photographs [3-5],
		      the 3-D structure of Damselflies [6-8], mass
		      spectrometry data for cancer screening [9], and
		      design and predict protein structure [10, 11].
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                      MISCELLANEOUS 
 Reining in online absuses
                      [2], general public's vs. on-line user's
                      understanding of science [3], quantifying
                      geologic surfaces [4, 7, 8], building 3-D
                      topographical maps [10, 11], 3-D reconstruction
                      of ancient Egyptian tombs [12, 13, 14] and the
                      Jose Clemente Orozco murals [15], math for kids
                      [16], and science for kids [17].
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	Egypt: 3-D reconstruction of ancient Egyptian tombs. [link]
	      
	Orozco: 3-D reconstruction of Jose Clemente Orozco's murals. [link]
	      
	Math Kids: learn how mathematics can enter into nearly every corner of your life. [link]
	      
	Science Kids: providing answers to some of those perplexing questions about Science and Nature. [link]
	    


	    


	    My Paul Erdös number is 2 [Erdös → Winkler → Farid]
	    	 [Erdös, Suen, Winkler. "On the size of a random maximal graph," Random Structures & Algorithms, 1995]
              
	 [Kirchner, Winkler, Farid. "Impeding forgers at photo inception," SPIE, 2013]
            


	    

	    My Kevin Bacon number is 3 [Bacon → Belcher → Nice → Farid]
	    	 [Kevin Bacon & Patricia Belcher, "Flatliners"]
	      
	 [Patricia Belcher & Chuck Nice, "The Week of"]
	      
	 [Chuck Nice & Hany Farid, "Is It True?"]
	    


	  



	

      
 
      
    	
    
      
















    		
 
     
